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Abstract

This paperdevelopsseveral integratedsecurityarchitecture scenariosfor client-servergroup communicationsystems.
In an integratedarchitecture, securityservicesare implementedin servers, in contrast to a layeredarchitecture where the
sameservicesare implementedin clients. We discussbene�ts and drawbacks of each proposedarchitecture and present
experimentalresultsthatdemonstratethesuperiorscalabilityof an integratedarchitecture.
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1 Intr oduction

Many routine activities in modern,everydaylife involve the Internet: shoppingfor goods(suchas books,
cars,softwareandeven groceries),administeringbankor credit cardaccountsandmaking �nancial transfers,
participatingin voiceor video-conferences,or simplyplayinggames.Mostsuchactivitiesarein factsupportedby
collaborative applicationsrunningoveranintegratedsoftwareplatform,namely, a groupcommunicationsystem.

Groupcommunicationsystems(GCSs)areessentiallyapplication-level multicasttechniquesproviding reliable
andorderedmessagedelivery, aswell asagroupmembershipservice.GCSshave beenbuilt aroundanumberof
differentarchitecturalmodels,suchaspeer-to-peerlibraries,2- or 3-level middlewarehierarchies,modularpro-
tocolstacks,andclient-server. Prior researchonsuchsystemshastendedto favor aclient-server or ahierarchical
model.(Suchmodelsprovidegoodscalabilitywhile maintainingasimpleprogrammingparadigmandtraditional
groupsemantics.)However, securityresearchfor GCSshasfocusedmainly on peer-to-peer, or abstractgroup
modelsandhasnotaddressedthescalabilityof theunderlyingclient-server systems.

Currently, the needfor securityin computingand communicationsis widely recognized.Although not an
independentservice,securityis an enablingfeaturewithout which the actualend-servicescannotbe trustedor
relied upon. To this end, the researchcommunityhasinvesteda lot of effort in investigatinganddeveloping
effective andef�cient securityservices.Numerousalgorithms,protocols,frameworksandpolicy languageshave
beendevelopedto provide securityservicesin general,and, in a group setting,in particular. However, there
hasnot beenmuchresearchinto theintegrationof securitytechniquesinto groupcommunicationsystems(while
maintaininga reasonablelevel of performance).Completesecuregroupcommunicationsystemsarequite rare
andthereis adearthof researchin integratingsecurityservicesinto suchsystems.This work triesto �ll thisgap,
by designingpracticalsecuregroupcommunicationsystemsandinvestigatingissuesthat arisein the courseof
integration.
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1.1 Focus

Thispaperarguesfor theintegrationof groupsecurityservicesinto client-servergroupcommunicationsystems
to achieve bothsecurityandscalability.

The minimal setof securityservicesthat shouldbe provided by any GCSinclude: client authenticationand
accesscontrolaswell asgroupkey management,dataintegrity andcon�dentiality. Morespeci�cally:

� Client authentication:authenticatea client whenit requestsaccessto theGCS,e.g.,whenit connectsto a
GCSserver.

� Accesscontrol: checkif a givenclient is authorizedto accesssystemresources.Typical groupcommuni-
cationresourcesare:joining or leaving agroupandsendingmessagesto agroup.

� Groupkey management:generatea sharedgroupkey that canbe usedto bootstrapothergroupservices,
i.e.,dataintegrity andcon�dentiality.

� Integrity andcon�dentiality: protectthecontentsof thecommunicationboth from eavesdroppingaswell
asundetectedmodi�cation. An encryptionmodemay provide just con�dentiality, or it may alsoprovide
integrity, however, in general,dataintegrity is usuallyachievedvia MAC (e.g.,HMAC [1]) algorithms.

Wedistinguishamongtwo basicapproachesto integratingsecurityservicesinto a client-server GCS.The�rst
approach(referredto asthelayeredarchitecture) placessecurityservicesin aclient library layeredatoptheGCS
client library. Thesecondapproachentailshousingsome(or all) securityservicesat theserversin orderto obtain
amorescalablesolution(referredto astheintegratedarchitecture).

To put thiswork into context, we brie�y outlineourearlierefforts. Someof our recentresults[2] demonstrate
how authenticationandaccesscontrol for a client-server GCScanbe ef�ciently addressedin the context of a
particularGCS,calledSpread[3]. Anotherrecentwork proposesandanalyzesa layeredarchitecturefor Spread,
focusingonrobustnessandcorrectnessof groupkey agreement[4]. In thepresentwork,wefocusonthecomplete
architecturefor scalableandef�cient securityservicesfor Spread.

1.2 Contrib utions

Themaingoalof this work is thedesignof a scalablearchitecturefor a securegroupcommunicationsystem.
We focuson securingSpread,a local andwide-areagroupcommunicationsystem. Sinceaccesscontrol was
addressedin a previouspaper, theemphasisof this work is on providing authentication,datacon�dentiality and
dataintegrity. Ourspeci�c contributionsaretwo-fold:

� A high-performancesecurityarchitecturefor Spread. The architecturesupportstwo well-known group
semantics:Virtual Synchrony [5] and ExtendedVirtual Synchrony [6]. Both modelssupportnetwork
partitionsandmerges.Ourapproachentailsusingcontributory groupkey managementin aso-calledlight-
weight/heavy-weight [5] grouparchitecturesuchthatthecostof key managementis amortizedover many
groups,while eachgrouphasits own uniquekey.

� Threevariantsof the integratedarchitecturethat tradeoff encryptioncostfor complexity andgroupcom-
municationmodelsupport.We discusstheir respective performanceandsecurityguaranteesandcompare
themto thelayeredapproach,demonstratingtheincreasedscalability.

The restof thepaperis organizedasfollows. In Section2 we survey notableprior work in designingsecure
GCSs.WethendescribeSpreadandthegroupcommunicationsemanticsit supports.Next, in Section4 wede�ne
our securitygoalsandproposethreevariantsof an integratedsecurityarchitecture.We thenshow the improved
scalabilityof ourintegratedarchitecturein Section5 andprovideadiscussionin Section6. Finally, wesummarize
thiswork anddiscusssomepotentialfutureresearchdirections.
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2 RelatedWork

Researchin groupcommunicationsystemshasbeenquiteactive in the last15-20years.Initially, high avail-
ability andfault tolerancewerethe main goals. This resultedin systemslike ISIS [7], Horus[8], Transis[9],
Totem[10], andRMP [11].

With theincreaseduseof GCSsover insecureopennetworks,someresearchinterestshiftedto securingGCSs.
Recallthatthecoreof any GCSis its membershipprotocol.Someof thework in securinggroupcommunication
focusedonprotectingthemembershipprotocolin thepresenceof byzantinefaults.This includessystemssuchas
Rampart[12] andSecureRing[13]. Rampartbuilds its groupmulticastover asecuregroupmembershipprotocol
achievedby themeansof two-partysecurechannels.TheSecureRingsystemprotectsthelow-level ring protocol
by usingdigital signaturesto authenticateeachtransmissionof thetokenandeachdatamessagereceived.

In additionto the membershipservice,GCSsprovide reliableorderedmessagedelivery within a group. To
make this secure,groupmembers(senders)mustbe authenticatedandcon�dentiality (and integrity) of client
datamustbe guaranteed.Onenotableresult in this areais the Horus/Ensemblework at Cornell [14, 15, 16].
In it, datacon�dentiality is achieved by usinga sharedgroupkey obtainedby meansof groupkey distribution
protocols,while authenticationis providedby usingthepopularPGP[17] method.In addition,thesystemallows
application-dependent trustmodelsin theform of accesscontrol lists which aretreatedasreplicateddatawithin
agroup.

Besidessimpleaccesscontrollists,a collaborative applicationcanhave its own speci�c securityrequirements
andits own securitypolicy. TheAntigonepolicy [18] framework allows �e xible application-level groupsecurity
policiesin a morerelaxed modelthantheoneusuallyprovidedby GCSs.Policy �a vorsaddressedby Antigone
include:re-keying, membershipawareness,processfailureandaccesscontrol.

Unlike theaforementionedsystems,ourapproachfocusesontheuseof contributory key agreementasabuild-
ing block for othersecurityservicesin Spread[3, 19, 20]. We investigatedtheinter-relationbetweenkey agree-
mentandgroupcommunicationsystemanddesignedandimplementedthe �rst robust contributory groupkey
agreementprotocol. On an architecturallevel, we designedseveral scalableintegratedarchitecturesfor client-
server groupcommunicationsystemsthat supportstronggroupcommunicationsemantics:Virtual Synchrony
andExtendedVirtual Synchrony.

3 SpreadGCS

Thework presentedin thispaperevolvedfrom integratingsecurityservicesinto theSpreadGCS.In thissection
weprovide anoverview of Spreadarchitectureandthegroupcommunicationmodelsit supports.

3.1 SpreadAr chitecture

Spread[3] is a general-purposeGCS for wide- and local-areanetworks. It provides reliable and ordered
delivery of messages(FIFO,causal,total ordering)aswell asamembershipservice.

TheSpreadsystemconsistsof a server anda client library linked with theapplication.Theclient andserver
membershipsfollow the modelof light-weight andheavy-weight groups[21]. This architectureamortizesthe
costof expensivedistributedprotocols,sincetheseprotocolsareexecutedby arelatively smallnumberof servers,
asopposedto having all clientsparticipating.A simplejoin or a leave of a client processtranslatesinto a single
message,insteadof a full-�edged membershipchange.Only network partitions1 incur theheavy costof a full-
�edged membershipchange.

1By anetwork partitionwemeanconnectivity changesdueto networkinghardware,routing,or amachinecrash.Suchaneventtriggers
achangein theserversmembership.
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Spreadoffers a many-to-many communicationparadigmwhereany groupmembercanbe botha senderand
a receiver. Althoughdesignedto supportsmall- to medium-sizegroups,it canaccommodatea large numberof
collaborationsessions,eachspanningthe Internet. Spreadscaleswell with the numberof groupsusedby the
applicationwithout imposingany overheadonnetwork routers.

The Spreadtoolkit is publicly availableandis beingusedby several organizationsin both researchandpro-
ductionsettings.It supportscross-platformapplicationsandhasbeenportedto severalUnix platformsaswell as
to Windows andJava environments.

3.2 Group Communication Services

A groupcommunicationsystem(GCS)providestwo fundamentalservices:groupmembershipandreliable,
orderedmulticastmessagedissemination.Following eachgroupmembershipchange,the membershipservice
noti�es theapplicationof thecurrentlist of groupmembers.Theoutputof thisnoti�cation is calledaview.

Severaldifferentgroupcommunicationmodelshavebeende�nedin theliterature,eachproviding adifferentset
of semanticsto theapplication(see[22] for a comprehensive survey). All of thesecanberoughlyclassi�ed into
oneof thetwo semantics:Virtual Synchrony (VS) [5, 23] andExtendedVirtual Synchrony (EVS) [6, 24]. Both
semanticsguaranteethatgroupmembersseethesamesetof messagesbetweentwo sequentialgroupmembership
eventsandthattheorderof messagesrequestedby theapplication(suchasFIFO,Causal,or Total) is preserved.
The two modelsalsoguaranteethat all messagesaredeliveredin the sameview. However, thereis a crucial
differencein this lastaspect.While VS guaranteesthatmessagesaredeliveredto all recipientsin thesameview
asthe sendingapplicationthoughtit wasa memberof at the time it sentthe message(alsoknown asSending
View Delivery), EVS guaranteesthatmessageswill bedeliveredin thesamegroupview to connectedmembers
(alsoknown astheSameView Delivery property).Notethat,in theEVS case,thedelivery view canbedifferent
from thesendingview.

The VS serviceis easierto programandunderstand,while the EVS serviceis moregeneralandhasbetter
performance.The VS serviceis slower, sinceit requiresapplication-level acknowledgmentsfor every group
change. Moreover, it requiresclosedgroupssemantics,allowing only currentmembersof the group to send
messagesto thegroup.EVS, in contrast,allows opengroupswherenon-memberclientscansendto agroup.

In VS, it is both naturalandef�cient to usea sharedgroupkey (securelyrefresheduponeachmembership
change)for datacon�dentiality. A messageis guaranteedto beencrypted,deliveredanddecryptedin thesame
view and,hence,with thesamecurrentkey. This propertydoesnot hold in EVS sincea messagecanbesentin
oneview anddeliveredin another, andalsobecauseof theopengroupssupport.Therefore,a naturalsolutionfor
EVSis to usetwo kindsof sharedkeys: onesharedbetweentheclientandtheserver it connectsto, andanother–
sharedamongthegroupof servers.Theformeris usedto protectclient-server communication,while thelatter–
to protectserver-server communication.

SpreadsupportsbothVS andEVSmodels.TheVS serviceis providedby a client library implementedon top
of theEVSsemantics.

4 Secure Group Communication Ar chitecture

Weidentify two architecturalapproachesto integratingsecurekey managementandclientdataprotectionwith
groupcommunicationsystems.The �rst approach(layered architecture) placesthesecurityservicesin a client
library. Thesecondapproach(integratedarchitecture) integratessecurityservicesinto theserver, thusamortizing
group-speci�ccosts.Furthermore,theintegratedarchitecturehasthreedifferent�a vors thattradeoff encryption
costsfor extracomplexity andgroupcommunicationmodelsupport.

Wenow de�ne oursecuritygoals,provideabrief overview of theSpreadlayeredarchitectureandthendescribe,
in detail,thenew integratedarchitectureandits variants.
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Figure 1. A layered architecture for Spread

4.1 Security Goals

Oneof ourmaingoalsis to protectclientdatafrom beingeavesdroppedby bothpassive andactive adversaries
that arenot currentmembersof the group. Note that any former or future memberis an outsideraccordingto
this de�nition. Insiderattacksarenot relevant for this work sincethe con�dentiality of the datarelieson the
secrecy of thegroupkey, andany maliciousinsidercanalwaysreveal thegroupkey or its own privatekey, thus
compromisingthecommunication.

Theway thegroupkey is computedis essentialfor thesecurityof our system.A securegroupkey agreement
protocolshouldprovide: Key Independence, PerfectForward SecrecyandBackward/Forward Secrecy. Informally,
key independencemeansthatapassiveadversarywhoknowsany propersubsetof groupkeyscannotdiscoverany
other(futureor previous) groupkey. ForwardSecrecy guaranteesthat a passive adversarywho knows a subset
of old groupkeys cannotdiscover subsequentgroup keys, while Backward Secrecy guaranteesthat a passive
adversarywho knows a subsetof groupkeys cannotdiscover precedinggroupkeys. PerfectForward Secrecy
meansthata compromiseof a member's long-termkey cannotleadto thecompromiseof any short-termgroup
keys. For amoreprecisede�nition of theabove terminology, thereaderis referredto [25], [26].

Thekey agreementprotocolwe usein ourdesignis calledTGDH [27] (Tree-BasedGroupDif�e-Hellman). It
provideskey independenceandperfectforwardsecrecy; it wasalsoprovensecurewith respectto passive outside
(eavesdropping)adversaries[28]. In addition,active outsiderattacks– consistingof injecting,deleting,delaying
andmodifying protocolmessages– thatdo not aim to causedenialof servicearepreventedby thecombineduse
of timestamps,uniqueprotocolmessageidenti�ers, andsequencenumberswhich identify theparticularprotocol
execution. Impersonationof groupmembersis preventedby the useof public key signatures:every protocol
messageis signedby its senderandveri�ed by all receivers. Attacksaiming to causedenial-of-servicearenot
considered.

4.2 LayeredAr chitecture

In a previouspaperwe proposeda layeredarchitecturefor Spread,focusingon key agreementrobustnessand
correctness.The result is SecureSpread[4, 29], a client library providing datacon�dentiality andintegrity, in
additionto the usualGCSservices.The library is built on top of the Virtual Synchrony Spreadclient library;
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it usesSpreadas its communicationinfrastructureandCliquesgroupkey managementlibrary [30] primitives
for key managementimplementation.To make thepresentpaperself-containedandfacilitatethe discussionof
differentarchitecturein Section6, webrie�y summarizeSecureSpread.For furtherdetails,we referto [4, 29].

As discussedin Section3.2 theSendingView Delivery propertyof theVirtual Synchrony modelenablesthe
useof a sharedview-speci�c key to encryptclientdata,sincethereceiver is guaranteedto have thesameview as
thesenderand,therefore,thesamekey.

Figure 1 presentsthe layeredarchitecturefor Spread. The core of SecureSpreadis the Client Agreement
Engine(seeFigure1) thatreceivesnoti�cationsaboutgroupmembershipchangesfrom thegroupcommunication
system.Whenever thegroupmembershipchanges,theClient AgreementEngineinitiatesaninstanceof a group
key agreementprotocol,ensuringits correctexecution.Whenthisprotocolterminates,asecuregroupmembership
changeis deliveredto theapplicationanda new groupkey is readyfor use.Applicationsarenot allowedto send
any messageswhile thekey agreementprotocolis executed.

Thecomputationof a groupkey is group-speci�c.In particular, a client canbea memberof multiple groups,
eachgroupmanagingkeys with its own key agreementprotocol.

A Key AgreementSelectorandanEncryptionSelectormodulesareusedto identify group-speci�ckey man-
agementprotocolandencryptionalgorithm. SecureSpreadcurrentlysupports� ve key managementprotocols.
Oneof themimplementscentralizedkey distribution andis referredto astheCentralizedGroupKey Distribution
(CKD). The other four arekey agreementprotocols: Burmester-Desmedt(BD) [31], Steeret al. (STR) [27],
GroupDif�e-Hellman (GDH) [26] andTree-BasedGroupDif�e-Hellman (TGDH) [29]. Eachof the latter four
protocolsarebasedon variousgroupextensionsof thewell-known (2-party)Dif�e-Hellman key exchange[32].
For encryption,only onealgorithm(Blow�sh [33]) is currentlysupported.

4.3 Integrated Ar chitecture

EarlyGCSswereimplementedaslibraries,whichmeantthatall distributedprotocolswereperformedbetween
all clients. A substantialincreasein performanceandscalabilitywasobtainedby applyinga client-server ar-
chitectureto this model: a smallernumberof serversrun theexpensive distributedprotocolsand,in turn, serve
numerousclients.

Groupkey agreementprotocolsare,by nature,distributedandrepresentthemostexpensive securitybuilding
block. Therefore,to improve theperformanceof key agreementin settingswith multiplegroups(or many clients)
we amortizethecostof key managementby placingthemat theservers.This follows theintegratedarchitecture
modelwheresecurityservicesareimplementedat theserver.

Sinceserversarefewer in numberandserver populationis morestablethenthatof clients,server-basedkey
agreementis bothfasterandlessfrequent.Speci�cally, agroupof serversshareasecretkey refreshedonly when
network connectivity changes,andnotwhensomeclientgroupchanges.Sincenetwork connectivity changesare
far lessfrequentthannormalclient groupchanges,this resultsin fewer costlykey refreshesin contrastto client-
basedkey agreement.However, sincethesharedserver key canbevulnerableif it changesvery infrequently, a
securitypolicy shouldimposeadditionalrefreshingoperations,triggered,for example,by maximumelapsedtime
betweensuccessive key changes(time-out)or maximumvolumeof dataexchanged(data-out).

Generationof client groupkeys is muchlesscostly in the integratedarchitecture,since,if no changeoccurs
in theserverscon�guration, thecostof generatinga new key for a groupamountsto onekeyed MAC (HMAC
[1]) operation.Whennetwork connectivity doeschange(andsodoesthemembershipof theserver group),the
groupkey sharedby theserversis refreshedusinga full-blown groupkey agreementprotocol. For this, we use
theTGDH [27] protocolbecauseof its superiorperformance.

The useof encryptionfor bulk datacon�dentiality resultsin decreasedsystemthroughputdue to the extra
consumptionof CPU resources.Regardlessof the locationandparticularsof the key management,bulk data
encryptioncanbe doneby eitherclientsor servers. In the following, we describethreeintegratedarchitecture
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variantsthattradeoff encryptioncostfor complexity andgroupcommunicationmodelsupport.We discusstheir
differentperformanceandsecurityguaranteesandthencomparethemto thelayeredapproach.

4.3.1 Thr ee-StepClient-Server

We startwith the architecturethat providessimple�e xible EVS semanticsat the expenseof decreased(dueto
encryption)throughput.Wereferto it asThree-StepClient-Server.

This architectureis basedon the client-server model of the group communicationsystem. We distinguish
betweentwo communicationchannels:client-server andintra-servers.A remoteclient connectsto aserver using
a two-party securecommunicationprotocol, suchas SSL/TLS [34]. If a client connectsto a server running
on the samemachine,the architectureusesIPC. In this case,no dataprotectionis neededand client-server
communicationis not encrypted.The intra-server communicationchannelis protectedby a sharedgroupkey
multicastencryptionprotocolthatwe developed.

Figure2 presentssuchan architecture.The ServersAgreementEnginedetectschangesin the server group
connectivity. For eachconnectivity changetheengineperformsa key managementprotocol. In addition,time-
basedor data-basedkey refreshcanbeenforced.As mentionedabove, we usetheTGDH [27] protocolfor key
management.

Oneof the dif�culties with integratinga key agreementprotocol into a GCShasto do with the interactions
betweentheformerandthemembershipprotocol.Until themembershipprotocolcompletes,thekey agreement
protocolcannotrun, sincethereis no �x edgroupof serversamongwhich to performkey agreement.While the
membershipprotocolis running,thesetof known serversmaychangeagain2, andbasiccommunicationservices
betweenthemmaybecomeunavailable.

To copewith this issue,thegroupkey andthecorrespondingkey agreementprotocolareonly providedwhen
theserver groupmembershipis stableandwhile themembershipprotocolis not executing.This allows thekey
agreementprotocol to run with its normalassumptionsoncethe membershipprotocol completes,yet prior to
notifying the client applicationsthat the membershiphascompleted.Thus,applicationsdo not experienceany

2This is sometimesreferredto asa cascadedmembershipevent.
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changein semanticsor theAPIs (suchasa new key message)but do experienceanadditionaldelayduringeach
server membershipchange.(This is in orderfor thekey agreementprotocolto executefollowing thecompletion
of themembershipprotocol.)

Sincethesharedkey is notavailableduringits execution,to securethemembershipprotocolitself, thespeci�c
membershipmessagescanbe encryptedandsigned(usingpublic key cryptography)with the long-termprivate
key of a sendingserver. Sinceonly a smallnumberof messagesaresentduring themembershipalgorithmand
thesemessagesarefairly small,theoverheadof public-privateencryptioncanbetolerated.

TheThree-StepClient-Server architectureallows separatepoliciesfor rekeying theserver groupkey andthe
per-client SSLkeys,aseachis handledseparately.

Oncea server groupkey is generated,serverscommunicatevia multicastandcommunicationis protectedby
encryptionusinga key derived from the mastergroupkey. We useBlow�sh in CBC mode(OpenSSLimple-
mentation)to encryptcommunicationbetweenservers. We picked Blow�sh becauseof its goodperformance;
however, thesystemsupportsany encryptionalgorithmin theOpenSSL[35] library, includingAES[36].

Thetotalend-to-endcostof sendinganencrypteddatamessagefrom oneclient to another(bothareconnected
to theSpreadserver remotely)includessix encryption/decryption operations:

1. Clientencryptsthemessageandsendsit over SSLto theserver

2. Server decryptsit andthenre-encryptsusingtheserver groupkey.

3. Serversthatreceive thismessagedecryptit andthenre-encryptit againusingSSLfor thereceiving client.

4. Finally, eachreceiving clientdecryptsthemessage.

Notethatthereceiving serversneedto encryptthemessageseparatelyfor eachremoteclientwhoneedsto receive
it. This is potentiallya largenumbersinceeachserver cansupportabout

���������
clientconnections.Thus,if more

thanonereceiver is connectedremotelyon the sameserver, the load on the server will increaselinearly with
eachremotereceiver, sinceeachremotereceiver receivesthesamemessageencryptedseparatelyon its own SSL
connection.Local receiversdo not requireclient-server encryption.

If two clients(senderandreceiver) areexecutingon thesamemachineastheserver thatthey connectto, then
thecostof encryptionundertheThree-StepClientServer modelreducesto oneencryptionby thesendingserver
andonedecryptionby thereceiving server.

4.3.2 Integrated VS

Thesecondvariantis very similar to thelayeredarchitecturein thatencryptionanddecryptionareperformedby
clientsonly. Thesupportedgroupcommunicationmodelis VS andthis architectureis referredto asIntegrated
VS. Theclient groupsareclosed,i.e., a client needsto bea memberof a groupin orderto sendmessagesto that
group.Thisdesignrequiresclientgroupskeys. However, unlike thelayeredarchitecturewherethekey agreement
wasperformedindividually by eachgroup,in this case,groupkeys aregeneratedby serverswithout involving
costlykey agreementprotocols.

Figure3 depictstheIntegratedVSarchitecture.TheServersAgreementEngine(SAE)initiatesakey agreement
protocolbetweentheserverswhenever it detectsa changein server groupconnectivity. TheGroupKeys Engine
(GKE) generates,for eachgroup, a sharedkey whenever group membershipchanges. In caseof a network
connectivity change,theSAE is invoked �rst, followedby theGKE. (Thelatterrefreshesthekey for eachgroup
thatsufferedchangesin membershipdueto a changein server connectivity.) Thenew groupkey is attachedto
themembershipnoti�cation anddeliveredto thegroup.Client groupkeys aregeneratedby theserversbasedon
threevalues:

1. server groupsharedkey ��� ,
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2. groupname,and

3. uniquenumberthatidenti�es thegroupview (membersatacertaintime) 3.

Thegroupkey for group� in view � uniquelyidenti�ed by �������	��
��
� � ��� is ����� ����������� � � � � ����������� ��
!�
� � ���"� .
Thesharedserver groupkey is identicalto theserver key in theThree-StepClient-Server architectureandcan

berefreshedasneeded.Theclient groupkey is changedwhenever a groupevent (join, leave, etc.) occurs.The
new key is deliveredwithin the membershipmessageinforming the clientsaboutthe membershipchange.All
client groupmembersreceive the samekey for the samemembershipasa resultof the VS semantics.If a key
changeis requiredbecauseof thesecuritypolicy (not causedby an underlyinggroupmembershipchange),the
key refreshnoti�cation is deliveredasan “arti�cial” groupmembershipchange.This is neededto preserve the
semanticguaranteesof VS thatmessagesencryptedby a client with onekey will bereceivedby everyonewhile
they alsohave thatsamekey.

The encryption/decryption costsfor IntegratedVS consistof oneencryptionby the senderandmultiple de-
cryptionoperations,onefor eachreceiver. Theworsecaseis whenall receiversaresituatedon thesamemachine,
whereas,thebestcaseis whenall receiversarerunningon distinctmachines.(In thelattercase,decryptiontakes
placein parallel.)Onceagain,Blow�sh is thepreferredencryptionalgorithm.

4.3.3 Optimized EVS

Out of the architecturevariantspresentedthusfar, only Three-StepClient-Server supportsthe EVS modeland
opengroups. Recallthat, asdiscussedin Section3.2, EVS is faster, thus,it is desirableto have a secureGCS
supportingthismodel.TheThree-StepClient-Server servesthispurpose,but incursaheavy encryptionoverhead
whenclientsconnectremotely.

3As anexample,supposethat,at time #�$ , currentgroupmembersare:Alice, BobandDan.Then,thegroupgoesthroughasequenceof
membershipchangeswith somenew membersjoining andthenleaving thegroup,suchthatat time #�% thegrouphasthesamemembers:
Alice, BobandDan.Thegroupviews at times # $ and #&% aredifferentandeachof themhasits own uniqueidenti�er.
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Onemethodto alleviatethelargenumberof encryptionoperationsin theThree-Step,is to have clientsencrypt
with a sharedper-view groupkey. However, EVS doesnot guaranteethatall messagesaredeliveredto receivers
in thesameview in which they weresent. Therefore,theremight bemessagesthatgroupmemberswill not be
ableto decryptsincethey donothave thekey usedto encryptthatmessagein the�rst place.Ournext architecture
variantaddressesthis issue.

In order to supportEVS semanticsandclient messageencryption,we developedan architecturethat relies
on theserversnot only to generateclient groupkeys, but alsoto “adjust” messagesthat arenot encryptedwith
thecurrentgroupkey. Figure4 presentsthis architecture,referredto asOptimizedEVS. TheServersAgreement
EngineandGroupKeys Engineperformkey managementof the servers' sharedsecretandclient groupkeys,
respectively. The methodof generatingclient groupkeys is the sameasthe IntegratedVS variant. The main
changeis thatweaddanew EVS-Fix-Messagesmodule.Thismoduledetectswhenamessagefor acertaingroup
is encryptedwith a key which is no longervalid. Eachsuchmessageis decryptedandthenre-encryptedwith the
currentgroupkey beforedelivery to the clients. The clients,in turn, decryptall groupmessagesnormally. As
before,theTGDH is usedastheserver groupkey agreementprotocolandBlow�sh is usedfor dataencryption.

TheEVS-Fix-Messagesmodulesolvestwo problems:

1. Detectwhenever amessageis encryptedwith thewrongkey.

2. Determinethecorrectkey to usefor encryptingthemessage.

The �rst problemis addressedby having the senderincludein eachmessagea unique � � � ��� of the group
key thatwasusedto encryptit. This � � � ��� is independentlyandrandomlycomputedeachtime a new key is
generated(it isalsodistributedalongwith eachnew clientgroupkey). However, sinceit doesnotprovideintegrity,
but merelyidenti�es theclientgroupkey, the � � � ��� canberelatively short,e. g.,32bits. It is transportedin the
un-encryptedportionof themessageheader.

To detectmessagesencryptedwith an“old” key, theserverstoreseachclientgroupalongwith its � � � ��� . The
server alsotagsonekey asthe “current” key for eachclient group. Thecurrentkey is thekey thatmatchesthe
lastmembership(or key refresh)deliveredto thegroupmembers.Then,beforedeliveringamessageto aclient, it
checksif the � � � ��� onthemessagematchesthatof thecurrentkey. If so,themessageis immediatelydelivered.
Otherwise,themessageis decryptedwith theappropriatestored“old” key andre-encryptedunderthecurrentkey.
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Sincethe messagestreamdeliveredto eachclient is a reliableFIFO channel,the client eventuallyreceives the
messagein thesameview thattheserver expectsit to.

Of course,accumulatingold keys and ��� � ����� ad in�nitum is not a viablesolution.Therefore,old keys have
to be periodically�ushed from by eachserver. Two differentexpirationmetricscanbe usedeitheraloneor in
concert: time-outsandkey-outs. A time-outoccurswhenno messageencryptedundera given key hasbeen
received for a certainlengthof time. A key-out takesplacewhensomepre-setmaximumnumberof keys-per-
groupis exceeded.Many combinationsandvariationson the themeareclearly possible.The choiceof a key
expirationmethodologycanaffect therisk of a messagebeing“undecipherable”evenwhentheserver, in theory,
couldhave kepttherequiredkey.

5 Experimental Results

In this sectionwe demonstratesomeexperimentalresultsfor thegroupkey managementanddataencryption
building blocks. Theexperimentscover all architecturevariantsdescribedin Section4 measuredin a local-area
network environment. As will be seen,the resultsshow the superiorscalabilityof an integrated,over that of a
layered,architecture.

5.1 Group KeyManagement

In this sectionwe comparethe cost of establishinga sharedgroup key in a layeredarchitectureand in an
integratedarchitecture.For the layeredarchitecturewe chosethemostef�cient key agreementprotocolthatwe
have experiencewith, TGDH [37]. For the integratedarchitecturewe also choseTGDH as a key agreement
protocolbetweentheservers.

We usedanexperimentaltestbedconsistingof a clusterof thirteen
�����

MHz PentiumIII dual-processorPCs
runningLinux. Eachmachinerunsa Spreadserver. Clientsareuniformly distributedon the thirteenmachines.
Therefore,morethanoneprocesscanbe runningon a singlemachine(which is frequentin many collaborative
applications).

For themostcommongroupchanges,join andleave, the costof establishinga new groupkey is reducedto
almostthe costof the groupcommunicationmembershipprotocol,sincethe serverscancomputea new group
key withoutperformingany otherkey agreementprotocol,justoneHMAC operationis neededpergroupchange.
Theresultspresentedin Figure5(a)andFigure5(b) for theintegratedarchitecturearefor aVS groupmembership
protocol.This is becausethecostof theVS groupmembershipprotocolis in somesensetheworstcase:VS uses
closedgroupsandit requiresacknowledgmentsfrom eachgroupmemberbeforechangingthegroupmembership.
In theEVScase,thenumbersfor theintegratedarchitecturewill bemuchsmaller.

In Figure5(c)andFigure5(d)wepresentthecostof establishingasecuremembershipfor mergeandpartition.
Rememberthatsuchagroupeventis triggeredby anetwork connectivity changewhichdeterminesamodi�cation
in the serverscon�guration change,or by a server crash. In this case,a new key needsto be computedby the
servers, and only then the group keys are computed. In Figure 5(c) and Figure 5(d) we presentthe cost of
establishinga securegroup membershipfor a test scenariowherethe servers are partitionedin half and then
broughtbacktogether.

As it canbeseenin Figure5(c)andFigure5(d) thecostof thekey managementfor theintegratedarchitecture
is slightly higherthanin thecaseof join andleave becauseof thecostof thekey agreementprotocolperformed
betweenservers. However sincethe numberof servers is muchsmallerthanthe numberof clients,the impact
of thekey agreementprotocolis lesssigni�cant. Thecostof thesecuremembershipdecreasesfrom about220
milliseconds,to about90 millisecondswherethesizeof thegroupafterpartitionis 100users,in caseof a merge
and from about680 millisecondsto about60 millisecondsfor a partition, wherethe sizeof the groupbefore
partitionis about100members.
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Figure 5. The cost of key agreement ­ layered architecture vs. integrated architecture

Notethattheabove resultsarefor ascenariowhenonly onegroupexistsin thesystems.In practice,this is not
thecase.Whenmorethanonegroupexists in thesystemanda changein theservers' con�guration thataffects
morethanonegroupoccurs,the layeredarchitectureperformsa key agreementprotocolbetweenthemembers
of a group,for eachof theexisting groupsaffectedby thechange.For the integratedarchitecture,thereis only
onesmall scalekey agreementperformedbetweenservers,andthena numberof HMAC operationsequalwith
thenumberof groupsaffectedby thechange.Figure6 shows theaveragecostof recomputingasharedkey for all
groups,whenmorethanonegroupexistsin thesystem.All thegroupshave thesamenumberof clients13. We
chosethisnumber, becausethis is alsothenumberof theserversin ourcon�guration.Evenin this favorablesetup
for thelayeredarchitecture(groupsof smallsize),theintegratedarchitecturescalesmuchbetterthanthelayered
architecturewhenthenumberof groupsin thesystemincreases.Basedon theresultswe presentin Figure6 we
estimatethateven with a very smallgroupsize(13 in our case),it will take morethan4 secondsto refreshthe
key for 200groupsin a layeredarchitecture,while it will take about50 timeslessto performthesameoperation
for anintegratedarchitecture.
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Figure 6. Scalability with number of groups
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5.2 Data Encryption

Anotherimportantbuilding block in thearchitectureof securegroupcommunicationis theencryptionmodule.
In Figure7 we presentthe datathroughputfor threedifferentsetups:the LayeredArchitecture,the Integrated
VS andtheThree-StepClient-Server, in a local areanetwork. We considera scenariowhereclientsconnectto
serversrunninglocally, so in theThree-StepClient-Server setup,encryptionis performedonly betweenservers.
As expected,theresultsfor theIntegratedVS aresimilarwith theresultsfor theLayeredArchitecture,becausein
bothmodelsencryptionanddecryptionis performedby theclients.

Theresultsfor theThree-StepClient-Serverareabout0.33of thethroughputachievedin theothertwo models.
Therearea coupleof reasonsfor this decrease.First, the encryptionoperationtakes placeexactly beforethe
packet is senton thenetwork andbothheadersanddataareencrypted.Themaximummessagesizeexchanged
by theserversis aboutthesizeof anEthernetframe(minustheUDP protocolheader).Therefore,a message(of
largesize)thatgetsencryptedin aclient in only oneencryptionoperation,translatesinto a numberof encryption
operationsin theserver. A noticeabledifferencein throughputstill existsbecauseof othercauses.Second,since
theencryptionoperationtakesplaceat thedatalink layer, theserversencryptnotonly clientdata,but alsocontrol
information,sothis modelprovidesa strongerservicethantheothertwo models.Third, becauseof themessage
delivery protocol employed by our systemand the fact that the messageheadersarealso encrypted,a server
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sendingmessagesreceivesits own messagestoo andit needsto decryptthembeforeexaminingthe headersto
decideif it needsto processthemessagefurtheror not, while in theunencryptedcasetheserver canignoreit' s
own messageswithout furtherwork.

This experimentonly hadonesenderandthat server wasthe bottleneck. In caseswhereseveral serversare
sendingmessages,this costwill beamortizedandthethroughputwill considerablyincrease(by a bit lessthana
factorof 2). A methodwhereonly integrity of controlmessageheadersis provided, increasesthethroughputto
about30 Mbits persecondin theThree-StepClientServerarchitecture.

We did not includeresultsfor the Three-StepClient Server architecturewhenclientsconnectremotelyand
2 additionaloperationsneedto be performedby the servers,but from the resultspresentedin Figure7 we can
extrapolatethattheachievedthroughputin thiscasewill bemuchsmaller, andthereforeunacceptable.In caseof
theOptimizedEVS architecture,the throughputwill besimilar with theonefor the IntegratedVS if no servers
membershipdoesnot change,andsmaller, but still betterthantheThree-StepClient-Server performance,when
changesoccurs,sosomemessageswill needto bedecryptedandre-encryptedundernew keys.

Note that thedrop in throughputfor all of themethods(asseenin Figure7) at a messagesizeof around700
bytesis actuallya positive thing. Up to 700 bytesSpreadis ableto packmultiple messagesinto onenetwork
packet, thuspayinglessperpacket andincreasingthroughputconsiderably. Above 700bytes,thatoptimization
cannotbeemployedbecauseof theEthernetmaximumpacket size.

6 Discussion

In this sectionwe discussthelayeredandthenew proposedintegratedarchitectures.Eachof thethemhasits
bene�tsandits limitations. We comparethesesolutionsby investigatingthefollowing aspects:trust,encryption
overhead,key managementoverhead,the impactof thecompromiseof thesharedsecret,complexity andgroup
communicationmodelsupported.

Group Keys Servers Key Encryption Group Comm. Model
SecureSpreadLibrary Client None Client-Clients VS

VS Integrated Ar chitecture Server Yes Client-Clients VS
Thr ee-StepClient-Server None Yes Client-Server, Server-Server VS andEVS

Optimized EVS Server Yes Client-Clientsmostly EVS

Table 1. Secure group comm unication architectures

Table1 summarizesthe layeredandintegratedarchitectureswe proposed.Thelayeredarchitecture(seeSec-
tion 4.2) hasthe advantagethat no trust is put into anything outsideof the enduser's control with respectto
protectingtheclient's data.Theclient needsto trust theserverswith respectto themembershipserviceandor-
deredandreliabledelivery, but theseareoutsidethescopeof our securitygoalsfor this work. Thecompromise
of a groupkey, doesnotaffect thesecurityof therestof thegroupsin thesystem,sinceeachgroupis runningits
own protocolandcomputesits sharedkey independentlyof theothergroups.In addition,this architectureis less
complex andeasierto develop, allowing us to explore the inter-relationshipbetweenkey agreementandgroup
communication.For example,we usedthis architectureto designrobust contributory protocols,resilientto any
sequenceof groupchanges,possiblycascading.However, this model,dueto thesecuritystrong,but expensive
key agreementprotocolsweused,haslimited scalability, to nomorethan100membersfor thebestprotocol.

Theintegratedarchitecturesweproposed,all have in commonthefactthatthey overcomethekey management
scalabilityproblemby usinga secretkey sharedby theservers. Therefore,moretrust is put in theservers. This
architectureis alsoappropriatefor providing othersecurityservicessuchasclientauthenticationuponconnection
andaccesscontrol to performgroupspeci�c operations.A securitypolicy canbeeasilycon�guredandenforced
by anadministratorcontrollingaserver con�guration�le.
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TheThree-StepClient-Server approach(seeSection4.3.1)doesnotuseclientgroupkeys,but requiresaclient
to sharea key with theserver it connectsto. Althoughit usesa lesscomplex key managementmechanism,this
approachis expensive in encryption/decryption operationswhenclientsconnectto serversremotely. However,
if clientsconnectto servers locally this is the bestarchitecturesincetheoreticallyit only requiresoneencryp-
tion/decryptionof eachmessageandit caneasilyprotectnot only client data,but alsothe control information
exchangedby theservers,somethingthelayeredarchitecturecannotprovide. Note,thatdependingontheimple-
mentation,evenwhenclientsconnectlocally, morethanoneoneencryption/decryption of eachmessagecantake
placeasdiscussedin Section5.2.

Both the VS Integratedsolution(seeSection4.3.2)andthe OptimizedEVS solution(seeSection4.3.3)use
client groupkeys generatedby servers. Our experimentalresultsin Section5 show that thescalabilityis group
sizeis improvedsubstantiallywith respectto thelayeredarchitecture.However, thesecurityof thegroupsrelies
on the securityof the servers sharedkey which is usedin generatingthe group keys. If the servers' key is
compromised,the securityof all the groupsin the systemis compromised,as opposedto the layeredmodel
wherethecompromiseof a groupkey, doesnot affect thesecurityof the restof thegroupsin thesystem.The
encryptionoverheadis smallerthatof theThree-StepClient-Server approach.TheVS Integratedapproachhas
the sameencryptionoverheadas the layeredarchitecture.The OptimizedEVS solution hasalmostthe same
encryptioncostasthe layeredarchitecture,for themessagesnot deliveredin themembershipthey weresentin,
four additionalencryption/decryption operationspermessageareperformed.

Althoughprotectingthecontrolmessagesexchangedby theserversisoutof thescopeof thispaper, wenotethat
theThree-StepClient-Serversolutionprovidesalsocon�dentiality andintegrity for theservers' controlmessages.
Therestof theapproachesarecon�dentiality client-driven so they do not. This canbecorrectedby addressing
thecontroldata�o w at theservers' level: integrity, con�dentiality and,if needed,non-repudiationby signingthe
messages.

Choosingthe mostappropriatearchitecturedependson the desiredscalabilityandsecurityguarantees.An
integratedapproachwill scalebetter, but thesecurityof all groupsreliesononekey. A layeredarchitecturescales
worse,but thesecurityof a groupis independentof thesecurityof therestof thegroupsin thesystemandgives
morecontrolto theclient.

7 Conclusionsand Future Work

This paperpresentedseveral secureintegratedarchitecturesfor client-server groupcommunicationsystems.
Wediscusstheirdifferentperformanceandsecurityguarantees.Theexperimentalresultswepresentdemonstrate
theincreasedscalabilityof integratedapproachesover layeredapproaches.

Thereareseveral interestingproblemsthatarisefrom this work. An immediateobservation is thatkey agree-
mentcanbecomeexpensive on wide areanetworks. A hierarchicalkey agreementapproachcanbe useful: ex-
pensive updatestake placeonly locally (insidea site)andthenarepropagatedremotelybetweensites,suchthat
wedecreasethecostof thekey agreementbetweenservers,over wideareanetworks.

The work we presentedin this paperfocuseson strongsemanticsservices(e.g. membership)that have a
signi�cant impacton computationaloverheadandscalability. Someapplicationsmight needin fact weaker se-
mantics.Weintendto explorethesecurityaspectsof systemsproviding communicationto groups,but with looser
semantics.
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