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Abstract

This paper developsseveral integrated securityarchitecture scenariosfor client-servergroup communicatiorsystems.
In an integratedarchitectue, securityservicesare implementedn serves, in contrastto a layered architectuie where the
sameservicesare implementedn clients. We discussbene ts and drawbads of ead proposedarchitectuie and present
experimentaresultsthat demonstatethe superiorscalability of an integratedarchitecture.
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1 Intr oduction

Many routine actvities in modern,everydaylife involve the Internet: shoppingfor goods(suchas books,
cars, software and even groceries),administeringbank or credit card accountsand making nancial transfers,
participatingn voiceor video-conferencesyr simply playinggamesMostsuchactvities arein factsupportedy
collaboratve applicationgunningover anintegratedsoftware platform,namely a groupcommunicatiorsystem.

GroupcommunicatiorsystemgGCSs)areessentiallyapplication-lgel multicasttechniquegroviding reliable
andorderedmessagelelivery, aswell asagroupmembershiservice.GCSshave beenbuilt arounda numberof
differentarchitecturaimodels,suchaspeerto-peerlibraries, 2- or 3-level middlevare hierarchiesmodularpro-
tocol stacksandclient-serer. Prior researcton suchsystemshastendedo favor aclient-serer or a hierarchical
model.(Suchmodelsprovide goodscalabilitywhile maintaininga simpleprogrammingparadigmandtraditional
group semantics.)However, securityresearctfor GCSshasfocusedmainly on peerto-peef or abstractgroup
modelsandhasnot addressethe scalabilityof theunderlyingclient-serer systems.

Currently the needfor securityin computingand communicationss widely recognized. Although not an
independenservice,securityis an enablingfeaturewithout which the actualend-servicegannotbe trustedor
relied upon. To this end, the researchcommunity hasinvesteda lot of effort in investigatingand developing
effective andef cient securityservicesNumerousalgorithms protocols framevorksandpolicy languagehave
beendevelopedto provide securityservicesin general,and, in a group setting,in particular However, there
hasnot beenmuchresearchnto theintegrationof securitytechniquesnto groupcommunicatiorsystemgwhile
maintaininga reasonabléevel of performance).Completesecuregroupcommunicatiorsystemsare quite rare
andthereis a dearthof researchn integratingsecurityservicesgnto suchsystemsThis work triesto Il thisgap,
by designingpracticalsecuregroup communicatiorsystemsandinvestigatingissuesthat arisein the courseof
integration.
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1.1 Focus

This paperarguesfor theintegrationof groupsecurityservicesnto client-serer groupcommunicatiorsystems
to achieve bothsecurityandscalability

The minimal setof securityservicesthat shouldbe provided by any GCSinclude: client authenticatiorand
accesgontrolaswell asgroupkey managementataintegrity andcon dentiality. More speci cally:

¢ Clientauthenticationauthenticata client whenit requestaccesdo the GCS,e.g.,whenit connectgo a
GCSsener.

e Accesscontrol: checkif a givenclientis authorizedo accessystemresourcesTypical groupcommuni-
cationresourcesre:joining or leaving agroupandsendingmessaget agroup.

e Groupkey managementgeneratea sharedgroupkey thatcanbe usedto bootstrapothergroupservices,
i.e.,dataintegrity andcon dentiality.

e Integrity andcon dentiality: protectthe contentsof the communicatiorboth from eavesdroppingaswell
asundetectednodi cation. An encryptionmodemay provide just con dentiality, or it may alsoprovide
integrity, however, in generaldataintegrity is usuallyachievedvia MAC (e.g.,HMAC [1]) algorithms.

We distinguishamongtwo basicapproacheto integratingsecurityservicesnto aclient-serer GCS.The rst
approach(referredto asthelayerdarchitectue) placessecurityservicesn aclientlibrary layeredatopthe GCS
clientlibrary. Thesecondapproachentailshousingsome(or all) securityservicesatthe senersin orderto obtain
amorescalablesolution(referredto astheintegratedarchitectue).

To putthiswork into context, we brie y outline our earlierefforts. Someof our recentresults[2] demonstrate
how authenticatiorand accessontrol for a client-serer GCS canbe ef ciently addressedh the context of a
particularGCS,calledSpread3]. Anotherrecentwork proposesandanalyzesa layeredarchitecturdor Spread,
focusingonrohustnessndcorrectnessf groupkey agreemen#d]. In thepresentvork, wefocusonthecomplete
architecturdor scalableandef cient securityservicedor Spread.

1.2 Contributions

Themaingoalof this work is the designof a scalablearchitecturdor a securegroupcommunicatiorsystem.
We focus on securingSpread,a local and wide-areagroup communicationsystem. Sinceaccessontrol was
addresseth a previous paper the emphasiof this work is on providing authenticationgdatacon dentiality and
dataintegrity. Our speci c contributionsaretwo-fold:

e A high-performancesecurity architecturefor Spread. The architecturesupportstwo well-knowvn group
semantics:Virtual Synchroy [5] and ExtendedVirtual Synchroly [6]. Both modelssupportnetwork
partitionsandmeiges.Our approactentailsusingcontrilbutory groupkey managemerit a so-calledight-
weight/heay-weight [5] grouparchitecturesuchthatthe costof key managemeris amortizedover mary
groups,while eachgrouphasits own uniquekey.

e Threevariantsof theintegratedarchitecturghattradeoff encryptioncostfor compleity andgroupcom-
municationmodelsupport.We discusgheir respectie performanceandsecurityguaranteeandcompare
themto thelayeredapproachdemonstratingheincreasedcalability

The restof the paperis organizedasfollows. In Section2 we suney notableprior work in designingsecure
GCSs.WethendescribeSpreacandthegroupcommunicatiorsemanticst supportsNext, in Sectiord wede ne
our securitygoalsand proposethreevariantsof anintegratedsecurityarchitecture We thenshav the improved
scalabilityof ourintegratedarchitecturen Section5 andprovide adiscussionn Section6. Finally, we summarize
this work anddiscusssomepotentialfutureresearcldirections.
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2 RelatedWork

Researchin groupcommunicatiorsystemshasbeenquite active in the last 15-20years. Initially, high avail-
ability andfault tolerancewere the main goals. This resultedin systemdike ISIS [7], Horus[8], Transis[9],
Totem[10], andRMP [11].

With theincreasediseof GCSsoverinsecureopennetworks, someresearclhinterestshiftedto securingGCSs.
Recallthatthe coreof ary GCSis its membershigrotocol. Someof thework in securinggroupcommunication
focusedon protectingthe membershigprotocolin thepresencef byzantinefaults. This includessystemsuchas
Rampar{12] andSecureRing13]. Rampartouilds its groupmulticastover a securegroupmembershigrotocol
achiered by the meansof two-partysecurechannelsThe SecureRingystemprotectsthe low-level ring protocol
by usingdigital signature¢o authenticat@achtransmissiorof thetokenandeachdatamessageeceved.

In additionto the membershipservice, GCSsprovide reliable orderedmessagelelivery within a group. To
malke this secure,group membergsendersmust be authenticateénd con dentiality (and integrity) of client
datamustbe guaranteed.One notableresultin this areais the Horus/Ensemblevork at Cornell [14, 15, 16].
In it, datacon dentiality is achieved by usinga sharedgroupkey obtainedby meansof groupkey distribution
protocolswhile authentications provided by usingthe popularPGP[17] method.In addition,the systemallows
application-depende trustmodelsin theform of accessontrollists which aretreatedasreplicateddatawithin
agroup.

Besidessimpleaccesgontrollists, a collaboratve applicationcanhave its own speci ¢ securityrequirements
andits own securitypolicy. The Antigonepolicy [18] framevork allows e xible application-lgel groupsecurity
policiesin a morerelaxed modelthanthe oneusuallyprovided by GCSs.Policy avorsaddressedy Antigone
include:re-keying, membershiawarenessprocesdailureandaccesgontrol.

Unlike theaforementionedystemspur approactfocusesontheuseof contrikutory key agreemenasa build-
ing block for othersecurityservicesn Spread3, 19, 20]. We investigatedhe inter-relationbetweerkey agree-
mentand group communicatiorsystemand designedandimplementedhe rst robust contritutory group key
agreemenprotocol. On an architecturalevel, we designedseveral scalableintegratedarchitecturegor client-
sener group communicatiorsystemsthat supportstronggroup communicationsemantics:Virtual Synchrowy
andExtendedvirtual Synchrop.

3 SpreadGCS

Thework presentedh this paperevolvedfrom integratingsecurityservicesnto the SpreadsCS.In thissection
we provide anoverviav of Spreadarchitectureandthe groupcommunicatiormodelsit supports.

3.1 SpreadArchitecture

Spread[3] is a general-purpos&CS for wide- and local-areanetworks. It provides reliable and ordered
delivery of messagef~IFO, causaltotal ordering)aswell asamembershigservice.

The Spreadsystemconsistsof a sener anda client library linked with the application. The client andsener
membershipgollow the model of light-weight and heary-weight groups[21]. This architectureamortizesthe
costof expensve distributedprotocols sincetheseprotocolsareexecutedby arelatively smallnumberof seners,
asopposedo having all clientsparticipating.A simplejoin or a leave of a client procesdranslatesnto a single
messageinsteadof a full- edged membershighange.Only network partitions® incur the heary costof a full-
edged membershighange.

1By anetwork partitionwe meanconnectiity changeslueto networking hardware,routing,or amachinecrash.Suchaneventtriggers
achangean the senersmembership.



Spreadoffers a mary-to-mary communicatiorparadigmwhereary groupmembercanbe botha senderand
arecever. Althoughdesignedo supportsmall-to medium-sizegroups,it canaccommodate large numberof
collaborationsessionseachspanningthe Internet. Spreadscaleswell with the numberof groupsusedby the
applicationwithoutimposingary overheadbn network routers.

The Spreadoolkit is publicly availableandis beingusedby several organizationsn both researcrandpro-
ductionsettings.It supportscross-platformapplicationsandhasbeenportedto several Unix platformsaswell as
to Windows andJava ernvironments.

3.2 Group Communication Services

A groupcommunicatiorsystem(GCS) providestwo fundamentakervices:groupmembershipandreliable,
orderedmulticastmessagealissemination.Following eachgroup membershipghange the membershigservice
noti es theapplicationof the currentlist of groupmembersThe outputof this noti cation is calleda view.

Severaldifferentgroupcommunicatioormodelshave beende nedin theliterature eachproviding adifferentset
of semanticgo the application(see[22] for acomprehensk suney). All of thesecanberoughlyclassi edinto
oneof thetwo semanticsVirtual Synchrowy (VS) [5, 23] andExtendedVirtual Synchroly (EVS) [6, 24]. Both
semanticguarante¢hatgroupmemberseethe samesetof messagebetweertwo sequentiagroupmembership
eventsandthatthe orderof messagesequestedy the application(suchasFIFO, Causalor Total) is presered.
The two modelsalso guaranteghat all messagesare deliveredin the sameview. However, thereis a crucial
differencein this lastaspectWhile VS guaranteethatmessagearedeliveredto all recipientsn the sameview
asthe sendingapplicationthoughtit wasa memberof at the time it sentthe messagdalsoknown as Sending
View Delivery), EVS guaranteethatmessagewill bedeliveredin the samegroupview to connectednembers
(alsoknown asthe SameView Delivery property).Notethat,in the EVS casethedelivery view canbedifferent
from the sendingview.

The VS serviceis easierto programand understandwhile the EVS serviceis more generaland hasbetter
performance.The VS serviceis slower, sinceit requiresapplication-lgel acknavledgmentsfor every group
change. Moreover, it requiresclosedgroupssemanticsallowing only currentmembersof the groupto send
message® thegroup.EVS, in contrastallows opengroupswherenon-membeclientscansendto agroup.

In VS, it is both naturalandef cient to usea sharedgroupkey (securelyrefresheduponeachmembership
change)or datacon dentiality. A messagés guaranteedo be encrypteddeliveredanddecryptedn the same
view and,hencewith the samecurrentkey. This propertydoesnot hold in EVS sincea messageanbe sentin
oneview anddeliveredin anotherandalsobecaus®f the opengroupssupport.Therefore a naturalsolutionfor
EVSis to usetwo kindsof sharedkeys: onesharedetweertheclientandthesenerit connectgo, andanother
sharecamongthe groupof seners. Theformeris usedto protectclient-serer communicationwhile the latter—
to protectsener-serner communication.

SpreadsupportsdothVS andEVS models.The VS serviceis provided by a clientlibrary implementedn top
of theEVS semantics.

4 Secure Group Communication Ar chitecture

We identify two architecturabpproacheto integratingsecurekey managemerdandclientdataprotectionwith
groupcommunicatiorsystems.The rst approach(layered architectue) placesthe securityservicesn a client
library. Thesecondapproach{integratedarchitectue) integratessecurityservicesnto thesener, thusamortizing
group-speci ccosts.Furthermorethe integratedarchitecturehasthreedifferent a vorsthattradeoff encryption
costsfor extra compleity andgroupcommunicatiormodelsupport.

Wenow de ne oursecuritygoals,provide abrief overvien of the Spreadayeredarchitecturendthendescribe,
in detail,the new integratedarchitectureandits variants.
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Figure 1. A layered architecture for Spread

4.1 Security Goals

Oneof ourmaingoalsis to protectclient datafrom beingeavesdroppedby both passie andactive adwersaries
thatare not currentmembersof the group. Note thatary former or future memberis an outsideraccordingto
this de nition. Insiderattacksare not relevant for this work sincethe con dentiality of the datarelieson the
secreyg of the groupkey, andary maliciousinsidercanalwaysreveal the groupkey or its own privatekey, thus
compromisinghe communication.

Theway thegroupkey is computeds essentiafor the securityof our system.A securegroupkey agreement
protocolshouldprovide: Key IndependencgderfectForward SececyandBadkward/Forward Sececy. Informally,
key independencmeanghata passie adwersarywhoknows ary propersubsetf groupkeys cannotdiscover ary
other(future or previous) groupkey. Forward Secreg guaranteethata passie adwersarywho knows a subset
of old group keys cannotdiscorer subsequengroup keys, while Backward Secreg guaranteeshat a passie
adwersarywho knows a subsetof groupkeys cannotdiscover precedinggroupkeys. PerfectForward Secreg
meanghata compromiseof a members long-termkey cannotleadto the compromiseof ary short-termgroup
keys. For amoreprecisede nition of theabove terminology thereadeiis referredto [25], [26].

Thekey agreemenprotocolwe usein our designis calledTGDH [27] (Tree-BasedroupDif e-Hellman). It
provideskey independencandperfectforward secrey; it wasalsoproven securewith respecto passie outside
(eavesdroppingpdwersarieg28]. In addition,actie outsiderattacks- consistingof injecting, deleting,delaying
andmodifying protocolmessages thatdo not aim to causedenialof servicearepreventedby the combineduse
of timestampsuniqueprotocolmessagédenti ers, andsequenc@umberswvhich identify the particularprotocol
execution. Impersonatiorof group memberss preventedby the useof public key signatures:every protocol
messagés signedby its senderandveri ed by all recevers. Attacksaimingto causedenial-of-servicarenot
considered.

4.2 LayeredArchitecture
In a previous paperwe proposed layeredarchitecturdor Spreadfocusingon key agreementobustnessand

correctnessTheresultis SecureSpread4, 29, a client library providing datacon dentiality andintegrity, in
additionto the usualGCS services. The library is built on top of the Virtual Synchroy Spreadclient library;
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it usesSpreadasits communicationinfrastructureand Cliquesgroup key managementibrary [30] primitives
for key managemenimplementation.To make the presenipaperself-containedandfacilitate the discussiorof
differentarchitecturan Section6, we brie y summarizeSecureSpread For furtherdetails,we referto [4, 29].

As discussedn Section3.2 the SendingView Delivery propertyof the Virtual Synchroy modelenableghe
useof asharedview-speci ¢ key to encryptclientdata,sincetherecever is guaranteedo have the sameview as
thesendeland,thereforethe samekey.

Figure 1 presentghe layeredarchitecturefor Spread. The core of SecureSpreadis the Client Agreement
Engine(seeFigurel) thatreceivesnoti cations aboutgroupmembershighange$rom thegroupcommunication
system.Wheneer the groupmembershigghangesthe Client AgreemenEngineinitiatesaninstanceof a group
key agreemenprotocol,ensuringts correctexecution.Whenthis protocolterminatesasecureggroupmembership
changds deliveredto the applicationanda new groupkey is readyfor use.Applicationsarenot allowedto send
ary messagewhile thekey agreemenprotocolis executed.

The computatiorof a groupkey is group-speci c. In particular a client canbe a memberof multiple groups,
eachgroupmanagingkeys with its own key agreemenprotocol.

A Key AgreementSelectorandan EncryptionSelectormodulesareusedto identify group-speci ckey man-
agemenprotocolandencryptionalgorithm. SecureSpreadcurrently supports ve key managemenprotocols.
Oneof themimplementscentralizedkey distribution andis referredto asthe CentralizedSroupKey Distribution
(CKD). The otherfour are key agreemenprotocols: BurmestetDesmedt(BD) [31], Steeretal. (STR)[27],
GroupDif e-Hellman (GDH) [26] and Tree-BasedsroupDif e-Hellman (TGDH) [29]. Eachof the latter four
protocolsarebasedon variousgroupextensionsof the well-known (2-party) Dif e-Hellman key exchangd32).
For encryption,only onealgorithm(Blow sh [33]) is currentlysupported.

4.3 Integrated Architecture

Early GCSswereimplementedaslibraries,which meantthatall distributedprotocolswereperformedbetween
all clients. A substantiaincreasein performanceand scalability was obtainedby applyinga client-serer ar
chitectureto this model: a smallernumberof senersrun the expensve distributed protocolsand,in turn, sene
numerouglients.

Groupkey agreemenprotocolsare, by nature,distributed andrepresenthe mostexpensve securitybuilding
block. Thereforeto improve the performancef key agreemenin settingswith multiple groups(or mary clients)
we amortizethe costof key managemenby placingthemat the seners. This follows the integratedarchitecture
modelwheresecurityservicesareimplementedatthe sener.

Sincesenersarefewer in numberandsener populationis more stablethenthat of clients,senerbasedkey
agreemenis bothfasterandlessfrequent.Speci cally, agroupof senerssharea secretkey refreshednly when
network connectiity changesandnotwhensomeclientgroupchangesSincenetwork connectiity changesre
far lessfrequentthannormalclient groupchangesthis resultsin fewer costly key refreshesn contrasto client-
basedkey agreementHowever, sincethe sharedsener key canbe vulnerableif it changes/ery infrequently a
securitypolicy shouldimposeadditionalrefreshingoperationstriggeredfor example by maximumelapsedime
betweersuccessie key changegtime-out)or maximumvolumeof dataexchangeddata-out).

Generatiorof client groupkeys is muchlesscostlyin the integratedarchitecturesince,if no changeoccurs
in the senerscon guration, the costof generatinga new key for a groupamountgo onekeyed MAC (HMAC
[1]) operation.Whennetwork connectiity doeschange(andso doesthe membershipf the sener group),the
groupkey sharedby the senersis refreshedusinga full-blown groupkey agreemenprotocol. For this, we use
the TGDH [27] protocolbecausef its superiorperformance.

The useof encryptionfor bulk datacon dentiality resultsin decreasedystemthroughputdueto the extra
consumptionof CPU resources.Regardlessof the location and particularsof the key managementhulk data
encryptioncanbe doneby eitherclientsor seners. In the following, we describethreeintegratedarchitecture
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variantsthattradeoff encryptioncostfor compleity andgroupcommunicatiormodelsupport.We discusgheir
differentperformanceindsecurityguaranteeandthencompareghemto thelayeredapproach.

4.3.1 Three-StepClient-Server

We startwith the architectureghat provides simple e xible EVS semanticsat the expenseof decreaseddueto
encryptionthroughput We referto it asThree-SteClient-Server

This architecturels basedon the client-serer model of the group communicationsystem. We distinguish
betweertwo communicatiorchannelsclient-serer andintra-serers. A remoteclient connectgo a serer using
a two-party securecommunicationprotocol, suchas SSL/TLS[34]. If a client connectsto a sener running
on the samemachine,the architectureusesIPC. In this case,no dataprotectionis neededand client-serer
communications not encrypted. The intra-serer communicationchannelis protectedby a sharedgroup key
multicastencryptionprotocolthatwe developed.

Figure 2 presentsuchan architecture.The Seners AgreementEnginedetectschangesn the sener group
connectyity. For eachconnectrity changethe engineperformsa key managemenprotocol. In addition,time-
basedor data-based#tey refreshcanbe enforced.As mentionedabove, we usethe TGDH [27] protocolfor key
management.

Oneof the dif culties with integratinga key agreemenprotocolinto a GCShasto do with the interactions
betweerthe formerandthe membershigrotocol. Until the membershigrotocolcompletesthe key agreement
protocolcannotrun, sincethereis no x edgroupof senersamongwhich to performkey agreementWhile the
membershiprotocolis running,the setof known senersmay changeagairf, andbasiccommunicatiorservices
betweerthemmaybecomeunavailable.

To copewith thisissue the groupkey andthe correspondindkey agreemenprotocolareonly providedwhen
the sener groupmemberships stableandwhile the membershigprotocolis not executing. This allows the key
agreemenprotocolto run with its normalassumption®ncethe membershigorotocol completesyet prior to
notifying the client applicationshat the membershighascompleted. Thus, applicationsdo not experienceary

’This is sometimeseferredto asa cascadednembeship event



changdn semanticor the APIs (suchasa new key messagebut do experienceanadditionaldelayduringeach
sener membershighange (Thisis in orderfor the key agreemenprotocolto executefollowing the completion
of themembershigorotocol.)

Sincethesharedkey is not availableduringits execution,to securehe membershigprotocolitself, thespeci ¢
membershipnessagesanbe encryptedandsigned(usingpublic key cryptography)with the long-termprivate
key of a sendingsener. Sinceonly a smallnumberof messageare sentduringthe membershimlgorithmand
thesemessagearefairly small,the overheadf public-privateencryptioncanbetolerated.

The Three-StepClient-Serer architectureallows separateoliciesfor rekeying the sener groupkey andthe
perclient SSLKkeys, aseachis handledseparately

Oncea sener groupkey is generatedsenerscommunicateszia multicastand communicatioris protectedoy
encryptionusinga key derived from the mastergroupkey. We useBlow sh in CBC mode(OpenSSLimple-
mentation)to encryptcommunicatiorbetweenseners. We picked Blow sh becausef its good performance;
however, the systemsupportsary encryptionalgorithmin the OpenSSL[35] library, including AES [36].

Thetotal end-to-endcostof sendinganencrypteddatamessagérom oneclientto another(bothareconnected
to the Spreadsener remotely)includessix encryption/decryjon operations:

1. Clientencryptshe messag@ndsendst over SSLto thesener

2. Senerdecryptdt andthenre-encryptsisingthe sener groupkey.

3. Senersthatreceve this messageecryptit andthenre-encrypit againusingSSLfor thereceving client.
4. Finally, eachreceving clientdecryptshe message.

Notethatthereceving senersneedo encryptthemessagseparatelyor eachremoteclientwhoneeddo receve
it. Thisis potentiallyalarge numbersinceeachsener cansupportaboutl, 000 clientconnectionsThus,if more
thanonerecever is connectedemotelyon the samesener, the load on the sener will increasdinearly with
eachremoterecever, sinceeachremoterecever recevesthe samemessagencryptedseparatelynits own SSL
connectionLocal receversdo notrequireclient-serer encryption.

If two clients(sendemndrecever) areexecutingon the samemachineasthe sener thatthey connectto, then
the costof encryptionunderthe Three-SteClient Sener modelreducego oneencryptionby the sendingsener
andonedecryptionby thereceving sener.

4.3.2 Integrated VS

Thesecondvariantis very similar to thelayeredarchitecturan thatencryptionanddecryptionareperformedby
clientsonly. The supportedgroupcommunicatiormodelis VS andthis architecturds referredto asIntegrated
VS Theclientgroupsareclosed,.e., a clientneedg¢o bea memberof a groupin orderto sendmessageto that
group.Thisdesignrequiresclientgroupskeys. However, unlike thelayeredarchitecturevherethekey agreement
was performedindividually by eachgroup,in this case,groupkeys are generatedy senerswithout involving
costlykey agreemenprotocols.

Figure3 depictghelntegratedvS architectureTheSenersAgreemenEngine(SAE)initiatesakey agreement
protocolbetweerthe senerswheneer it detectsa changan sener groupconnectiity. The GroupKeys Engine
(GKE) generatesfor eachgroup, a sharedkey wheneer group membershipchanges. In caseof a network
connectrity changethe SAE is invoked rst, followedby the GKE. (Thelatterrefresheshekey for eachgroup
that sufferedchangesn membershiglueto a changein sener connectiity.) The newv groupkey is attachedo
themembershimoti cation anddeliveredto thegroup. Client groupkeys aregeneratedby the senersbasedon
threevalues:

1. senergroupsharedkey K,
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2. groupnameand
3. uniquenumberthatidenti es thegroupview (membersata certaintime) 3.

Thegroupkey for groupg in view i uniquelyidenti ed by view;q(g,%) is Ky ; = HMAC(K,, g||view;q(g, 1))

Thesharedsener groupkey is identicalto the sener key in the Three-SteClient-Serer architectureandcan
berefreshecasneeded.The client groupkey is changedvhen&er a groupevent (join, leave, etc.) occurs.The
new key is deliveredwithin the membershipnessagenforming the clientsaboutthe membershigchange. All
client groupmembergeceve the samekey for the samemembershigasa resultof the VS semantics.If a key
changeis requiredbecausef the securitypolicy (not causedoy anunderlyinggroupmembershighange)the
key refreshnoti cation is deliveredasan “arti cial” groupmembershigchange.This is neededo presere the
semantiguaranteesf VS thatmessageencryptedby a clientwith onekey will bereceved by everyonewhile
they alsohave thatsamekey.

The encryption/decrypbin costsfor IntegratedVS consistof one encryptionby the senderand multiple de-
cryptionoperationspnefor eachrecever. Theworsecases whenall receversaresituatedonthesamemachine,
whereasthe bestcases whenall receversarerunningon distinctmachines(In thelattercasedecryptiontakes
placein parallel.)Onceagain,Blow sh is the preferredencryptionalgorithm.

4.3.3 Optimized EVS

Out of the architecturevariantspresentedhusfar, only Three-StepClient-Serer supportsthe EVS modeland
opengroups. Recallthat, asdiscussedn Section3.2, EVS is fastey thus, it is desirableto have a secureGCS
supportinghis model. The Three-StefClient-Serer senesthis purposeput incursa heary encryptionoverhead
whenclientsconnectremotely

3As anexample,supposéhat,attime t;, currentgroupmembersare: Alice, BobandDan. Then,thegroupgoesthroughasequencef
membershigghangesvith somenev membergoining andthenleaving the group,suchthatattime ¢» the grouphasthe samemembers:
Alice, BobandDan. Thegroupviews attimest, andt, aredifferentandeachof themhasits own uniqueidenti er.
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Onemethodto alleviate thelarge numberof encryptionoperationsn the Three-Stepis to have clientsencrypt
with a sharedperview groupkey. However, EVS doesnot guarante¢hatall messagearedeliveredto recevers
in the sameview in which they weresent. Therefore theremight be messagethat groupmemberswill not be
ableto decryptsincethey donot have thekey usedto encryptthatmessag@n the rst place.Our next architecture
variantaddressethisissue.

In orderto supportEVS semanticsand client messagencryption,we developedan architecturethat relies
on the senersnot only to generateclient groupkeys, but alsoto “adjust” messagethat are not encryptedwith
the currentgroupkey. Figure4 presentghis architecturereferredto asOptimizedEVS The SenersAgreement
Engineand Group Keys Engineperformkey managemenof the seners' sharedsecretand client group keys,
respectiely. The methodof generatingclient groupkeys is the sameasthe IntegratedVS variant. The main
changas thatwe adda nev EVS-Fix-Messagesodule.This moduledetectsvhenamessagéor acertaingroup
is encryptedwvith akey whichis nolongervalid. Eachsuchmessagés decryptedandthenre-encryptedvith the
currentgroupkey beforedelivery to the clients. The clients, in turn, decryptall groupmessagegsormally As
before,the TGDH is usedasthe sener groupkey agreemenprotocolandBlow sh is usedfor dataencryption.

The EVS-Fix-Messagemodulesolvestwo problems:

1. Detectwhene&er amessagés encryptedwith thewrongkey.
2. Determinethe correctkey to usefor encryptingthe message.

The rst problemis addressedby having the senderincludein eachmessagea unique K ey id of the group
key thatwasusedto encryptit. This Key id is independenthandrandomlycomputedeachtime a new key is
generatedit is alsodistributedalongwith eachnew clientgroupkey). However, sinceit doesnot provide integrity,
but merelyidenti es theclientgroupkey, the Key id canberelatvely short,e. g., 32 bits. It is transportedn the
un-encryptegortionof themessagéeader

To detectmessagesncryptedvith an“old” key, thesener storeseachclientgroupalongwith its Key id. The
sener alsotagsonekey asthe “current” key for eachclient group. The currentkey is the key that matcheghe
lastmembershigor key refresh)deliveredto thegroupmembersThen,beforedeliveringamessagéo aclient, it
checkdf the Key_id onthemessagenatcheghatof thecurrentkey. If so,themessagé immediatelydelivered.
Otherwisethemessagés decryptedvith theappropriatestored‘old” key andre-encryptedinderthecurrentkey.
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Sincethe messagetreamdeliveredto eachclient is a reliable FIFO channelthe client eventuallyrecevesthe
messagén thesameview thatthe sener expectsit to.

Of courseaccumulatingld keys and Key ids ad in nitum is not aviable solution. Therefore pld keys have
to be periodically ushed from by eachsener. Two differentexpiration metricscanbe usedeitheraloneor in
concert: time-outsand key-outs. A time-outoccurswhenno messagencryptedundera given key hasbeen
receved for a certainlengthof time. A key-out takes placewhensomepre-setmaximumnumberof keys-per
groupis exceeded.Many combinationsandvariationson the themeare clearly possible. The choiceof a key
expirationmethodologycanaffect therisk of amessagéeing“undecipherable&venwhenthe sener, in theory
couldhave kepttherequiredkey.

5 Experimental Results

In this sectionwe demonstratsomeexperimentalresultsfor the groupkey managemeranddataencryption
building blocks. The experimentscover all architecturevariantsdescribedn Section4d measuredn alocal-area
network ervironment. As will be seentheresultsshav the superiorscalabilityof anintegrated,over thatof a
layeredarchitecture.

5.1 Group KeyManagement

In this sectionwe comparethe cost of establishinga sharedgroup key in a layeredarchitectureandin an
integratedarchitecture.For the layeredarchitecturave chosethe mostef cient key agreemenprotocolthatwe
have experiencewith, TGDH [37]. For the integratedarchitecturewe alsochoseTGDH as a key agreement
protocolbetweertheseners.

We usedan experimentalestbedconsistingof a clusterof thirteen667 MHz Pentiumlll dual-processoPCs
runningLinux. Eachmachinerunsa Spreadsener. Clientsareuniformly distributed on the thirteenmachines.
Therefore morethanone processcanbe runningon a singlemachine(which is frequentin mary collaboratve
applications).

For the mostcommongroup changesjoin andleave, the costof establishinga newv groupkey is reducedo
almostthe costof the groupcommunicatiormembershigrotocol, sincethe seners cancomputea newv group
key without performingary otherkey agreemenprotocol,justoneHMAC operationis needegergroupchange.
Theresultspresentedh Figure5(a)andFigure5(b) for theintegratedarchitecturearefor aVS groupmembership
protocol. Thisis becausehe costof theVS groupmembershigprotocolis in somesensaheworstcase:VS uses
closedgroupsandit requiresacknavledgmentsrom eachgroupmemberbeforechanginghegroupmembership.
In the EVS casethenumberdor theintegratedarchitecturewill be muchsmaller

In Figure5(c) andFigure5(d) we presenthe costof establishinga securemembershigor meigeandpartition.
Remembethatsuchagroupeventis triggeredoy a network connectiity changevhichdeterminesmaodi cation
in the senerscon guration change or by a sener crash. In this case,a newv key needsto be computedby the
seners, and only then the group keys are computed. In Figure 5(c) and Figure 5(d) we presentthe cost of
establishinga securegroup membershidfor a testscenariowherethe seners are partitionedin half and then
broughtbacktogether

As it canbeseenin Figure5(c) andFigure5(d) the costof thekey managemerifor theintegratedarchitecture
is slightly higherthanin the caseof join andleave becaus®f the costof the key agreemenprotocolperformed
betweenseners. However sincethe numberof senersis muchsmallerthanthe numberof clients,theimpact
of the key agreemenprotocolis lesssigni cant. The costof the securemembershiglecreasefrom about220
millisecondsto about90 millisecondswherethe sizeof the groupafterpartitionis 100usersjn caseof ameige
and from about680 millisecondsto about60 millisecondsfor a partition, wherethe size of the group before
partitionis aboutl00 members.
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Figure 5. The cost of key agreement - layered architecture vs. integrated architecture

Notethattheabove resultsarefor a scenariovhenonly onegroupexistsin the systemsin practice thisis not
the case.Whenmorethanonegroupexistsin the systemanda changen the seners' con guration thataffects
morethanonegroupoccurs,the layeredarchitecturgerformsa key agreemenprotocolbetweenthe members
of agroup,for eachof the existing groupsaffectedby the change.For the integratedarchitecturethereis only
onesmallscalekey agreemenperformedbetweenseners,andthena numberof HMAC operationsequalwith
thenumberof groupsaffectedby the change Figure6 shawvs the averagecostof recomputinga sharedkey for all
groups,whenmorethanonegroupexistsin the system.All the groupshave the samenumberof clients13. We
chosethisnumberbecausghisis alsothenumberof thesenersin ourcon guration. Evenin thisfavorablesetup
for the layeredarchitecturggroupsof smallsize),theintegratedarchitecturescalesmuchbetterthanthe layered
architecturevhenthe numberof groupsin the systemincreasesBasedon the resultswe presenin Figure6 we
estimatethat even with a very smallgroupsize (13 in our case),it will take morethan4 secondgo refreshthe
key for 200groupsin alayeredarchitecturewhile it will take about50 timeslessto performthe sameoperation
for anintegratedarchitecture.
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5.2 Data Encryption

Anotherimportantbuilding blockin thearchitecturef securegroupcommunications theencryptionmodule.
In Figure7 we presenthe datathroughputfor threedifferentsetups:the LayeredArchitecture,the Integrated
VS andthe Three-StepClient-Serer, in alocal areanetwork. We considera scenariowhereclientsconnectto
senersrunninglocally, soin the Three-StepClient-Serer setup,encryptionis performedonly betweerseners.
As expectedtheresultsfor thelntegratedVS aresimilar with theresultsfor the LayeredArchitecture becausén
bothmodelsencryptionanddecryptionis performedby theclients.

Theresultsfor the Three-StefClient-Serer areabout0.330f thethroughputchieredin theothertwo models.
Thereare a coupleof reasondor this decrease.First, the encryptionoperationtakes placeexactly beforethe
pacletis senton the network andboth headersaanddataare encrypted.The maximummessageize exchanged
by the senersis aboutthe sizeof an Ethernetframe(minusthe UDP protocolheader).Therefore a messagéof
large size)thatgetsencryptedn aclientin only oneencryptionoperationtranslatesnto a numberof encryption
operationsn thesener. A noticeabldifferencein throughputstill existsbecaus@f othercausesSecondsince
theencryptionoperatiorntakesplaceatthedatalink layer, the senersencryptnotonly clientdata,but alsocontrol
information,sothis modelprovidesa strongerservicethanthe othertwo models.Third, becaus®f the message
delivery protocolemplo/ed by our systemand the fact that the messagéneadersare also encrypted,a sener
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sendingmessagesecevesits own messageoo andit needsto decryptthem beforeexaminingthe headerso
decideif it needgo processhe messagéurther or not, while in the unencryptectasethe sener canignoreit's
own messagewithout furtherwork.

This experimentonly had one senderandthat sener wasthe bottleneck. In casesvhereseveral senersare
sendingnessageshis costwill beamortizedandthe throughputwill considerablyncreasdgby a bit lessthana
factorof 2). A methodwhereonly integrity of controlmessagdeaderss provided,increaseshe throughputo
about30 Mbits persecondn the Three-StefClient Sener architecture.

We did not includeresultsfor the Three-StepClient Sener architecturevhen clients connectremotelyand
2 additionaloperationmeedto be performedby the seners, but from the resultspresentedn Figure 7 we can
extrapolatethatthe achiered throughpuin this casewill be muchsmaller andthereforeunacceptablen caseof
the OptimizedEVS architecturethe throughputwill be similar with the onefor the IntegratedVsS if no seners
membershigloesnot change andsmaller but still betterthanthe Three-StepClient-Serer performancewhen
change®ccurs sosomemessagewill needto be decryptedandre-encryptedindernew keys.

Note thatthe dropin throughputfor all of the methodgasseenin Figure7) ata messagaize of around700
bytesis actuallya positive thing. Up to 700 bytesSpreadis ableto pack multiple messagefto one network
paclet, thuspayinglessper paclet andincreasinghroughputconsiderably Above 700 bytes,that optimization
cannotbeemplg/edbecaus®f the Ethernetmaximumpaclet size.

6 Discussion

In this sectionwe discusghe layeredandthe new proposedntegratedarchitecturesEachof the themhasits
bene tsandits limitations. We comparethesesolutionsby investigatingthe following aspectstrust, encryption
overheadkey managementverheadtheimpactof the compromiseof the sharedsecretcomplity andgroup
communicatiormodelsupported.

Group Keys | SewersKey Encryption Group Comm. Model
Secure SpreadLibrary Client None Client-Clients VS
VS Integrated Ar chitecture Sener Yes Client-Clients VS
Thr ee-StepClient-Server None Yes Client-Senrer, Sener-Sener VS andEVS
Optimized EVS Sener Yes Client-Clientsmostly EVS

Table 1. Secure group comm unication architectures

Tablel summarizeshe layeredandintegratedarchitecturesve proposed.ThelayeredarchitecturgseeSec-
tion 4.2) hasthe adwantagethat no trustis put into anything outsideof the end users control with respectto
protectingthe client's data. The client needso trustthe senerswith respecto the membershigerviceandor-
deredandreliabledelivery, but theseare outsidethe scopeof our securitygoalsfor this work. The compromise
of agroupkey, doesnot affect the securityof therestof the groupsin the system sinceeachgroupis runningits
own protocolandcomputests sharedkey independentlyf the othergroups.In addition,this architecturas less
comple andeasierto develop, allowing us to explore the interrelationshipbetweenkey agreemenandgroup
communication.For example,we usedthis architectureo designrobust contritutory protocols,resilientto ary
sequencef groupchangespossiblycascadingHowever, this model,dueto the securitystrong,but expensve
key agreemenprotocolswe used haslimited scalability to no morethan100memberdor the bestprotocol.

Theintegratedarchitecturesve proposedall have in commonthefactthatthey overcomethekey management
scalabilityproblemby usinga secretkey sharedby the seners. Therefore moretrustis putin the seners. This
architecturas alsoappropriatdor providing othersecurityservicesuchasclientauthenticatioruponconnection
andaccesgontrolto performgroupspeci ¢ operationsA securitypolicy canbeeasilycon gured andenforced
by anadministratorcontrollinga serer con guration le.
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TheThree-StefClient-Serer approach{seeSectiord.3.1)doesnot useclientgroupkeys, but requiresaclient
to sharea key with the sener it connectgo. Althoughit usesalesscomple key managementnechanismthis
approachs expensve in encryption/decrypbin operationsvhenclientsconnectto senersremotely However,
if clientsconnectto senerslocally this is the bestarchitecturesincetheoreticallyit only requiresone encryp-
tion/decryptionof eachmessagandit caneasily protectnot only client data,but alsothe controlinformation
exchangedy the seners,somethinghelayeredarchitecturecannot provide. Note,thatdependingntheimple-
mentationgvenwhenclientsconnectiocally, morethanoneoneencryption/decryjmn of eachmessageantake
placeasdiscussedh Section5.2.

Both the VS Integratedsolution (seeSection4.3.2) andthe OptimizedEVS solution (seeSection4.3.3)use
clientgroupkeys generatedy seners. Our experimentalresultsin Section5 shav thatthe scalabilityis group
sizeis improved substantiallywith respecto the layeredarchitecture However, the securityof the groupsrelies
on the security of the seners sharedkey which is usedin generatingthe group keys. If the seners' key is
compromisedthe securityof all the groupsin the systemis compromisedas opposedto the layeredmodel
wherethe compromiseof a groupkey, doesnot affect the securityof the restof the groupsin the system.The
encryptionoverheads smallerthat of the Three-SteClient-Serer approach.The VS Integratedapproachhas
the sameencryptionoverheadas the layeredarchitecture. The Optimized EVS solution hasalmostthe same
encryptioncostasthe layeredarchitecturefor the messagesot deliveredin the membershighey weresentin,
four additionalencryption/decryjon operationgpermessagareperformed.

Althoughprotectingthecontrolmessagesxchangedy thesenersis outof thescopeof thispaperwe notethat
theThree-SteClient-Serer solutionprovidesalsocon dentiality andintegrity for theseners' controlmessages.
Therestof the approachearecon dentiality client-driven sothey do not. This canbe correctedby addressing
thecontroldata o w attheseners' level: integrity, con dentiality and,if needednon-repudiatiorby signingthe
messages.

Choosingthe mostappropriatearchitecturedependson the desiredscalability and securityguarantees. An
integratedapproactwill scalebetter but thesecurityof all groupsrelieson onekey. A layeredarchitecturescales
worse,but the securityof a groupis independentf the securityof therestof the groupsin the systemandgives
morecontrolto theclient.

7 Conclusionsand Future Work

This paperpresentedseveral secureintegratedarchitecturegor client-serer groupcommunicatiorsystems.
We discusgheir differentperformancendsecurityguaranteesl he experimentakesultswe presendemonstrate
theincreasedcalabilityof integratedapproachesver layeredapproaches.

Therearesereralinterestingproblemsthatarisefrom this work. An immediateobserationis thatkey agree-
mentcanbecomeexpensive on wide areanetworks. A hierarchicalkey agreemenapproactcanbe useful: ex-
pensve updategake placeonly locally (insidea site) andthenare propagatedemotelybetweensites,suchthat
we decreas¢he costof thekey agreemenbetweerseners,over wide areanetworks.

The work we presentedn this paperfocuseson strongsemanticsservices(e.g. membership}that have a
signi cant impacton computationabverheadand scalability Someapplicationsmight needin factwealer se-
mantics.We intendto explorethesecurityaspect®f systemgproviding communicatiorio groups but with looser
semantics.
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