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Abstract

A fundamental challenge in database replication is to maintain a low cost of updates while as-
suring global system consistency. The difficulty of the problem is magnified for wide-area network
settings due to the high latency and the increased likelihood of network partitions. As a conse-
quence, most of the research in the area has focused either on improving the performance of local
transaction execution or on replication models with weaker semantics, which rely on application
knowledge to resolve potential conflicts.

In this work we identify the performance bottleneck of the existing synchronous replication
schemes as residing in the update synchronization algorithm. We compare the performance of
several such synchronization algorithms and highlight the large performance gap between various
methods. We design a generic, synchronous replication scheme that uses an enhanced synchro-
nization algorithm and demonstrate its practicality by building a prototype that replicates a
PostgreSQL database system. We claim that the use of an optimized synchronization engine is
the key to building a practical synhronous replication system for wide-area network settings.

1 Intro duction

Database managemenm systemsare among the most important software systemsdriving the informa-
tion age. In many Internet applications, a large number of usersthat are geographically dispersed
may routinely query and update the samedatabase. In this environment, a certralized databaseis
exposedto seeral signi cant risks:

performancedegradation due to high sener load.
data-lossrisk due to serwer crashes.
high latency for queriesissuedby remote clients

availabilit y issuesdue to lack of network connectivity or server downtime.
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The apparent solution to these problemswould be to syndironously replicate the databasesener
on a set of peerseners. In suct a systemqueriescan be answered by any of the seners, without any
additional communication; howewer, in order for the systemto remain consister, all the transactions
that update the databaseneedto be disseminatedand syndironized at all the replicas. Obviously,
if most of the transactions in the system are updates, a replicated systemtrades o performancefor
availabilit y and fault tolerance. By replicating the databaseon alocal cluster, this costis relatively low
and the solution successfullyaddresseshe rst two problems. Howeer, responsetime and availabilit y
due to network connectivity remain valid concernswhen clients are scattered on a wide-areanetwork
and the cluster is limited to a single location.

In wide-areanetwork settings, the cost of syndironizing updatesamong peerreplicas, while main-
taining global system consistencyis magni ed by the high network latency and the increasedlike-
lihood of network partitions. As a consequencesyndironous databasereplication has beendeemed
impractical and the researd in the area has focusedon improving the performance of transaction
execution on a single serner (maximizing the concurrency degree,etc.) and on the design of alter-
native, asyndironousreplication schemes,that ultimately rely on the application to resole potential
conicts 1.

In this paper we de ne the building blocks of a generic, peer, syndironous replication systemand
identify the performancebottleneck of such systems. We examine classical synchronous replication
methods [12], more enhancedreplication systems[17], aswell assomeof the more recert, non-generic
approades that exploit application semariics or tightly-coupled integration with the databasein
order to gain in performance[21, 16]. We notice that the critical componert in the performance of
the systemis the method employed to syndronize the update transactions among the participating
replicas.

We present a generic symmetric syndironous replication system that usesan enhancedupdate
syndironization method. We comparethe performanceof seweral syndironization methods and shov
the increasedperformance and scalability that an enhancedsyndronization method can bring in
both local and wide-areanetwork settings. We build our solution as a generic system (a black box)
that can be employed to replicate a database system without modifying the databaseand that can
be used transparertly by a large number of applications. We investigate the limitations imposed
by this designand we shov how the design can be adapted to alleviate them and provide e cien t
syndchronous replication when tightly integrated with a speci ¢ databasesystem or when adapted to
the needsof speci ¢ applications. Furthermore, we argue that a transparent replication architecture
not only avoids complex tailoring to a speci ¢ application or databasesystems,but can alsofacilitate
interoperability between di erent database systems. We presen the performance of a prototype
systemusing the PostgreSQL databasesystem.

The remainder of the paper is organized as follows: Section 2 surveys the related work in the
generalarea. In section 3 we inspect the characteristics of existing replication systemswith special
emphasison syndronous replication systems. In section 3.3 we comparethe performanceof se\eral
syndironization algorithms. Section 4 describes our proposedtransparent syncironous replication
architecture. In section 4.4 we evaluate the performance of our PostgreSQL prototype. Section 5
concludesthe paper.

INote that some applications critically require continuous data consistency and therefore would not work with
asyndhronous replication schemes.



2 Related Work

We presert a solution for peer syndironous replication maintaining strict consistency semarics.
Throughout the rest of the paper, and in particular in Section 3.2, we provide detailed comparison
of existing synchronous replication methods. In this section we give an overview of the state of the
art over the entire spectrum of databasereplication methods.

Despite their ine ciency and lack of scalability, two-phasecommit protocols [12] remain the
principal technique usedby most commercial databasesystemsthat try to provide syndronous peer
replication.

The AccessibleCopiesalgorithms [1, 2] maintain an approximate view of the connectedseners,
called a virtual partition. A data item can be read/written within a virtual partition only if this
virtual partition (which is an approximation of the current connectedcomponert) contains a majority
of its read/write votes. If this is the case,the data item is consideredaccessibleand read/write
operations can be done by collecting sub-quorumsin the current componert. The maintenance
of virtual partitions greatly complicates the algorithm. When the view changesthe serers need
to execute a protocol to agree on the new view, as well as to recover the most up-to-date item
state. Moreover, although view decisionsare made only when the \membership" of connectedserers
changesead update requires end-to-end acknowledgmens from the quorum.

Most of the state-of-the-art commercial database systemsprovide somelevel of database repli-
cation. Howevwer, in all cases,their solutions are highly tuned to speci c ervironment settings and
require a lot of e ort in their setup and maintenance. Oracle [27], supports both asyndironous and
syndhronous replication. Howewer, the former requires somelevel of application decisionin conict
resolution, while the latter requiresthat all the replicas in the system are available to be able to
function, making it impractical. Informix [14], Sybase[33] and DB2 [9] support only asyndironous
replication which again ultimately relies on the application for conict resolution.

In the open-sourcedatabasecommunity, two database systemsemergeas clear leaders: MySQL
[26] and PostgreSQL [31]. By default both systemsonly provide limited master-slave replication
capabilities. Other projects exist that provide more advancedreplication methods for Postgressucd
asPostgresReplicator, which usesa trigger-basedstore and forward asyndironousreplication method
[29].

The most ewlved of these approades is Postgres-R [30], a project that combines open-source
expertise with academicreseart. Postgres-Rimplemernts algorithms designedby Kemme and Alonso
[21] into the PostgreSQL databasemanagerin order to provide synchronousreplication. The current
version usesSpread [32] as the underlying group communication system and focuseson integrating
the method with version 7.2 of the PostgreSQL system.

Researth on protocols to support group communication acrosswide area networks sud as the
Internet has begunto expand. Recerly, new group communication protocols designedfor suc wide
area networks have been proposed[20, 19, 3, 5] which continue to provide the traditional strong
semartic properties sud as reliability, ordering, and membership. The only group communication
systemswe are aware of that currently exist, are available for use, and can provide the Extended
Virtual Synchrony semartics are Horus [34], Ensenble [13], and Spread[6].

3 Synchronous Database Replication

3.1 Replication Metho ds

Any replicated database system needsto perform two main functions: execute transactions locally
and make sure that the outcome of eadt transaction is re ected at all replicas. The later task can



be achieved in seweral ways. In the master-slave approad, one master replica is in charge of execut-
ing/committing transactions locally beforeit disseminatesthe transactions (or just their outcome)
to slave replicas. This method is the closestto the single-serer solution both in its performance (all
concurrert transaction execution optimizations can be applied) aswell asin limitations (high latency
for remote clients, reduced availability in face of network problems). In this model the consistency
of the replicasis guaranteed by the consistencyof execution on one replica, but the slave replicas are
only lazily updated and cannot provide accurate responsesto queries.

The asyndironous replication approad disseminatesthe transactions for parallel execution on
all replicas. Each replica can answer queries and can initiate the execution of a transaction, but
consistencyis not always guararnteed, sincecon icting transactions may be executedin di erent order
at dierent replicas. Thesesituations are detected and con ict resolution proceduresare applied in
order to restore consistency If no con icts arise, the transaction executionin the systemcan proceed
very fast as ead replica can locally executethe transactions as scon asthey are received.

Syndironousreplication methods guaranee that all replicasare maintained consistent at all times
by executing ead transaction locally only after all replicas have agreedon the execution order. This
way a very strict level of consistencyis maintained while providing high availabilit y and good latency
responseto clients. Howewer, becauseof the strict syndironization betweenreplicas that is required
for ead transaction, syndironous replication methods have beendeemedinpractical [11] and often
times a certralized or master-slave approad is preferred for systemsthat critically require strict
consistency It is believed that the trade-o between performance (throughput) and client response
time is too unbalancedfor practical needs.In the following sectionswe arguethat there exist e cien t
syndironization algorithms that canbeintegrated in a completearchitecture for synchronousdatabase
replication with good performanceon both local and wide-areanetworks.

3.2 Synchronous Replication Metho ds

Two-PhaseCommit (2PC) is the most widely usedsyndironous replication method. Analyzing 2PC,
it becomesohvious why the performancetradeo was deemedtoo high for this kind of replication:
2PC requires 3n unicast messageser transaction and one forced disk write per transaction per
replica. Under local area network settings, the number of forced disk writes required in order to
guarantee consistencywill impact the performance,while on wide-area settings, the communication
price is too high. Furthermore, 2PC is also vulnerable to faults at critical points (the crash of a
transaction coordinator blocks the systemuntil the crashedsenrer recovers). In order to enhancethe
fault-tolerance of 2PC, three-phasecommit (3PC) algorithms [18] were intro duced, but they pay an
even higher communication cost and therefore are rarely usedin practice.

Keidar [17] intro ducesCOReL, a replication algorithm that exploits group communication prop-
erties in order to reducethe communication costs of the syncironization procedure. The algorithm
establishesa global consistert persistert order of the transactions and commits them on all replicas
accordingto this order. The algorithm requiresn multicast messageger transaction, plus oneforced
disk write per action per replica. The use of multicast instead of unicast (as in 2PC) is a clear
improvemert, but the COReL algorithm still performs per-transaction end-to-end syndronizations
in order to guarantee correctness. Lamport introduces Paxos [23, 24] a highly robust replication
algorithm that pays a similar price to the COReL algorithm (n unicast messageper transaction plus
one forced disk write per transaction per replica).

In [7, 4] Amir and Tutu introduce and prove the correctnessof a syndronization algorithm,
basedon an enhancedgroup communication paradigm (Extended Virtual Syncirony - EVS [25]).
The algorithm only requiresone "safe" multicast messageper transaction and 1/n forced disk writes
per transaction per replica. Similar to COReL ead replica commits transactions according to the



global consistern persistert order established,but avoids the use of end-to-end adknowledgemeiis by
bene ting from the lower level guaranteesthat the group communication provides. In particular, the
EVS-basedgroup communication system provides complete and accurate memnbership information
informing the syndronization algorithm of the currently connectedmenbers and a special type of
total order delivery called safe delivery?. A messageis safely delivered to a serer only when the
total order of the messagehas been establishedand the group communication guaranteesthat all
the currently connected members have received the message. The EVS system provides a special
delivery in the casewhere a messagads received, but a network event (partition/crash) occurs before
the stability of the messagecan be determined. Using this knowledge, the algorithm can guaranee
consistencywhen no faults occur, without resorting to the use of end-to-end adknowledgemerts per
transaction, but using the implicit network-level acknowledgemerts that the group communication
primitiv es provide®. Expensive end-to-end syndironization is required only when faults occur and
the set of currently connectedsenrers changes.

In [21] Kemme and Alonso demonstrate the practicality of syndironous database replication in
a local area network environment, where network partitions cannot occur. Their approad is tightly
integrated with the database system and usesgroup comnmunication in order to totally order the
write-sets of ead transaction and establish the order in which locks are acquired to avoid deadlocks.
In cortrast to the method above, this algorithm requires two multicast messageqone total order
multicast and one generic multicast) for ead transaction. Howewer, this method allows concurrent
execution of transactions at ead site, if allowed by the local concurrency manager, although trans-
actions may be aborted due to conicts. The [21] also preserts performanceresults of a PostgreSQL
replicated database prototype (Postgres-R). In [22], the authors examine seweral methods to pro-
vide online recon guration for a replicated databasesystem, in order to make it cope with network
partitions and serer crashesand recoveries.

In [28, 16] the authors presert yet another approad to the replication problem, also targeted
at local area clusters, without supporting network partitions and mergesor sener recoveries. This
solution is not tightly integrated with the databasenor is it completely transparert, but it requires
the application to provide conict classinformation in order to allow concurrert processingof non-
conicting transactions. Similar to [7], ead transaction is encapsulatedin a messagehat is multicast
to all sites. The transaction will be executedonly at the "master” site for its conict classbasedon
the optimistic delivery order. A commit messagecorntaining the write-set of the transaction is issued
if the optimistic order doesnot con ict with the nal total order. The write-set is then applied to all
replicas accordingto the total order. All of the more recert methods take advantage of the primitiv es
o ered by the modern group communication systems. Howewer, the various solutions are di erent
in the degreein which they exploit the group communication properties. We argue that an optimal
usageof the group communication primitiv es can lead to signi cant performanceimprovemerts for
the syndironization algorithm and that theseimprovemerts, in turn, canbe usedto build a practical
syndchronous databasereplication solution for both local and wide-areanetworks.

3.3 Synchronization Metho ds Evaluation

In this sectionwe comparethe performanceof three of the syndronization methods described above.
We compare the EVS-basedreplication engine described in [7, 4], a COReL [17] implementation
and an upper-bound 2PC implementation. We choseto use these three algorithms in our compari-
son for seweral reasons: they can all cope with wide-area network settings, the complete algorithm

2|n the group communication literature this type of delivery is sometimesrefered to as stable delivery
3The vast amount of researd in the group communication area has lead to the designand implementation of seweral
group communication systemswith highly-e cien t ordered communication primitiv es: spread, ensenble, etc.
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pseudaodeswere available together with correctnessproofs and they can be naturally implemented
independenly of the database system. Our 2PC implementation will assumethat all the locks are
granted instantly, thus ensuring the maximum level of concurrencythe 2PC method can support. In
essencewe just sendthe necessarymessagesand perform the necessaryforced writes to disk. For
this reason, we call this implementation upper-bound 2PC. The COReL and the EVS enginesare
implemented using Spread[32] asthe underlying group communication.

We explore the performance of the syndironization methods in two setups. A local area cluster
and the Emulab wide-area testbed [10]. The cluster contains 14 Linux Dual PIIl 667 computers
with 256Mbytes and 9G SCSI disk. Emulab* (the Utah Network Test-bed) provides a con gurable
test-bed where the network setup setsthe latency, throughput and link-loss characteristics of ead of
the links. The con gured network is then emulated in the Emulab local area network, using actual
routers and in-between computers that emulate the required latency, loss and capacity constraints.
We use7 Emulab Linux computersto emulate the CAIRN [8] network depicted in Figure 2. Each of
the Emulab madiinesis a PI11 850 with 512Mbytes and 40G IDE disk.

Our tests assumethat all the actions represen update transactions and are therefore replicated
and committed on all replicas. Each client submits one action at a time. Once that action is
committed, the client receives an acknowledgemen from its peer server and can generate a new
action.

In Figure 1 we presern the throughput comparisonbetweenthe three algorithms on our local area
network testbed. The 2PC algorithm reachesa maximum throughput of approximately 60 actions per
secondwhile COReL readesapproximately 100 actions per second. The EVS-basedsyndironization
enginereadesits peak at over 1000 actions per second.

We next evaluated the algorithms on Emulab, emulating the CAIRN wide-areanetwork depictedin
Figure 2 asaccurately aspossible. The diameter of the network as measuredby ping is approximately
45msinvolving sewen sites. We validated Emulab against CAIRN by measuring the Safe Delivery
latency under di erent messagdoads. Under all loads both networks provided very similar message
latency (details are available in a Tednical Report).

In Figure 3 we comparethe EVS syndironization engine with the upper-bound 2PC implemen-
tation on the wide area network depicted in Figure 2. The upper-bound 2PC engine reades its

“Emulab is available at www.emulab.net and is primarily supported by NSF grant ANI-00-82493 and Cisco Systems.
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maximum capacity at approximately 80 actions per second, while the engine is saturated at 350
actions per second.

The results obtained in theseexperiments show that there canbe signi cant performancedi erence
between various syndironization techniques. The more important aspect is the fact that there also
exist very e cien t syndironization methods (such asthe EVS-basedengine)which can sustain a high
amount of throughput in both local and wide-areanetwork conditions. While it is di cult to compare
in isolation the EVS syndhronization engine with the core enginesemployed in [21, 16] becauseof
their tight integration with the databaseor dependenceon additional application semartics, we argue
that the gain in performancedue to optimizing the network syndronization can outweigh the gains
obtained through parallelization in transaction processing.

4 A Transparent Synchronous Replication Scheme

To further validate our hypothesis which identi es the syndironization module as the main perfor-
mance bottleneck in a synchronousreplication scheme, we develop and evaluate a complete architec-
ture that replicates a Postgresdatabasesystem.

4.1 Arc hitecture Overview

We presert an architecture that providestransparent peerreplication, supporting diverseapplication
semartics. At the core of the system we use the syndironization algorithm bendimarked in the
previous section. Peer replication is a symmetric approac where ead of the replicas is guaranteed
to invoke the same set of actions in the sameorder. This approad requires the next state of the
databaseto be determined by the current state and the next action, and it guaranteesthat all of the
replicas reach the samedatabasestate.

Throughout this sectionwe usethe genericterm action to refer to any non-interactive determinis-
tic, multi-op eration databasetransaction, suc that the state of the databaseafter the execution of a
new action is de ned exclusively by the state of the databasebeforethe execution of that action and
the action itself. Each databasetransaction (e.g. a multi-op eration SQL transaction) will be padked
into one action by our replication engine. In this model, a user cannot abort transactions submitted
into the system after their initiation. Sincethe transactions are assumeddeterministic, if an abort
operation is presen within the transaction boundaries,it will be executedon all replicas or on none
of them, as dictated by the database state and the transaction itself at the time of the execution.
In Section 4.3, we discusshow the architecture can support more generictransaction types. In the
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following sectionswe will refer to read-only transactions as queries while non read-only transactions
(those that cortain update operations) will be referredto as updates

The architecture is structured into two layers: a replication server and a group communication
toolkit (Figure 4).

Each of the replication servers maintains a private copy of the database. The client application
requests an action from one of the replication serwers. The replication seners agree on the order
of actions to be performed on the replicated database. As soon as a replication server knows the
nal order of an action, it applies this action to the database (execute and commit). The replication
sener that initiated the action returns the databasereply to the client application. The replication
seners usethe group communication toolkit to disseminatethe actions to the serwers group and to
help reach an agreemen about the nal global order of the set of actions.

In a typical operation, when an application submits a requestto a replication sener, this sener
logically multicasts a messagecortaining the action through the group communication. The local
group communication toolkit sendsthe messagever the network. Each of the curren tly connected
group communication daemonsevenually receivesthe messageand then delivers the messagen the
sameorder to their replication seners.

The group communication toolkit provides multicast and membership servicesaccording to the
Extended Virtual Syndirony model [25]. For this work, we are particularly interested in the Safe
Delivery property of this model. Similarly to the current Postgres-R[30] approad we chose Spread
[32] as our supporting group communication system. The group communication toolkit overcomes
messageomission faults and noti es the replication server of changesin the membership of the cur-
rently connectedseners. Thesenoti cations correspondto serer crashesand recoveriesor to network
partitions and re-merges.When noti ed of a menmbership changeby the group communication layer,
the replication serners excdhangeinformation about actions sert beforethe membership change. This
exchange of information ensuresthat every action known to any member of the currently connected
seners becomesknown to all of them. Moreover, knowledge of nal order of actions is also shared
among the currently connected serers. As a consequenceafter this exchange is completed, the
state of the databaseat ead of the connectedsenersis identical. The cost of sud syndironization
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amouns to one messageexdiange amongall connectedseners plus the retransmission of all updates
that at least one connectedsener hasand at least one connectedserer doesnot have. Of course,if a
site was disconnectedfor an extended period of time, it might be more e cien t to transfer a current
snapshot[22].

The consistencyof the systemin the presenceof network partitions and remergesor sener crashes
and recoveries is guararteed through the use of a quorum® system that uniquely identi es one of
the connected componerts as the primary componert of the system. Updates can continue to be
committed only in the primary componert, but the other componerts cortinue to remain active and
answer queriesconsisterily (although outdated).

Advanced replication systemsthat support a peer-to-peer environment must addressthe possi-
bility of conicts betweenthe di erent replicas. Our architecture eliminates the problem of con icts
becauseupdates are always invoked in the sameorder at all the replicas. Of course,in its basicform
this model also excludesthe possibility of concurrerntly executing updates on the samereplica. This
restriction is inherent to any completely generic solution that doesnot assumeany knowledge about
the application semariics nor doesit rely on the application to resolve potential con icts.

The latency and throughput of the system for updates are obviously highly dependert on the
performance of the group communication Safe Delivery service. Querieswill not be sert over the
network asthey can be answered immediately by the local database.

An important property that our architecture achievesis transparency - it allows replicating a
databasewithout modifying the existing databasemanageror the applications accessinghe database.
The architecture doesnot require extending the databaseAPI and canbe implemented directly above
the databaseor as a part of a standard databaseaccesdayer (e.g. ODBC or JDBC).

Figure 5.A preseris a non-replicated database system that is based on the Postgres database
manager. Figure 5.B. preseris the building blocks of our implementation, replicating the Postgres
database system. The building blocks include a replication serer and the Spread group commu-
nication toolkit. The database clients seethe system asin gure 5.A., and are not aware of the
replication although they accesshe databasethrough our replication sener. Similarly, any instance

SExamples of quorum systemsinclude monarchy, majorit y, dynamic linear voting [15]



of the databasemanagerseesthe local replication serer asa client.
The replication sener consistsof seweral independert modulesthat together provide the database
integration and consistencyservices(Figure 5.B). They include:

A Replication Engine that includesall of the replication logic from the syndironizer algorithm,
and can be applied to any databaseor application. The enginemaintains a consistert state and
can recover from a wide range of network and server failures. The replication engineis based
on the algorithm presered in [7, 4].

A Semartics Optimizer that can decide whether to replicate transactions and when to apply
them basedon application semartics if suc is available, the actual content of the transaction,
and whether the replica is in a primary componert or not.

A database speci ¢ interceptor that interfaces the replication engine with the DBMS client-
serer protocol. As a proof of concept, to replicate Postgres, we created a Postgres speci c
interceptor. Existing applications can transparertly useour interceptor layer to provide them
with an interface identical to the Postgresinterface, while the Postgresdatabasesener seesour
interceptor as a regular client. The databaseitself does not needto be modi ed nor do the
applications. A similar interceptor could be created for other databases.

4.2 The Semantics Optimizer

The Semartics Optimizer provides an important cortribution to the ability of the systemto support
various application requiremerts as well as to the overall performance. The level of sophistication
that the semartics optimizer incorporates or the degreeof integration with the databasesystem will
determine the amount of additional optimizations that the replication system can take advantage
of (concurrent transaction execution, data partitioning). It is not the purpose of this paper to
detail how this integration can be achieved, but we outline some basic variations from the standard
implementation to illustrate the exibilit y of the architecture.

In the strictest model of consistency updates can be applied to the database only while in a
primary componert, when the global consistent persistert order of the action has beendetermined.
Howevwer, read-only actions (queries) do not needto be replicated. A query can be answered immedi-
ately by the local databaseif there is no update pending generatedby the sameclient. A signi cant
performanceimprovemert is achieved if the system distinguishes between queries and actions that
also update the database. For this purposein the Postgresprototype that we built, the Semariics
Optimizer implements a very basic SQL parserthat identi es the queriesfrom the other actions.

If the replica handling the query is not part of the primary componert, it cannot guarantee that
the answer of its local databasere ects the current state of the system, asdetermined by the primary
componert. Some applications may require only the most updated information and will prefer to
block until that information is available, while others may be content with outdated information that
is basedon a prior consistent state (weak consistency), preferring to receive an immediate response.
The system can allow ead client to specify its required semartics individually, upon connecting to
the system. The system can even support sudc speci cation for ead action but that will require the
client to be aware of the replication service.

In addition to the strict consistencysemariics and the standard weak consistency the implemen-
tation supports, but is not limited to, two other types of consistencyrequiremers: delay updates
and cancel actions, where both namesrefer to the execution of updates/actions in a non-primary
componert. In the delay updates semartics, transactions that update the database are ordered lo-
cally, but are not applied to the databaseuntil their global order is determined. The client is not
blocked and can continue submitting updates or even querying the local database, but needsto be
aware that the responsesto its queriesmay not yet incorporate the e ect of its previous updates.
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In the cancel actions semariics a client instructs the Semartics Optimizer to immediately abort the
actions that are issuedin a non-primary componert. This speci cation can also be usedasa method
of polling the availability of the primary componert from a client perspective. These decisionsare
made by the Semariics Optimizer basedon the semartic speci cations that the client or the system
setup provided.

The following examplesdemonstrate how the Semartics Optimizer determinesthe path of the
action as it ernters the replication sener. After the Interceptor readsthe action from the client, it
passesit on to the Semartics Optimizer. The optimizer detects whether the action is a query and,
basedon the desired semartics and the current connectivity of the replica, decideswhether to send
the action to the Replication Engine, sendit directly to the databasefor immediate processing,or
cancelit altogether.

If the action is sent through the Replication Engine, the Semartics Optimizer is again involved
in the decision processonce the action is ordered. Some applications may request that the action
is optimistically applied to the databaseonce the action is locally ordered. This can happen either
when the application knows that its update semarics is commutativ e (i.e. order is not important)
or when the application is willing to resole the possibleinconsistenciesthat may arise as the result
of a conict. Barring these cases,an action is applied to the databasewhen it is globally ordered.

4.3 Design Tradeos

From a design perspective, we can distinguish betweenthree possibleapproacesto the architecture
of a replicated database. We opted for the black box approad that doesnot assumeany knowledge
about the internal structure of the databasesystemor about the application semartics. The exibilit y
of this architecture enablesthe replication systemto support heterogeneouseplication wheredi erent
databasemanagersfrom di erent vendorsreplicate the samelogical database.

In contrast, a white box approad [21] will integrate the replication mechanismwithin the database
itself, attempting to exploit the powerful medanisms (concurrency cortrol, conict resolution) that
are implemented inside the database, at the price of losing transparency A middle-way gray box
approad [16] assumeghat the databasesystemis enhancedby providing additional primitiv esthat
can beusedfrom the outside but doesnot include the replication mecdanism inside the databaseitself.
[16] also exploits the data partitioning common in many databases,assumingthat the application
can provide information about the conict classesthat are addressedby ead transaction.

We argue that although our design does not allow, in its basic form, concurrert transaction
execution, it doesn't su er a performancedrawbad becauseit usesa more e cien t syndironization
algorithm. As well, even a highly concurrert syncironous replication system cannot overcome the
fundamertal cost of global syndironization and would be therefore limited by the performance of
they syndironization module.

In the preseriation of our model we mertion that our replication architecture assumeshat ead
(possibly multi-op eration) transaction is deterministic and can be encapsulatedin one action, thus
removing the possibility of executing normal interactiv e transactions. This assumptioncan berelaxed
to a certain degree. We can allow, for example, a transaction to execute a deterministic procedure
that is specied in the body of the transaction and that dependssolely on the current state of the
database. Thesetransactions are called active transactions.

With the help of active transactions, one can mimic interactive transactions where a user starts
a transaction, reads somedata then makesa user-leel interactive decisionregarding updates. Suc
transactions can be simulated with the help of two actions in our model. The rst action contains the
query part of the transaction. The secondaction is an active action that encapsulatesthe updates
dictated by the user, but rst chedks whether the values of the data read by the rst action are still
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valid. If they are not valid, the secondaction is aborted (as if the transaction was aborted in the
traditional sense.) Note that if one sener aborts, all of the seners abort that (trans)action since
they apply an identical deterministic rule to an identical state of the database,as guaranteed by the
algorithm.

4.4 Protot ype Performance Evaluation

We evaluated the performanceof the Postgresreplication prototypein the two environments described
in Section 3.3.

In order to better understand the context of the results we measuredthe throughput that a single
non-replicated databasecan sustain from a single, serialized stream of transactions. The computers
usedin the local area experiments can perform on a non-replicated Postgresdatabaseapproximately
120 update transactions or 180 read-only transactions per second,as de ned below. The computers
usedin the wide-areaexperiment can perform on a non-replicated Postgresdatabaseapproximately
120 update transactions or 210 read-only transactions per second,as de ned below.

Our experiments were run using PostgreSQL version 7.1.3 standard installations. In order to
facilitate comparisons,we usea databaseand experiment setup similar to that introducedby [21, 16].

The database consistsof 10 tables, eat with 1000 tuples. Each table has v e attributes (two
integers, one 50 character string, one oat and one date). The overall tuple sizeis slightly over 100
bytes, which yields a databasesize of more than 1MB. We use transactions that cortain either only
qgueriesor only updatesin order to simplify the analysisof the impact ead poseson the system. We
cortrol the percertage of update versusquery transactions for ead experimert. Each action used
in the experiments was of one of the two typesdescribed below, where table-i is a randomly selected
table and the value of t-id is a randomly selectednumber:

update table-i set attrl="randomtext",

int_attr=int_attr+4
where t-id=random(1000);}

select avg(float_attr), sum(float_attr) from table-ij;

Before ead experimert, the Postgresdatabasewas\v acuumed"to avoid sidee ects from previous
experiments. Each client only submits one action (update or query) at a time. Oncethat action has
completed, the client can generatea new action.
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The rst experiment tested the scalability of the systemasthe number of replicas of the database
increases.Eac replica executeson a separatecomputer with onelocal client over a local areanetwork.
Figure 6 shows v e separateexperiments. Each experiment usesa di erent proportion of updatesto
queries.

The 100%update line shows the disk bound performanceof the system. As replicasare added, the
throughput of the systemincreasesuntil the maximum updates per secondthe disks can support is
reached{ about 107 updatesper secondwith replication (which addsoneadditional disk syncfor each
N updates, N being the number of replicas). Once the maximum is reached, the system maintains
a stable throughput. The achieved update throughput, when the overhead of the Replication Sener
disk syncsare taken into accourt, matchesthe potential number of updates the machine is capable
of. The signi cant improvemert in the number of sustained actions per secondwhen the proportion
of queriesto updatesincreasesis attributed to the Semariics Optimizer, which executesead query
locally without any replication overhead. The maximum throughput of the ertire system actually
improves becauseead replica can handle an additional load of queries. The throughput with 100%
gueriesincreaseslinearly, reaching 2473 queriesper secondwith 14 replicas as expected.

The next experiment xes the number of replicasat 14, onereplica on eat computer on the local
areanetwork. The number of clients connectedto the systemis increasedfrom 1 to 28, evenly spread
among the replicas. In Figure 7 one seesthat a small number of clients cannot produce maximum
throughput for updates. The two reasonsfor this are: rst, ead client can only have onetransaction
active at a time, sothe latency of ead update limits the number of updates ead client can produce
per second. Second,becausethe Replication Sener only hasto sync updates generatedby locally
connectedclients, the work of syncingthose updatesis more evenly distributed betweenthe computers
as clients are added. Again, the throughput for queriesincreaseslinearly up to 14 clients (reaching
2450in the 100% queriescase),and is at after that as ead databasereplica is already saturated.

The wide area experiment conducted on Emulab measuredthe throughput under varying client
set and action mix. The systemwas able to adchieve a throughput closeto that achieved on a local
area network with a similar number of replicas (seven), but with more clients as depicted in Figure
8. The latency ead update experiencesin this experiment is 268mswhen no other load is presen
and reacthes 331ms at the point the system readces the maximum throughput of 85 updates per
second. For queries, similarly to the LAN test, the performanceincreaseslinearly with the number
of clients until the sewven senersreat 1422 queriesper second. The results for in-between mixes are
as expected.
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The Postgresproof of conceptdemonstratesthat our overall architecture canreplicate a database
in a useful and e cient manner. By using a more e cien t syndironization method than previous
solutions we are able to sustain throughput rates that would be sucient for a large number of
applications while maintaining a reasonablylow responsetime even in wide-areasettings. Comparing
the results in our experiments to those presered in [21, 16] we can notice a signi cant improvemert
in both latency and overall throughput®. We attribute the performance gain to the use of a more
e cien t syndironization algorithm, despite giving up on additional gains through use of concurrert
transaction execution.

5 Conclusion

In this paper we have presened a transparent peersyndironousdatabasereplication architecture that
employs an optimized update syndhronization algorithm in order to improve the performanceof the
system. In cortrast with the existing techniqueswe sacri ce the performancegains attained through
parallelization of transaction execution in favor of an enhancedsyndironization method - the real
bottleneck in a syndironous replication system, and we show the viability of the approad through
practical experimentation. The improvemerns are noticeable both on the local area network but
especially in wide-areaexperiments. Furthermore, the syncronization enginethat wasusedto build
a generic, transparent solution in this work, can be adapted and employed in replication solutions
that are integrated with the databaseor that exploit specic application information, creating an
exciting new realm of opportunities in databasereplication.
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