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Summary. We introduce ZBCast, a primitive that provides Virtual Synchrony, Safe Delivery) in order to provide PGTO.
Persistent Global Total Order for messages delivered togpgr We formally prove the correctness of the algorithm and we
of participants that can crash and subsequently recover anektend the solution to support online additions of compyete
that can become temporarily partitioned and then remerge dunew participants and complete removals of existing members
to network conditions. The paper presents in detail andggov while maintaining the PGTO guarantees.
the correctness of an efficient algorithm that implements ZB W justify the importance of such an algorithm by show-
Cast on top of existing group communication infrastructure jng how it can be employed as a core component in order
The algorithm minimizes the amount of required forced diskto provide efficient data replication under the strictestsis-
writes and avoids the need for application level (end-tdyen tency models. Given this usage, we place additional emphasi
acknowledgments per message. We also present an extensien optimizing the algorithm performance. In our approach,
of the algorithm that allows dynamic addition or removal of we avoid the use of end-to-end acknowledgements per mes-
participants. sage. End-to-end acknowledgements are only used once for
We indicate how ZBCast can be employed to build a genedgery network connectivity change event (such as network

data replication engine that can be used to provide consiste partition or merge). Furthermore, in order to provide persi
synchronous database replication. We provide experirhentaent order in a system that exhibits "partial amnesia” (upon
results that indicate the efficiency of the approach. recovery from a crash all data that was not forcefully writte

to disk, is lost) the number of forced disk write operatiomns i

another critical performance factor. We design our altanit

_ L _ such that only one forced disk operation per message is re-
Key words: Group Communication — Persistent Global To- quired in the system during normal operation.

tal Order — Replication — Extended Virtual Synchrony

The rest of the paper is organized as follows. The follow-
ing subsection discusses related work. Section 2 desdlibes
working model. Section 3 introduces a conceptual solution.
Section 4 addresses the problems exhibited by the condeptua
solution in a partitionable system and section 5 presemts th
complete ZBCast algorithm and proves its correctness. Sec-
tion 6 extends the algorithm to support online removals and
%dditions to the set of participating servers. Section fwsho
how the ZBCast primitive can be used to build a database
replication scheme and discusses some of the tradeoffe of th

![ﬁﬁgueter:jucn;?:rrngforpg;facrgrqipclggoar‘:gggwgserth:ttoerz?ggﬁ)gés'approach, while section 8 evaluates the performance of our
P ' ' algorithm. We conclude in section 10.

cast is traditionally defined under a system model that only
supports node crashes, but does not allow a crashed node
to recover and does not consider network partitions and re-
merges. 2 System Model

We introduce a new broadcast primitive providiRgr-
sistent Global Total Orde(PGTO). We call this primitive
ZBcast ZBcast guarantees reliable delivery of messages iWWe consider a set of nodes (servers) Sg Sa, ..., S, }, that
agreed order that isglobal across network partitions and communicate through message passing. We refer to the nodes
merges and ipersistenthaving a lasting effect across node as servers rather than processes in order to emphasizé-the di
crashes and recoveries. We present an algorithm that oglies ference from memory-less processes used in the traditional
already defined group communication properties (Extendedanodel descriptions. Initially, we assume that the set S exifix

1 Introduction

One of the most widely studied problems in group commu-
nication research is the problem of Atomic (Totally Ordgred

processes deliver the same set of messages in thesgpeesd
order. Atomic Broadcast is used as a building block for a
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and known in advance. Later, in Section 6, we will show howinput ViewChange - A view change notification issued by
to deal with online changes to the set of serbers the group communication as a result of a network event
(partition/merge) or of server crash/recovery.

output GCBCast(m,type) - invocation of the group commu-
nication layer broadcast primitive, specifying the desire
delivery type. It is common practice to refer to the spe-
cific broadcast primitives for each delivery type instead of
the generic GBCast primitive: RBCast, FIFOBCast, TO-
BCast, SafeBCast.

2.1 Failure and Communication Model

The nodes communicate by exchanging messages. The mes-
sages can be lost, servers may crash and network partitions
may occur. A server that crashes may subsequently recover
retaining its old identifier and stable storage. We assume no
message corruption and no Byzantine faults.

The network may partition into a finite number of discon-
nected components. Nodes situated in different components,
cannot exchange messages, while those situated in the sal
component can continue communicating. Two or more com- oy Y o <’
ponents may subsequently merge to form a larger component. "7%.; =for all ' < i there exisy’i j such thaim,”;,.

We employ the services ofgroup communication layer _G_Iobal Total Order - If both serverss and7_~ ZD(_aIlvered
which provides reliable multicast messaging with orderingtheirith message then these messages are identical.
guarantees (FIFO, causal, total order). The group communi- M iy Mpi = M i = M
cation system also provides a membership notification ser-
vice, informing the PGTO algorithm about the nodes thatcan ~ Note that the global FIFO order and the global total order
be reached in the current component. The notification occurfvariants imply that the global total order is also coresist
each time a connectivity change, a server crash or recamery, With causal delivery. _ _

a voluntary join/leave occurs. The set of participants taat In order to specify the liveness properties of the PGTO
be reached by a server at a given moment in time is calledlgorithm, we assume two properties regarding the behaviou
a view or componentThe PGTO layer handles the server Of the group communication layer.

crashes and network partitions using the notifications pro-
vided by the group communication. The basic property pro-
vided by the group communication system is called Virtual
Synchrony [10] and it guarantees that processes moving to-
gether from one view to another deliver the same (ordered)
set of messages in the former view.

The ZDeliver primitive satisfies the following safety (cor-
rectness) properties:

Global FIFO Order - If serverr ZDelivered a message
generated by servey, thenr already ZDelivered every

ssage thatgenerated prior tan.

1. If there exists a set of servers containingnd r, and
a time, from which on that set does not face any com-
munication or server failure, then the group communica-
tion eventually delivers a view change containingnd
r. Moreover, we assume that if no message is lost within
this set, the group communication will not deliver another
view change t® or r.

. If a message is deliverable by the group communication
then the group communication layer eventually delivers
it.

2.2 Service Model

The ZBCast layer interacts externally with the application
and internally with the Group Communication layer. Exter-  We would like to note that there exist in practice a number
nally the ZBCast layer is characterized by the following sig of group communication systems (Transis [3], Spread [30],
nature: Ensemble [14], etc.) that do behave according to these as-
_ _ o . sumptions.
input ZBCast(m) - the client application submits message Intuitively, the liveness property of the PGTO algorithm
to be ordered in the PGTO. requires that any message that was submitted to the algorith
output ZDeliver (m) - m satisfies the PGTO guarantees andthrough the ZBCast invocation, will be ZDelivered as long as
is delivered to the target applicatfon network conditions are stable and servers do not fail for a
sufficiently long period of time. In order to formally spegif
“this property we introduce the notion pfimary component
which will be presented in detail in the following sectiomsla
we rely on the concept afausal pasts defined by Lamport

8,91

Internally, the ZBCast layer interacts with the Group Com
munication layer according to the following signature:

input GCDeliver (m,type) - message delivery from the group
communication layer. The delivery satisfies the propertie : . . - .
' : The algorithm uniquely identifies, at any given moment
Eef'”ed by the deliveryype (FIFO, Causal, Agreed, Safe) during its run, at most one of the connected components to be
) the primary componentThe algorithm determines, through

! Note that these are changes to the system setup, not viekhe use of a quorum function, a unique sequence of primary
changes caused by temporary network events. components as we prove in section 5.2. According to [8,9], a

2 The set of target applications may be different from thentlie Messagen generated by serveris said to be in the causal

applications. One such example of usage is described im8ett
% The specifications of the relevant delivery types and theciss
ated broadcast primitives will be presented, as needed, ilathe

paper

past of a serverif there exists an evetonr and a causal de-
pendency chain between the creatiomofnde. With these
terms, we can specify the two liveness properties of our-algo
rithm.
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Liveness - If servers receives a ZBCast{) invocation
from a client, and there exists a primary component PC(px;
which does not face any communication or server failures anc
a serverr that installed PC(px) such that is in the causal
past ofr, thenr orders (ZDelivers)n.

ZDelivery propagation - If servers ZDelivers message
m and there exists a set of servers containirandr, and a (Green)
time from which on that set does not face any communicatior
or server failure, then servereventually ZDelivers message
m. (White)

O(Fms,i A stable_system(s,r)) = $Imy ;.

(Red) Order is unknown

Order is known

(1know that)
Order is known to all

S

As messages are submitted to the ZBCast algorithm fou
ordering, they are encapsulated in a data structure which co Fig. 1. Action coloring
tains additional fields necessary for the establishing ef th
PGT Order. which we refer to @stions The detailed content Action (Green) Action (Red)
of an action is presented in Section 5. Throughout the pape ] -

we use predominantly the term action to refer to message
View-chang(.w

inside the ZBCast layer, as it incorporates the logic associ
View-chang

View-change

G

ated by the algorithm with each message and simplifies thi
exposition.

No Prim

Possible

Last CPC Prim

3 Total Order based Algorithm

Our solution uses a group communication layer that provide: Recover
a partitionable membership service. This means that, in th
presence of network partitions, the group communicatiperla

delivers ViewChange notifications to the members of the grou

informing them of the currentiew which includes a list of

all the nodes that are currently reachable. Nodes in differ\;hite Action An action for which the server knows that all
ent components, will receive different, disjoint viewstthex of the servers it§ have already marked it @geen These
flect the communication barrier between the partitions. All actions can be discarded since no other server will need
the nodes continue executing the designated algorithnssinle  them subsequently.

they crash, regardless of the view that they are part of.4n or i . .

der to provide a unique Global Total Order, the ZBCast layerAt €ach server, thevhite actions precede thgreenactions
identifies at most a single view among the existing parallehich, in turn, precede thred ones. An action can be marked
views in the server group as themary viewor primary com- differently at different servers; h(_)vyeve.r, no action can be
ponent the other components of a partitioned grouprasa- markedwhite by one server while it is missing or is marked
primary components (views). Only nodes in the primary view "€d at another server. o
continue ordering actions and ZDelivering them. In essence 1 he actions delivered by the group communication layer
the ZBCast layer builds a primary-membership service orf© the PGTO layer in a primary component are marked green.
top of the partitionable membership service provided by theGréen actions can be ZDelivered immediately while main-
group communication. While defining a primary view is nec- taining the strictest consistency requirements. In cshttae
essary for the correctness of the algorithm, the use of an urctions delivered in a non-primary component are marked
derlying partitionable-membership service allows fonig red. The global order of these_ actions cannot be determined
cant performance optimizations enabling techniques sach a/€t, S0, under the strong consistency requirements, these a
eventual path propagation and tentative message preigder tions cannot be ZDelivered at this stage.

which will be presented below.

Each server builds its own knowledge about the order of .
actions in the system as delivered by the employed group-+ Conceptual Algorithm
communication primitive. We use the coloring model defined
in [1] to indicate the knowledge level associated with each
action. Each server marks the actions delivered to it with on
of the following colors:

Fig. 2. Conceptual PGTO Algorithm

The algorithm in this section presents a high-level sotut®m
the PGTO problem. The algorithm is however not complete,
as it is not able to deal with some of the more subtle issues
that can arise in a partitionable system. We present this ove
Red Action An action that has been ordered within the lo-simplified solution in order to provide a better insight into
cal component by the group communication layer, but forsome of the problems that the complete solution needs to cope
which the server cannot, as yet, determine the global orwith and to introduce the key properties of the final algarith
der. Figure 2 presents the state machine associated with the
Green Action An action for which the server has determinedconceptual algorithm. A server can be in one of the following
the global order. four states:
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e Prim State. The server belongs to the primary compo- eventual path translates into practice the notioceafsal past
nent. When a client submits a request, it is multicast usingdefined in [8,9] and used in section 2.2. As such, the notion
the group communication to all the servers in the compo-of eventual path between serverandr can be viewed as
nent. When a message is delivered by the group commua temporal communication pafis,s1), (s1,s2)...(s;,)} such
nication system to the PGTO layer, the action is immedi-that any pair of servers along the path is connected by a sta-
ately marked green and is ZDelivered. ble network and neither server in the pair crashes for a gerio

e NonPrim State. The server belongs to a non-primary com-of time sufficient to complete the Exchange phase. Thus the
ponent. Client actions are ordered within the componeninformation known tos is gradually passed on, from server
using the group communication system. When a messagm server, until it reaches We formally define the exact in-
containing an action is delivered by the group communi-formation that needs to be exchanged during this phase, in
cation system, it is immediately marked red. section 5.

e Exchange State. A server switches to this state upon de-
livery of a view-change notification from the group com-
munication system. All the servers in the new view will 4 From Total Order to Persistent Global Total Order
exchange information allowing them to define the set of
actions that are known by some of them but not by all. Unfortunately, due to the asynchronous nature of the system
These actions are subsequently exchanged and each serveodel, we cannot reach complete common knowledge about
will ZDeliver the green actions that it gained knowledge which messages were received by which servers just before
of. After this exchange is finished each server can checla network partition occurs or a server crashes. In fact,st ha
whether the current view can form the next primary com-been proven that reaching consensus in asynchronous envi-
ponent. This check can be done locally, without additionalronments with the possibility of even one failure is impessi
exchange of messages, based on the information collectesle [16]. Group communication primitives based on Virtual
in the initial stage of the Exchange state. If the view canSynchrony do not provide any guarantees of message deliv-
form the next primary component, the server will move ery that span network partitions or server crashes/reas:er
to the Construct state, otherwise it will return to the Non- In our algorithm, it is important to be able to tell whether a
Prim state. message that was delivered to one server right before a view

e Construct State. In this state, all the servers in the com- change, was also delivered to all its intended recipients.
ponent have ZDelivered the same set of actions and have A serverp cannot know, for example, whether the last ac-
the same set of red messages (they synchronized in thions it received from the group communication in the Prim
Exchange state) and can attempt to install the next pristate, before a view-change event occurred, were delivered
mary component. For that, they will send a Create Pri-to all the members of the primary component; Virtual Syn-
mary Component (CPC) message. When a server has rehrony guarantees this fact only for the servers that will in
ceived CPC messages from all the members of the curstall the next view together with. Such uncertain messages
rent component it will transform all its red messages intocannot be immediately markegteenby p, because of the
green, ZDeliver them in order and then switch to the Primpossibility that a subset of the initial membership, bigegio
state. If a view change occurs before receiving all CPCto construct the next primary component, did not receive the
messages, the server returns to the Exchange state. messages. This subset could install the new primary compo-

nent and then ZDeliver other actions, breaking consistency

In a system that is subject to partitioning we must ensurewith the rest of the servers. This problem will manifest it-
that two different components do not order actions diffdlyen self in any algorithm that tries to operate in the presence of
thus breaking the global total order property of ZDelivéifz ~ network partitions and remerges. A solution based on Total
use a quorum mechanism to allow the selection of a uniqu@®rder and Virtual Synchrony cannot be correct in this settin
primary component from among the disconnected compowithout further enhancement.
nents. Only the servers in the primary component will be per-
mitted to ZDeliver actions. While several types of quorums
could be used, we opted to udgnamic linear votind18]. 4.1 Extended Virtual Synchrony
Under this system, the component that contains a (weighted)
majority of the last primary component becomes the new pri-in order to circumvent the inability to know who received
mary component. the last messages sent before a network event occurs we use

In many systems, processes exchange information onlgn enhanced group communication paradigm cébaended
as long as they have a direct and continuous connection. INirtual SynchronyEVS) [25] that reduces the ambiguity as-
contrast, our algorithm propagates information by means okociated with the decision problem. Instead of having to de-
eventual pathwhen a new component is formed, the serverscide on two possible values, EVS creates three possibls.case
exchange knowledge regarding the actions they have, theifo achieve this, EVS splits the view-change notificatiow int
order and color. This exchange process is only invoked imtwo notifications: d@ransitional configuration (view) change
mediately after a view change. Furthermore, all the compomessage and eegular configuration change message. The
nents exhibit this behavior, whether they will form a primar transitional configuration message defines a reduced mem-
or non-primary component. This allows the information to be bership containing members of the next regular view coming
disseminated even in non-primary components, reducing thdirectly from the same regular view. This allows the intro-
amount of data exchange that needs to be performed onatuction of another form of message delivesgfe delivery
a server joins the primary component. In our algorithm, thewhich maintains the total order property but also guarantee
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that every message delivered to any process that is a member

of a view is delivered to every process that is a member of T
that view, unless that process crashes. Messages that do not _
meet the requirements for safe delivery, but are received by (Red) E Order s unknown
the group communication layer, are delivered in the transi-
tional view. No new messages are sent by the group commu- (Yelow) > Transiional membership
nication in the transitional view. (Green) E Orderis known
The safe delivery property provides a valuable tool to deal
with the incomplete knowledge in the presence of network (White)
failures or server crashes. We distinguish now three plessib Uknow thay
cases:

1. A safe message is delivered in the regular view. All guar-
antees are met and everyone in the view will deliver theFig. 3. Updated coloring model
message (either in the regular view or in the following
transitional VieW) UnleSS they CraSh' Action (Green) Action (Yellow) Action (Red)

2. A safe message is delivered in the transitional view. This = -
message was received by the group communication layer
just before a partition occurs. The group communication
layer cannot tell whether other components that split from
the previous componentreceived and will deliver this mes- ta
sage.

3. A safe message was sent just before a partition occurred,  Last
but it was not received by the group communication layer ¢
in some detached component. The message will, obvi-
ously, not be delivered at the detached component.

Trang Conf Recover

Possible
Prim
The power of this differentiation lies in the fact that, wres
spect to the same message, it is impossible for one server ®ig. 4. PGTO State Machine
be in case 1, while anotheris in case 3. To illustrate the fise o
this property consider the Construct phase of our algorithm ) ) )
If a serverp receives all CPC messages in the regular view, it~ In the Prim state, only actions that are delivered as safe
knows that every server in that view will receive all the mes-during the regular view can be ZDelivered. Actions that were
sages before the next regular view is delivered, unless thegelivered by the group communication in the transitioneiwi
crash; some servers may, however, receive some of the CP€annot be marked as green and ZDelivered before we know
messages in a transitional view. Conversely, if a sequer-  that the nextregular view will be the one defining the primary
ceives a view change for a new regular view before receivinggomponent of the system. If an actiarthat is delivered in
all of the CPC messages, then no server could have receivéfe transitional membership is marked directly as green and
a message thatdid not receive as safe in the previous view. ZDelivered, then it is possible that one of the detached com-
In particu|ar, no server received all of the CPC messages agqnents that did not receive this aCtllon WOUld. |nS.ta” thetne
safe in the previous regular view. Thus g will know that it is Primary component and would continue ZDelivering new ac-
in case 3 and no other server is in case 1. Finally, if a server tions, without ZDeliveringa, thus breaking the consistency
received all CPC messages, but some of those were deliveréd the ZBcast delivery. To avoid this situation, tReim state
in a transitional view, then cannot know whether there is a Was splitinto two statestegPrimandTransPrimand a new
serverp that received all CPC messages in the regular viewnessage color was introduced to the coloring model:
or whether there is a servethat did not receive some of the Yellow Action An action that was delivered in a transitional
CPC messages at alldoes, however, know that there cannot . ;

. ; view of a primary component.
exist bothp andq as described.

A list of the EVS properties is presented in Appendix A. A yellow action becomegreenat a server as soon as this

server learns that another server marked the acfieanor
) when this server becomes part of a primary component. As

5 ZBCast Algorithm discussed in the previous section, if an action is marked as

. . ellowat some server p, then there cannot existr and s, in this
Based on the above observations the algorithm skeleton pre; P

A X . , h th ked th i h
sented in Figure 2 needs to be refined. We will take advantagg?rzgfcr)r?aerite;ge;nat one marked the actioneasand the
of the Safe delivery properties and of the differentiatesiwi

o . : In the presence of consecutive network changes, the pro-
change not|f|_cat|on that EVS provides. The two delicateestat cess of installing a new primary component can be interdipte
are, as mentioned, Prim and Constriict.

by another view change. If a transitional view change notifi-
4 While the same problem manifests itself in any state, it iy on cation is received by a servpwhile in theConstruct state,
these two states where knowledge about the message dédiweity ~ before receiving all the CPC messages, the server will not
ical, as it determines either the global total order (in Pranthe  be able to install the new primary and will switch to a new
creation of the new primary (Construct). state:No. In this statgy expects to receive the delivery of the
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new regular view which will trigger the initiation of a new-ex
change round. However, [f receives all the rest of the CPC
messages iNo (i.e. in the transitional view), it means that it
is possible that some serwgihas received all the CPC mes-
sages inConstruct and has moved t®egPrim, completing
the installation of the new primary.

To account for this possibilityp will switch to another

new statelUn (undecided). If an action message is received

in this state them will know for sure that there was a server
g that switched tdRegPrim and even managed to generate

new actions before noticing the network failure that caused e

the cascaded membership change. Sepyer this situation

(1b), has to act as if installing the primary component in or-

der to be consistent, mark its old yellow/red actions asrgree
mark the received action as yellow and switci tansPrim,
“joining” gwho will come fromRegPrim as it will also even-

tually notice the new view change. If the regular ViewChange

message is delivered without any message being received in

theUn state (transition marked ? in Figure $)remains un-

certain whether there was a server that installed the pyimar e

component and will not attempt to participate in the forma-

tion of a new primary until this dilemma is cleared through

exchange of information with one or, in the worst case, all of

the members that tried to install the same primarp.as

Figure 4 shows the updated state machine. Aside from
the changes already mentioned, the Exchange state was alse

split into ExchangeStates andExchangeActions, mainly for

clarity reasons. From a procedural point of view, once a view
change is delivered, the members of each view will try to es-

tablish a maximal common state that can be reached by com-e

bining the information and actions held by each server.rAfte

the common state is determined, the participants proceed toe

exchange the relevant actions. Obviously, if the new mem-
bership is a subset of the old one, there is no need for action

exchange, as the states are already synchronized.

5.1 Algorithm Pseudocode

In this subsection we present the complete pseudocode of the

algorithm. The proof of correctness in subsection 5.2 wéll b

based on the code presented in this section. We start the pre-
sentation by describing the structure of the data and of the |

messages used by the algorithm.

Data Structure

The structuréAction.id contains two fieldsserverid the
creating server identifier, aratctionindex the index of the
action created at that server.

The following local variables reside at each of the servers.
Additional variables may appear in the pseudocode, interna

to various procedures.

e serverld- a unique identifier of this server in the servers
group.

e actionindex- the index of the next action created at this
server. Each created action is stamped withattgonIn-
dexafter it is incremented.

e conf - the current configuration (view) of servers deliv-

ered by the group communication layer. Contains the fol-

lowing fields:
confid - identifier of the configuration.
set- the membership of the current connected servers.

attemptindex the index of the last attempt to form a pri-
mary component.

primComponent the last primary component known to
this server. It contains the following fields:

prim_index- the index of the last primary component in-
stalled.

attemptindex the index of attempt by which the last pri-
mary component was installed.

servers- identifiers of participating servers in the last pri-
mary component.

state - the state of the algorithm. One dRegPrim,
TransPrim, ExchangeStates, ExchangeActions, Construct,
No, Un, NonPrin}.

actionQueue ordered list of all the red, yellow and green
actions. White actions can be discarded and therefore, in
a practical implementation, are not in thetionQueue
For the sake of easy proofs the presented algorithm does
not extract actions from thactionQueueRefer to [1] for
details concerning message discarding.
ongoingQueuelist of actions generated at the local server.
Such actions that were delivered and written to disk can
be discarded. This queue protects the server from losing
its own actions due to crashes (power failures).

redCut- array[1..n] -redcut[i] is the index of the last
action servef has sent and that this server has.
greenLines array[l..n] -greenLines]i] is the identifier

of the last action serverhas marked green as far as this
server knowsgreenLinepserverld represents this server’s
green line.

stateMessagesa list of State messages delivered for this
view.

vulnerable- a record used to determine the status of the
last installation attempt known to this server. It contains
the following fields:

status- one of{Invalid, Valid}.

prim_index- index of the last primary componentinstalled
before this attempt was made.

attempindex- index of this attempt to install a new pri-
mary component.

set- array ofserverlds trying to install this new primary
component.

bits - array of bits, each ofUnset, Se}.

yellow- a record used to determine the yellow actions set.
It contains the following fields:

status- one of{Invalid, Valid}

set- an ordered set of action identifiers that are marked
yellow.

Message Structure
Three types of messages are created by the ZBCast layer:

Action_message - a regular action message contains the
following fields:

type- the message type (Action)

actionid - Action.id type datastructure identifying this
action.

greenline - the identifier of the last action marked green
at the creating server at the time of creation.

client- the identifier of the client requesting this action.
data- the actual action data.

State_message - contains the following fields:

type- the message type (State)
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serverid, greenline, attemptindex prim_component CodeSegment 5.2 Code executed in the RegPrim State
contid, red_cut, vulnerable yellow - the corresponding case eventis

data structures at the creating server. Action: MarkGreen( Action) (OR-1.1)
e CPC_message - contains the following fields: greenLinefAction.actionid.serverid ] = Action.greenline
type- the message type (CPC) Transconf: State= TransPrim
serverid, confid - the corresponding data structures at Clientreq: actionindex+
the creating server. create actiormess and write tongoingQueue

** sync to disk
SafeBCast(actiamess)
Regconf, Statemess, CPQGness: Not possible

Definition of Events

The events handled by the ZBCast layer follow the sig-
nature described in section 2.2 and correspond to interacti
with either the GC layer or the client application. In order
to simplify the presentation in the following sections wel wi
shorthand the notation for GC delivery of different messageCodeSegment 5.3 Code executed in the TransPrim State
types by using the respective message types as event namesase event is
Similarly, we will refer to the delivery of view change noti- Action: MarkYellow( Action )
fications by the type of view change event. This conventiongRegconf: setConf according to Regonf
lead to the following event notation: vulnerablestatus= Invalid

e Action - an action message was delivered by the group éﬂ:ﬁﬁffigi r:/a;?ateso

communication layer (GCDeliver(actianess)). Client req: buff g
R q: buffer request

° State_me$- a state message was delivered by the 9rOUPrransconf, Statemess, CPGness: Not possible
communication layer (GCDeliver(statress)).

e CPC_mess - a Create Primary Component message was
delivered by the group communication layer i
(GCDeliver(CPCmess)). CodeSegment 5.4 Code executed in the ExchangeStates state

e Reg_conf - a regular configuration was delivered by the case eventis
group communication layer (ViewChange(conf, regular)). Transconf: state= NonPrim

e Trans.conf - atransitional configuration was delivered by Statemess: _
the group communication layer (ViewChange(conf, trans)). !f (Statemess.conid = Contcontid )

e Client_req - a client request was received from a client add Statemess to stateMessages

that issued ZBCast(cliemess) if (all state messages were delivered )
' if (most updated server ) Retrans()

Shift to_.Exchangeactions()
Action: MarkRed( Action )
CPCmess: Ignore

CodeSegment 5.1 Code executed in the NonPrim State

case event is _ Clientreq: buffer request
Action: MarkRed( Action ) Regconf: Not possible
Regconf:

setconf according to Regonf
Shift to_exchangestates()
Transconf, Statemess: Ignore

Client req: actionindex+ e S - all of the members of theervers group

create actiormess and write tongoingQueue e a® —actiona is theith action generated (SafeBCast-

** sync to disk edj by serves, and thejth action ordered (ZDelivered)

SafeBCast(actiamess) by server-. Notations such as, ; anda®"* are also possi-
CPCmess: Not possible ble where the generating/ordering server is not important.

e We use the termsendto refer to the algorithm invocation
of a GCBCast primitive, while the termeceiveandde-
liver refer to the GDelivery of a message by the group
communication layer or the detection of a ViewChange
notification.

e The pair px,a) represents therim_indexandattemptindex

In this section we prove that the ZBCast protocol maintains ~ Of the primComponenstructure. We say thapg,ay >
the safety and liveness criteria defined in Section 2.2. We as  (PX,ax) iff either px> px or px = px andax > ax.

sume that the group communication layer maintains extended® Cs(px, az)—servers installed or learned about primary
virtual synchrony. component withpx as primaryindex and withax as at-

Notations tempt index. Notations such & (px), andPC(pz)are

5.2 Proof of Correctness

e An actiona is orderedby servers when the ZDeliver pro-

cedure is invoked fog at 5. We say serves has actiorn it crashes at a critical moment. The only way for the algonitto
when the ApplyRed procedure is invoked foat s. guarantee exactly-once delivery is to query the applioaiod con-
firm the delivery of the action. The algorithm can howeverrgnéee

% In practice, serves may determine the PGT order of an action exactly-once ordering of the action which is why we will poed-
a but cannot be certain of its ZDelivery to the aplication irs€a nantly use this term in this section.
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CodeSegment 5.5 Code for the Shiftto_exchangestates
Shiftto_exchangeactions andEnd.of_retrans Procedures

Shift_to_exchangestates()
** sync to disk
clear stateMessages
SafeBCast(Statmess)
state= ExchangeStates
Shift_to_exchangeactions()
state= ExchangeActions
if (end of retransmission ) Endf_retrans()
End_of_retrans()
Incorporate all greefine from State messagesdgeeenLines
ComputeKnowledge()
if (IsQuorum() )
attemptindex+
vulnerablestatus= Valid
vulnerableprim_index= primComponenprim_index
vulnerableattemptindex= attemptindex
vulnerableset= confset
vulnerablebits = all Unset
** sync to disk
SafeBCast(CP@ness)
state= Construct
else
** sync to disk
Handlebuff_requests()
state= NonPrim

CodeSegment 5.7 ComputeKnowledge

1. primComponent primComponenin all State messages with
the maximal (primindex, attemptindex)

updatedGroup= the servers that seprimComponentn their
State message

validGroup = the servers iupdatedGrouphat sent Validyel-
low.status

attemptindex= max attemptindexsent by a server inpdated-
Groupin their State message

2. if validGroupis not empty
yellowstatus= Valid
yellowset= intersection ofyellow.setsent byvalidGroup
else
yellowstatus= Invalid

3. for each server with Valid imulnerablestatus

if ( serverldnot in primComponensetor
one of itsvulnerablesetdoes not have identicalinerablestatusor
vulnerableprim_indexor vulnerableattemptindex)
then Invalid itsvulnerablestatus
4. for each server with Valid imulnerablestatus

set itsvulnerablebits to union ofvulnerablebits of all servers
with Valid in vulnerablestatus

if all bits in its vulnerablebits are set then itsulnerablestatus
= Invalid

CodeSegment 5.8 Code of the IsQuorum and Han-

CodeSegment 5.6 Code executed in the ExchangeActions dle-buff_requests Procedures

State
case eventis
Action:
Mark Action according to State messages (OR-3)
if (turn to retransmit ) Retrans()
if (end of retransmission ) Endf_retrans()
Transconf: state= NonPrim
Clientreq: buffer request
Regconf, Statemess, CPGness: Not possible

also possible when the missing parameters are not impor-

tant.
e We say that serveris a member oPC(px) if s is in the
servers set odPC(px).

5.2.1 Safety

We prove that the following properties are invariants of the
protocol. i.e. they are maintained throughout the exeoudfo

the protocol:
Global FIFO Order - If serverr ZDelivered an actiom

generated by servert thenr already performed every action

thats generated prior ta.
ayi =for all i’ < i there exist’j j such that"’, .

Global Total Order - If both serverss andr ZDelivered

their:th actions then these actions are identical.

Eas,i; Gy = Qs,q = Qrj-

)

I sQuorum()
if there exists a server inonf with vulnerablestatus= Valid
return False
if conf does not contain a majority gfimComponensetreturn
False
return True

Handle_buff_requests()
for all buffered requests
actionindex+
create actiommess and write tongoingQueue
** sync to disk
for all buffered requests
SafeBCast(actiamess)
clear buffered requests

CodeSegment 5.9 Code executed in the Construct state

case eventis

Transconf: state= No

CPCmess:

if (all CPC messages were delivered )
for each server s inonfset
setgreenLinefs] to greenLinepserverld

Install()
state= RegPrim
Handlebuff_requests()

Clientreq: buffer request

Action, Regconf, Statemess: Not possible
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CodeSegment 5.10 Install procedure

CodeSegment 5.14 Marking procedures

if ( yellowsstatus= Valid )
for all actions inyellow.set
MarkGreen(Action) (OR-1.2)
yellow.status= Invalid
yellow.set= empty
primComponenprim._index+
primComponenattemptindex= attemptindex
primComponenservers= vulnerableset
attemptindex 0
for all red actions ordered by Action.actidt
MarkGreen(Action) (OR-2)
** sync to disk

CodeSegment 5.11 Code executed in the No state

case eventis
Regconf:
setconf according to Regonf
vulnerablestatus= Invalid
Shift to_exchangestates()
CPCmess: if (all CPC messages were deliversthje= Un
Clientreq: buffer request
Action, Transconf, Statemess: Natpossible

CodeSegment 5.12 Code executed in the Un state

case eventis
Regconf:
setconf according to Regonf
Shift to_exchangestates()
Action:
Install()
MarkYellow( Action )
state= TransPrim
Clientreq: buffer request
Transconf, Statemess, CPGness: Not possible

CodeSegment 5.13 Recover procedure

state= NonPrim
for each action iongoingQueue
if ( redCuf serverld] < Action.actionid.actionindex)
MarkRed( Action )
** sync to disk

MarkRed( Action )

if ( redCuf Action.actionid.serverid ] =  Ac-
tion.actionid.actionindex - 1)
redCuf Action.actionid.serverid ]++
Insert Action at top ofctionQueue
if (Action.type = Action ) ApplyRed( Action )
if ( Action.actionid.serverid = serverld) delete action from
ongoingQueue

MarkYellow( Action)

MarkRed( Action )
yellowset= yellowset+ Action

MarkGreen( Action)

MarkRed( Action )

if (Action not green)
place action just on top of the last green action
greenLinefserverld] = Action.actionid
ZDeliver( Action )

Proof. A serverr knows aboutPC(px, a® either when in-
stalling it or when learning about it. From the algorithme th
only placer learns aboutPC, (pz, ax) is at Step 1 of the
Computeknowledge procedure (CodeSegment 5.7). Accord-
ing to Step 1, there is a servethat sent a State message con-
taining PC, (pzx, ax). Therefore, to start the chain, there must
be a servers that installed PC,(pz,ax) such that
PC,(px,ax) = PCs(pz, ax). O

Lemma 2. The pair (px,ax) never decreases at any server s;
Moreover, it increases each time server s sends a CPC mes-
sage or installs a new primary component.

Proof. Before a server installs a primary component, it sends
a State message containing its last known primary compo-
nent (fieldprimComponenin the State message). Note that
just before sending the State message, the server forces its
data structure to disk, so that this information is not Idst i
the server subsequently crashes. In the Comkntsvledge
procedure (CodeSegment 5.7), the server pgtaCompo-
nentto the maximal gx, a¥ that was sent in one of the State
messages (including its own). Therefore, the local value of
(px,ax does not decrease.

Note that the global FIFO order and the global total order  Just before sending the CPC message, while the server

invariants imply that the global total order is also coresist

with causal delivery.

is in the Exchangections State, it incremenmimCompo-
nent.attempindexand immediately forces its data structure

We assume that all of the servers start with the follow-to disk (CodeSegment 5.5).

ing initial state:primComponent.prinindex=0, primCompo-
nent.attempindex=0, primComponent.servers= S, empty
actionQueue, vulnerable.statudnvalid, yellow.status=In-

valid.

Before proving the invariants, we will prove a few claims
regarding the history of primary components in the system.

Lemma 1. If server rlearns abouPC, (pz, ax), then there is
a server s that installe®C (pz, ax) such thatPC, (px, ax)

= PCy(pzx, ax).

When installing, the server increments
primComponent.prinindex (CodeSegment 5.10) and forces
its data structure to disk. Since these three places arentjie o
places wher@rimComponenmay change, the claim holds.

O

Lemma 3. If server s installsPC; (pz, ax), then there exists
server r that installedPC,.(pz — 1, az’).

Proof. According to the algorithm, if serverinstalls a pri-
mary component witiprimComponent.prinindex= px, then



10 Yair Amir, Ciprian Tutu: On the Path from Total Order to Da&slke Replication

there is a serverthat sent a State message contairprigi- vulnerable in this set, are the servers that installed. Elenc
Component.primindex= px-1 for that installation. Therefore servert learns about the installation of a higher primary com-

t either installed a primary component with ponent before sending its second CPC message, which con-
primComponent.prinindex= px-1 or learned about it. In any tradicts Lemma 2.

case, according to Lemma 1, there exists a servbat in- Therefore, no such serveexists, proving the base of the
stalled such primary component. O induction.

) _ The induction step assumes that the claim holdspfor
Lemma 4. If server s installed”C; (pz, ax) and server rin-  and shows that it holds fqux+1.

stalled PC;.(pz, az’), thenaz = a2’ and PCs(pz, ax) = The proof is exactly the same proof as foe1, where 0
PC,(px, az). is replaced byx, 1 is replaced bpx+1, andS is replaced by
) . . ) , the set of servers IRC(px,aN. O
Proof. We prove this claim by induction on the primary com-
ponent indexpx . Lemmab. If server s installed or learned aboutC,(px)
First we show that the claim holds fpx=1: and server r installed or learned abouPC,(pz), then

Assume the contrary. Without loss of generality, supposepc, (pz) = PC,(px).
thatax> ax. Remember that at initialization, the set of servers
in primComponenis S. Therefore, since installs a primary  Proof. Follows directly from Lemma 1 and Lemma 4. O
component with (Jax) there is a majority ofS that partici-
pated in that attempt and sent a CPC message wiix)(0, From here on, we will denoteC(px) the primary compo-
For the same reason, there is a majoritySothat sent  nent that was installed withrim_index px Lemma 5 proved
a CPC message with @X). Hence, there must be a server the uniqueness #C(px) for all px
t that participated in both attempts and sent both messages.
From Lemma 2 and from the fact thak > ax, ¢ sent the Lemma 6. If a primary component PC(px+1) is installed, then
CPC message with @x) before sending that with (8x). a primary component PC(px) was already installed, and there
From the algorithm, since installed, there is a server exists a server s such that s is a member of both sets of PC(px)
that received all the CPC messages of the first attempt in thand PC(px+1)
regular view. i.e. there is a server belonging to the first ma-
jority, that shifted from Construct to RegPrim (CodeSegmen Proof. If a primary componenPC(px+1) is installed then
5.9). The safe delivery property of extended virtual syndlgr ~ there exists a server that installed it. According to Lemma 3
(Property 12 in the Appendix) ensures that all the members othere is a server that installéC(px). According to Lemma
the first majority (including) received all the CPC messages 5, all the servers that installed or learned about a primary
before the next regular view, or crashed. Therefore, aecordcomponent with indepx, installed or learned about the same
ing to the algorithm, for each serverbelonging to the first PC(pX). According to the algorithm, a majority froRiC(px)
majority, only the following cases are possible: is needed to propodeC(px+1) in order to instalPC(px+1),
Serveru receives all the CPC messages in the regulatherefore there is a server that are members of both sets of
view and installs a primary compone€(1,ax) (CodeSeg- PC(pX) andPC(px+1). O

ment 5.9).
Serveru crashes before processing the next regular view ~We are now ready to prove the invariants. There are three
and remains vulnerable. places where the MarkGreen procedure is called. We label

Serveru receives all the CPC messages, but some are ddhem with the following labels that appear also in the protoc
livered in the transitional view. In this caseis in the Un  pseudo-code:

state. Two sub-cases are possible: OR-1- the action was SafeBCast (sent) and GCDelivered
Serveru receives an action, and instalkC(1,ax) (see ~ (delivered) at a primary component. This notation covees th

CodeSegment 5.12). following two particular situations marked in the algorith
Serveru receives the next regular view and remains vul- code:

nerable. OR-1.1- the action was delivered in the regular view of a
Since these are the only possible cases, every member §fimary component (see CodeSegment 5.2). .

the first majority either install®C(1,ax) or remains vulner- OR-1.2- the action was delivered in the transitional view

able. If servet installs PC(1ax), then Lemma 2 contradicts Of the primary component, for each member of the last pri-

the fact that it later sent a CPC message witax0 If server ~ mary component that participates in the quorum that irsstall

¢ remains vulnerable, then according to the algorithm, ittmus the next primary component (see CodeSegment 5.10).

invalidate its vulnerability before sending another CPGsme OR-2- The action was delivered by the GC at a non-

sage. This can happen in the only following ways: primary component and was ordered with the installation of
Servert learns about a higher primary component. Again, & hew primary component (see CodeSegment 5.10).

Lemma 2 contradicts the fact that it later senta CPC message OR-3- The action was ordered when this server learned

with (0,ax). about this order from another server that already ordered it
Servert learns that all the servers from the first major- (see CodeSegment 5.6).

ity did not install and are vulnerable to the same server set,

contradicting the fact that serveinstalled PC, (pz, az’). Lemma?7. If server s orders an action according to OR-3
Servert learns that another server from the set is not vul-then, there exists server r that order this action at the same

nerable with the same @X). The only servers that are not order according to OR-1 or OR-2.
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Proof. At initialization, no actions are ordered at any of the and processed &t In this case, according to the algorithin,
servers inS, sinceactionQueuds empty.OR-1, OR-2and  and all prior actions that are not yet ordered will be inchlide
OR-3are the only possible places where actions are ordereh the Yellowset at the same order, aidllowwill be valid.

by the algorithm. If serves orders actiom according tdOR- Case-3- Servert crashed before actiomwas processed
3then there was a server that SafeBCast the actiand its  att and before the next regular view was processed At-
order at the ExchangeActions state (see CodeSegments Seérding to the algorithm, servéremainsvulnerableafter it
and 5.6). To start this chain, there must be a server that orecovers.

dered action: in a different way, an@®R-1andOR-2are the Consider serves. If Case-1 exists fos, thens already
only possibilities. O ordered: at the same order asbefore sending the CPC mes-
sage folPC(px+1).

Lemma 8. Assume that: servers s and r install PC(px), they
have the same set of actions, ordered in the same order, anﬁ‘on
marked in the same color, in their actionQueue when sendin
the CPC message for PC(px). Then, for every action a thaTe
both r and s ordered in PC(px) according to OR-1.1, they
ordered it at the same order.

If Case-2 exists fos, then actionz and all previous ac-

s inYelloware not extracted from théellowof s unlesss

arns about the order of it before sending the CPC message
or PC(px+1). In this case, according to Lemma 7, there is a
servery that already ordered this message accordir@Rel

or OR-2 The only possibility is that: is a Case-1 server g0
Proof. Under the assumption, and according to the algorithmnd all préevious actions were orderedat the same order

s andr have identicabctionQueue, greenLineand invalid @S- According to the algorithms ordered: and all previous

Yellowwhen they complete the Install procedure. actions at the same order asit the ExchangeActions state
Sincea was ordered both at and s according toOR-  (Se€ CodeSegment 5.6). _ .
1.1it was delivered both to- and s in the regular viewv If Case-3 exists fos then, according to the algorithm (see

within which PC(px) existed. According to the agreed deliv- CodeSegment 5.8)has to invalidate its vulnerability before
ery property of extended virtual synchrony (Property 1himt it is able to send a CPC message to indedl(px+1). There
Appendix), the same set of actions at the same order is delivare only two possibilities fos to invalidate its vulnerability.
ered up to and induding actianto bothr ands. According The first p.OSS|b|||ty is to learn that another server thaObgB

to the algorithm, each delivered action in the RegPrim statd0 PC(pX) is unvulnerable. The only unvulnerable servers are
is marked green immediately when it is delivered. Therefore Case-1 and Case-2 servers which are more updatedsthan

bothr ands ordered the action, and all previous actions, at If s learns about them and their order (see CodeSegment 5.4
the same order. o  and 5.6), then the claim holds. The second possibility accur

if s learns that all of the servers that belongRG(px) are
Lemma 9. Assume that: servers s and r are members of PC(pxulnerable. In this case, according to the algorithm, they a
they have the same set of actions, in the same order, andrashed before processing the next regular view. Since ther
marked in the same color in their actionQueue, when sendingxists at least one Case-1 servel;, the most updated server
the CPC message for PC(px), and s is a member of PC(px+1)Jn PC(x) is a Case-1 server. Therefore, according to the al-
Then, for every action a that r ordered in PC(px) according to gorithm, whens learns that is also vulnerables also learns
OR-1.1, s either ordered a or has a in its Yellow at the samehe order ofz and all the previous actions at
order before sending the CPC message for PC(px+1). More-  Lastly, if s installs PC(x+1), it marks all the yellow ac-
over, if s installs PC(px+1) then s orders a at the same ordertions as green. O
asr.

Proof. Under the assumption, and according to the aIgoritth emma 10. I server s is a member of PC(px) then:
(i) s has marked as green or yellow at the same order,

s andr have identicakhctionQueue, greenLineand invalid . )
Yellowwhen they complete the Install procedure. every action th_at any server marked as green according to
Sincea was ordered at according tdOR-1.1it was deliv- OR-1 or OR-2in PC(px-1) .

(ii) s has marked as green at the same order, every action

ered tor in the regular view within which PC(pX) existed. .
According to the safe delivery property of extended virtual @t any server marked as green according to OR-1 or OR-2
in PC(px’) where px'< px-1

synchrony (Property 12 in the Appendix)was delivered in Z\MFA
v orintrangv) to every servet in PC(pX) unless it crashes. (iii) if r is another member of PC(px), then r and s have
According to the agreed delivery property (Property 11 i th the same setof actions, ordered in the same order, and marked
Appendix),a and all prior messages in vievom(v) were de- N the same color, in their actionQueue, when sending the

livered tot in the same order. CPC message for PC(px).
Therefore, only three cases are possible for any server
in PC(pX): Proof. We prove this claim by induction on the primary com-
Case-1- Action a, and all previous actions deliveredito ~ ponent indexpx
in v, are delivered te in the regular view. According to the First we show that the claim holds fpx=1.
algorithm,t marksa and all previous actions as green atthe  Atinitialization, no actions are ordered at any of the sesve
same order (see CodeSegment 5.2) accordi@Rel.1 in S andYellowis empty, proving4) and (i) for px=1. Ac-

Case-2- Action a, and all previous actions delivered to cording to the algorithm, all the membersRE(1) exchange
r in v, are delivered ta@ in the regular view or transitional  actions so that they have identical set of actions in taeir
viewtrangv) in the same order, andis delivered in the tran-  tionQueuebefore sending the CPC message, and all actions
sitional viewtrang(v), and the next regular view is delivered are red. Therefore, the claim holds fo=1.
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The induction step assumes that the claim holds for all  According to the algorithm, when a regular view is deliv-
primary components up to and includipg and shows that ered, then the servers exchange actions that are misseg by an
the claim holds fopx+1. of them (see CodeSegment 5.4 and 5.6). If ses\ggnerated

According to the algorithm and to the delivery integrity a7 before this retransmission thenyitioes not have*, it
property of extended virtual synchrony (Property 4 in the Ap will be retransmitted. If server generated both*7 anda®"*
pendix), only members ¢C(pX) can order actions according after the retransmission, then according to the algorittfim,
to OR-1 or OR-2 in PQiX) for any pX. was generated first. According to the causal delivery pityper

According to Lemma 6, there is one servethat is a  of extended virtual synchrony (Property 10 in the Appendix)
member of botlPC(pxX) and PC(px+1). Lets be any mem- if ¢* is delivered tor in v or the transitional view that fol-
ber of PC(px+1). Only the following two cases are possible: lowsv, thena®7 is delivered ta- beforea®*. O

Servers was a member of PC(px}ccording to the in-
duction assumptionii() s and¢ had the same set of actions Theorem 2 (Global FIFO Order). If server r ZDelivered an
in the same order, and marked in the same colors when sen@ction a generated by server s, then r already ZDelivered ev-
ing the CPC message fBIC(px). Accordingto Lemma 9, and  ery action that s generated prior to a.
sinces andt are members dC(px), they both had marked as ajj, =for all i’ < i there existj’ < j such thataf;j.//.
green or yellow, at the same order, all actions trgt server ’ '
marked as green according@®R-1or OR-2in PC(pX). Thus,  Proof. According to the algorithms creates its own actions
(z) is proved. Moreover, according to the induction assump-according to a FIFO order. Moreovernever looses its own
tion (i) and Lemma 9, and the fact that there is a server thaactions even if it crashes (see CodeSegments 5.1, 5.2 and
installedPC(px), they both marked as green, at the same or-5.13).
der, all actions thaany server marked as green according  Assume the contrary. Without loss of generality, assume
to OR-1or OR-2in PC(pX) for any pX < px Thus, (i) is  thattis the first server that orders tfté action of some server
proved. Finally, according to the algorithm, and simcand s, a®, such that theith action ofs, a*7, is not ordered at
s are both members ¢¥C(px+1), they both sent a CPC mes- for somej < i. Therefore, according to Theorem 1, any server
sage forPC(px+1), which required them to go through a re- that orders:*¢, orders it before ordering® .
transmission phase in the Excharaygions state (see Code- Sincet is the first server to order’*?, only three cases are
Segment 5.6). Therefore, they have the same actions, arder@ossible fort:
at the same order and marked at the same colors before send- Servert ordersa®-* according tadOR-1.1 In this case, ac-
ing the CPC message fB"C(px+1). Thus, {ii) is proved. cording to the algorithmy*# is delivered in a primary compo-

Servers wasnot a member of PC(px)According to the  nentPC(px) such that is a member oPC(px). According to
induction assumptioni ¢ has marked as green at the samethe delivery integrity property of extended virtual synahy,
order all actions that marked green according ®R-1land s is also a member of the regular view within whiBiC(pX)
OR-2 proving ¢) and i). According to Lemma 7, any action is installed. Therefore, according to the algorithnis also a
ordered bys according toOR-3was already ordered at the member ofPC(pX). Therefore, according to Lemma 14
same order by another server accordin@®-1or OR-2 Ac- was delivered (and therefore, ordered) first. i.e. this égase
cording to the induction assumptioi) &nd {i), t has marked  not possible.
as green or yellow at the same order as any other server that Servert orderse®* according tadOR-1.2 In this case, ac-
ordered it as green. Henc&s order can not contradiat's cording to the algorithm, there wasuaserver at whichu®7
order. Since they exchange actions before sending the CP®as delivered in a transitional view of some primary com-
they will have the same set of red, yellow and green beforgponentPC(px). According to the delivery integrity property
sending their CPC messages. Thiig) (s also proved. O of extended virtual synchrony (Property 4 in the Appendix),

and to the algorithms is a member oPC(pX). If a*7 was
Theorem 1 (Global Total Order). If both servers s and r ; : :
ZDelivered their ith actions then these actions are ideaitic generated before the installationRC(px), thenw ordered it

at the installation oPC(px), and before ordering®>*. If a7
was generated after the installation of PC(px) then ldth
s 4, Ay g = Qs = Ay anda®J where delivered in the same view. According to the

B ” ' causal delivery property of extended virtual synchronyp(Pr
Proof. From Lemma 10 and Lemma 8, all the servers that or-erty 10 in the Appendix)q** was delivered (and therefore,
der an action according ©OR-1or OR-2do so in the same ordered) first. i.e. this case is not possible.
order. From Lemma 7, if a server orders an action according  Servert ordersa®* according toOR-2 In this case, ac-
to OR-3there already exists a server that ordered that actiogording to the algorithnt, orders all its unordered actions ac-
according tdOR-1or OR-2at the same order. Therefore, since cording to theirAction.id. Sincej < i, and bothu®* anda®’
OR-1, OR-2 andOR-3are the only possibilities to order ac- are generated by the same servet,tikda®7 then it would
tion, if two servers ordered an actiarthey ordered: at the  have ordered it before’*. Thereforet does not haves.
same order. g Therefore, since only Case-3 might be possible, there has
to be a server that receive$® before it receiveda®’ and
beforea®? is ordered by any server. Assume thas the first
server to receive®’ before it received .

According to Lemma 11, server could not havea®?
Proof. According to extended virtual synchrony, bottand  as a new action generated bywithout having all prior ac-
r are members of. tions generated by. Therefore, according to the algorithm,

Lemma 11. If r hasa®* such thaiz®’ was SafeBCast by s at
view v and was delivered to r in v or in the transitional view
immediately following v, then r already ha&’ for any j < i.
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the only option left forr is to havea®* as a result of a re-
transmission. Since®* is not yet ordered, and each server
that hase®* has alsaz®7, and since retransmission for un-
ordered messages is done in FIFO ordé¥, is retransmitted
first. By the causal delivery property of extended virtuai-sy
chrony (Property 10 in the Appendix}? is delivered tor
beforea®?, leading to a contradiction. a

5.2.2 Liveness

[ ]
In section 2.2 we specified the assumptions we make regard-
ing the group communication layer properties. We now pro-
ceed to prove the Liveness properties hold for our algorithm

Theorem 3 (ZDelivery Propagation). If servers ZDelivers
actiona and there exists a set of servers containingndr,

and a time from which on that set does not face any commu-
nication or server failure, then servereventually ZDelivers
actiona.

13

yellow actions, including actioa. According to Theorem

1, r ordersa at the same orderordereda.

Servers orderedz according tdOR-2 Thereforeg was a

red action at which was ordered when installifC(pX)

(see CodeSegment 5.10). According to Assumption 2 on
the group communicatiom, eventually installsS?C(px),
andr also has the same set of actions after the retrans-
missions. According to the algorithm,also orders the
red actioru according tdOR-2 According to Theorem 1,

r ordersa at the same orderorderedu.

Servers ordered: according t@OR-1.1 Therefore: is de-
livered tos in view v (see CodeSegment 5.2). Since there
are no communication or server failuresis also deliv-
erable at the group communication layen-ofAccording

to assumption 2 on the group communication layeis
eventually delivered to. According to the algorithm:
immediately orders, and according to Theorem 1, it or-
dersa at the same orderorderedu.

O

The above property in itself guarantees progress of the

O (Fas,i A stable_system(s,r)) = O3ay;.

group of servers as long as at least one server orders an.actio

i i . The following liveness property will describe the conditio
Proof. Since there exists a set of servers containim@dr,  ynder which an action submitted for ordering by a client is
and atime from which on that set does not face any communiacally ZDelivered by at least one server. The progregsrel

cation or process failures then, according to Assumption 1 0 o, theeventual path concept that was introduced in section
the group communication, there is a time at which the group, o

communication delivers a view changeontainings andr
to boths andr, and from this time on does not deliver any
other view change te andr-.

If a is ordered at- at the timev is delivered ta- then, ac-
cording to Theorem I; ordersa at the same orderordered
a.

Assumeq is not ordered at at the timev is delivered to
r. There are only two cases:

Servers ordered actioru before the delivery of. In this
case, aftew is delivered, according to the algorithmand

Theorem 4 (Liveness). If servers receives a ZBCast() in-
vocation from a client, and there exists a primary component
PC(px) which does not face any communication or server
failures and a server that installed PC(px) such that is

in the causal past aof, thenr orders (ZDeliversin.

Proof. According to the algorithms creates an actiom cor-
responding ton and SafeBCasts it to the current component
after saving the action on permanent storage (CodeSegments

r send State messages, and exchange actions and knowledgé, 5.2 and 5.8).

(see CodeSegment 5.6). Sincalready ordered action the
most updated server already orderedoreover, according

If s does not crash, according to the Self-Delivery prop-
erty of the group communication (Property 6 in the Appendix)

to Theorem 1¢ was ordered at the most updated server at thes receivesa from the group communication and places it in

same order as in. According to Assumption 2 on the group
communication, all these messages are deliveredThere-
fore,a and its order are eventually delivereditoAccording
to the algorithmy orderse (OR-3. According to Theorem 1,
r ordersa at the same orderorderedu.

Servers ordered actions after the delivery ob. There-
fore, since no other view is delivered aftgra primary com-
ponentPC(px) is created withirv, with s and r as members.

its actionQueugCode Segment 5.14). ifreceives: in a pri-
mary components ZDeliversa according to OR-1.1. In this
casey is actuallys.

Letr be the first server on the eventual propagation path
(in the causal future) of that installs a primary component
PC(px). If s receivesa in a transitional view following a
primary components marksa as yellow. According to the
algorithm, sincePC(pz) is the first primary component in

Since there are no communication or server failures, and by’s causal futureq is propagated as yellow until receives

Assumption 2 on the group communication layer, botind
r eventually installPC(px). Sinces ordered actioru at that
primary component, only three sub-cases are possible:

e Servers ordereds according taOR-1.2 Thereforeq was
a yellow action ats which was ordered when installing
PC(px) (see CodeSegment 5.10). According to Assump-
tion 2 on the group communication, eventualijhas the

it before installingPC(px). At that point,r ZDeliversa as it
installs PC(px) at OR-1.2.

If s receives: in a non-primary component, it marks it as
red. According to the algorithm,receives: as red upon com-
pleting the ExchangeActions procedure and before installi

5 The use of eventual path propagation also guarantees the opt
mality of our liveness properties. Intuitively, the ZBCadgorithm

same set of actions after the retransmissions and gets afhakes the maximum possible progress as lorapgipair of servers

the CPC messages. Therefareyentually install$C(px).
According to the algorithm, when installing,orders its

is connected for sufficient amount of time. This assesmees dot
evaluate the optimality of the information exchange proces.
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PC(px). According to the algorithm; ZDeliversa when in-  system to the PERSISTENJOIN message. From the per-
stalling PC(pz) (OR-2). sistency perspective however, it might be expected that the
If s crashes before receivingfrom the group commu- holds an action-log including actions ordered before itiin
nication and subsequently recovessexecutes the Recover duction to the group which may have been missed by other
procedure. At this time goes through the messages imits ~ servers in the system. In practice, whejoins the system it
goingQueuavhich was saved on stable storage, fiadend  needs to request the transfer of all actions starting froan th
marks it as Red and places it in #stionQueudCodeSeg- "white line” of the system up to the current state. This re-
ment 5.13). According to the algorithmreceivesa and its ~ quirement may become even stricter if we take into account
order before installing th€C(px). and orders it accordingto application requirements. An example and discussion are pr
OR-2 before installing?C (px). vided in section 7 where we present a database replication
O service that employs the ZBCast primitive.

CodeSegment 6.1 Online reconfiguration in the ZBCast al-
gorithm

. . . ... _MarkGreen (Action
In this section we present an extension to the PGTO algorithm MarkRed((Actiorz)

presented in Section 5. As mentioned in the descriptionefth , (Action not green)
model, the ZBCast algorithm works under the limitation of a3 pjace Action just on top of the last green action
fixed set of servers which needs to be known in advance. Itig  greenLinefserverld] = Action.actionid

6 Dynamic Server I nstantiation and Removal

of great value, however, to allow for the dynamic addition of 5 if (Action.type == PERSISTENTOIN && Action.join_id
new servers as well as for their removal. This feature does nonot in local structures)
only increase the flexibility of the system setup, but cao als 6 extendgreenLinesredCutto include new server id
improve the system performance and liveness. If the systeri greenLinefAction.join_id] = Action.actionid
does not support permanent removal of replicas, it is suscef® if (Action.actionid == serverld
tible to blocking in case of a permanent failure or long-term10 start action-log transfer to joining site
disconnection of a majority of nodes in the primary compo-11 elsif (Action.type == PERSISTENIEAVE & & Ac-
nent. tion.leaveid is in local structures)

12 reducggreenLinesredCutto exclude Action.leavéd

13 if (Action.leaveid == serverld exit

. - 14 |

6.1 Algorithm Description 15 e;%eliver( Action )

When new server initiates connection
Dynamically changing the set of servers is not straightfor-16 if (state == RegPrim) or (state == NonPrim)
ward: the set change needs to be synchronized over all the7  if (new server not in local data structures)

participating servers in order to avoid incorrect behavguch 18 create PERSISTENJOIN action

as two distinct components deciding they are the primamy, on 19 SafeBCast(action)

being the rightful one in the old configuration, the othenigei 20  else

entitled to this in the new configuration. Since this is baljjc 21 continue action-log transfer to joining site

a consensus problem, it cannot be solved in a traditional fas When server wantsto leave the system
ion. We circumvent the problem with the help of the persisten 22 if (State == RegPrim) or (state == NonPrim)
global total order that the algorithm provides. 23 create PERSISTENIEAVE action

When a server wants to permanently leave the system, it 24 SafeBCast(action)
broadcasts a PERSISTENIEAVE message that is ordered
as if it was an action message. When this message becomes
greenat servers, s can update its local data structures to
excluder from the list of potential servers. The PERSIS- CogeSegment 6.2 Joining the ZBCast group
TENT_LEAVE message can also be administratively mserte.d25 While not updated
into the system to signal the permanent removr_:ll, due to fal|-26 (re)connect to server in the system
ure, _of one of the servers. The message can be |_ssued byas§e i ansfer action-log
thatis still in the system and contains the server id of tfelde g setgreenLinefserverld to the actionid given in the system to
node. the PERSISTENTOIN action.

Adding a new server to the ZBCast group is, in princi- 29 state = NonPrim
ple, a similar operation and relies on the existing system or30 join ZBCast group and start executing ZBCast algorithm.
dering a PERSISTENTOIN message, which determines the
point in the message ordering history from which on the new
server is required to ZDeliver actions together with thé oés Algorithm 6.1 shows the modifications that need to be
the group. However, the operation is more delicate due to thadded to the ZBCast algorithm described in Section 5 to sup-
persistence property of the ZDelivery. From the Global Tota port online reconfiguration. We preserve the notations from
Order perspective, in order to extend the correctness psope the previous section. Algorithm 6.2 shows the actions that
to the new server, r only needs to set its green line (the need to be performed by the joining site before it can join
global total order counter) to the value assigned by the oldhe ZBCast group and start executing the algorithm.
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A new server that wants to join the ZBCast group will by the system to the PERSISTENDIN action. From this
first need to connect to one of the membejof the system, point on the behavior of is indistinguishable from a server
without yet joining the groups will act as a representative in the original configuration and the claim is maintained as
for the new site to the existing group by creating a PERSISper Theorem 1. O

TENT_JOIN message to announcs intention to join the i
Theorem 6 (Global FIFO Order (dynamic)). If server r ZDe-

group. This message is ordered as a regular action, acgordir?, )
to the standard algorithm. When the message becgrees ivered an action a generated by server s, then r already ZDe-
livered every action that s generated prior to a, after r gih

at a server, that server updates its data structures taiathe
newcomer’s server id and set the green line (the last gpball tN€ System.

ordered message that the server has) for the joining membgs;of. According to Theorem 2, the theorem holds true from
as the action corresponding to the PERSISTENIIN mes-  he injtial starting point until a new member is added to the

sage. Basically, from this point on the servers acknowledg%ystem_ Consider, a member who joins the system. From
the existence of the new member, althoug still not con-  Thegrem 5, the PERSISTENIOIN message is ordered at
nected to the group. When the PERSISTEBOIN message  the same place at all servers. All actions generatesldnyd
becomes green at the peer server (the representativefiéhe p orqered after the PERSISTENIOIN message are ordered
server will take a snapshot of the action log and start tlnsf - gimjjarly at every server, including according to Theorem 5.
ring itto the joining member, starting from the action maki  gjnce Theorem 2 holds for any other member, this is sufficient

the white line of the system up to the action corresponding tqq gy arantee thatorders all other actions generatedyyior
the PERSISTENTJOIN message that introducedf the ini- to a, and ordered aftefjoined the system. O

tial peer fails or a network partition occurs before the $fan

is finished, the new server will try to establish a connection  Similarly, the liveness properties specified in section 5.2
with a different member of the system and continue its up-need to be refined to include the notion of dynamic configura-
date. If the new peer already ordered the PERSISTARNIN tion. Theorem 4 is trivially satisfied by the dynamic alglonit
message sent by the first representative, it knows aband  without any change, as it relies on the causal history of an ac
the state that it has to reach before joining the systemether tion throughout its life in the system, notion which doesn’t
fore is able to resume the transfer procedure. If the new peethange in the dynamic context.

has not yet ordered the PERSISTENDIN message, it is- . : :

sues another PERSISTENIDIN message for. PERSIS- 1 neorem 7 (ZDelivery propagation (dynamic)). If server s
TENT_JOIN messages for members that are already prese/fders action a in a configuration that contains r and there
in the local data structures are ignored by the existingssery  €XIStS @ set of servers containing s and r, and a time from
so only the first ordered PERSISTENIDIN defines the en- Whlch on that set does not face any communication or process
try point of the new site into the system. Since the algorithmf@ilures and r does not leave and is not removed from the
guarantees global total ordering, this entry point is ualgu  S€TVer set, then server r eventually orders action a.

defined. Finally, when the transfer is completsets the ac-  prgof. The theorem s a direct extension of Theorem 3, which
tion counter to the last action that was ordered by the SysteMcknowledges the potential existence of different sesetr-
and joins the group. This is seen as a view change by the exisgonfigurations. On a static configuration, an action that-s o
ing members which go through the two EXCHANGE statesgered by a server is ordered by all servers in the same con-
and continue according to the algorithm. figuration as a direct consequence of the static livenegs pro
erty. In the presence of configuration changes, the eventual
path propagation is unaltered since any new member will join
6.2 Proof of Correctness they system with a complete log of all the actions that might
be needed by another server. Servers that leave the system
The algorithm in its static form was proven correct in the-pre or crash do not meet the requirements for the liveness prop-
vious section. Here we prove that the enhanced dynamic velerty, while servers that join the system will order the ausio
sion of the algorithm still preserves the same guarantees. generated in any configuration that includes them, unless th
The properties specified by Theorems 1 and 2 need to berash. O
refined to encompass the removal of servers or the addition of
new servers to the system.
7 From ZBCast to Database Replication
Theorem 5 (Global Total Order (dynamic)). If both servers
s and r ZDelivered their ith action, then these actions areWe looked at the Persistent Global Total Ordering problem,
identical. not just from a theoretical perspective, but motivated by a
very important application that requires both a strongypro
Proof. Consider the system in its start-up configuration set.ably correct solution and high performance: databaseaapli
Any server in this configuration will trivially maintain thi  tion.
property according to Theorem 1. Consider a ses/trat The state machine approach [28] to database replication
joins the system. The safety properties of the static algori  ensures that replicated databases that start consistérg-wi
guarantee that after ordering the same set of actionsyaélise  main consistent as long as they apply the same deterministic
will have the same consistent action-log. This is the caswh actions (transactions) in the same order. Thus, we can eeduc
a PERSISTENTJOIN action is ordered. According to the al- the database replication problem to the problem of conistruc
gorithm s sets its global action counter to the one assignedng a persistent global total order of actions.
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In this section we describe a database replication modehe joining intent (the PERSISTENJOIN action). Our sug-
using the ZBCast primitive and discuss its benefits and limi-gested online reconfiguration method allows the replicated
tations. system to continue execution while the joining replica is up

dated. According to the ZBCast reconfiguration algorithin 6.

the new replica is updated while the existing system coesnu
7.1 Replication Model execution. When the new replica joins the replicated group,
a view change is detected and the final update is performed
as guided by the regular ZBCast algorithm. In order to fur-
ther optimize the process, several incremental synchaeniz
set of commands that follow the ACID properties. A replica- tion points may be determined by th_e peer Server responsi-

ble for updating the new member, which will reduce the syn-

tion service maintains a replicated database in a dis&tbut chronization amount needed during the Exchange states of
environment. Each server from the server set maintains a pri ! 9 9
tge ZBCast algorithm.

vate copy of the database. The initial state of the databas : ; . .
is identical at all servers. Several models of consisteagy ¢ . T_he online reconfiguration _problem for (_jatabast_a replica-
be defined, the strictest of which @me-copy serializability gfu” d'So‘lffﬂ‘:‘ée\'/'a'?i%%";’;eﬁrnip'Sgg{hﬁfﬂgaﬂ%‘gdue:e grf‘o'r”gﬁgthur_
that requires that the concurrent execution of transastion osey and their respective (?rawbacks and presents a comp lete
a replicated data set is equivalent to a serial execution on golution based onpa different arou memri)ershi aradi pm
non-replicated data set. We focus on enforcing the striat co . ; group ErShIp p: gm.
sistency model, but we can also support weaker models. While the described method requires the joining site to be
An actiondefines a transition from the current state of the_permanently conm_ected to the primary component.whlle be-
ing updated it provides the explicit framework that givea-co

mined by the current state and the action. We view actions aeterI to the application (in this case the database) oveditegi

having aquerypart and amupdatepart, either of which can be When the synchronization is complete so that the new replica
missing. Each replica is part of the same ZBCast group an an join the system. We maintain the flexibility of the ZBCast

client transactions are encapsulated into messages wigch a Igorithm by allowing joining servers to be connected to-non

: o ; . primary components during their update stage. It can even
ordered using the ZBCast primitive. The basic model best fit e . ;
non-interactive transactions, but in Section 7.3 we show ho%e the case that a new site is accepted into the system with-

other transaction types can also be supported. out ever being connected to the primary component, due to

This model assumes that all the replicas execute transt_he eventual path propagation method. The insertion of a new

. 2 server into the system in a non-primary component, could be
actions deterministically and the outcome of the same trans ; I
R : ; : . useful to certain applications.
action is identical at all replicas if submitted to the same
database state. Since all transactions are executedyserial
each replica, there is no risk of transaction abort due td-dea
locks or conncurrency control. Our system can deal with-tran
sient commit failures at one of the copies, by detecting th
failure through the database response and retransmitteng t
request until it succeeds. However, if a replica consistent
cannot commit a transaction that was ordered by the ZBCa
algorithm, it will stop making progress and stop responding
to the ZBCast algorithm requests resulting in it being det:c
as crashed by the group communication layer. Ultimately thi
replica needs to be eliminated from the configuration, unles
the problem can be externally fixed, as our model does no

allow for non-deterministic transaction abort. 4 . .
X managers from different vendors replicate the same logical
Under these assumptions, we can transparently emplo&atabase

the ZBCast algorithm in order to provide database replica- In contrast, awhite boxapproach such as [21] will in-

tion. A database client connects to an interceptor modae th tegrate the replication mechanism within the databashH, itse

transforms the transaction request into a ZBCast request fo ; ; ;
the PGTO layer. The message is ordered and upon ZDelivattemptmg to exploit the powerful mechanisms (concuryenc

. A control, conflict resolution) that are implemented inside t
ery, the interceptor applies it to the database and rettsns t database, at the price of losing transparency. A middle-way
results to the requesting client. '

gray boxapproach [19] assumes that the database system is

enhanced by providing additional primitives that can beluse

. o from the outside but does not include the replication mech-

7.2 Dynamic Replication anism inside the database itself. [19] also exploits tha dat
partitioning common in many databases, assuming that the

As we anticipated in section 6.1, supporting a dynamic sefapplication can provide information about the conflict skzs

of replicas requires additional synchronization beforeeawn that are addressed by each transaction. This approach also

replica can join the system. In fact, the new replica needgermits the use of row replication, where a transaction is ex

to be dynamically synchronized with the online replicated ecuted on just one database and its effect is replicatecdeto th

databases, up to the state defined by the action that signaledher servers. This reduces the load on each database server

A Databasds a collection of organized, related data. Clients
access the data by submittitiginsactions.consisting of a

7.3 Design Tradeoffs

“roma design perspective, we can distinguish between three
possible approaches to the architecture of a replicatedbeae.
Sg)ur model follows thévlack boxapproach which does not as-
sume any knowledge about the internal structure of the datab
system or about the application semantics. This allows for
completely transparent replication as neither the cliemt n
the database need to be modified in order to support the repli-
ation. Also, this architecture enables the replicatiostey

0 support heterogeneous replication where differentdesa
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but may increase significantly the network load as the mod-action on average (only the initiating server needs to ftiree
ified row data can be significantly larger than the standardhction to disk).
SQL transaction. We implemented COReL using the same codebase with
We argue that although our design does not allow, in itsour algorithm, the only modifications being due to the proto-
basic form, concurrent transaction execution, it doeanft s col differences. We also implemented 2PC following thestan
fer a performance drawback because it uses an efficient syrtard algorithm specifications. Our 2PC implementation al-
chronization algorithm. Furthermore, even a highly concur lows for actions submitted by different clients to be conedit
rent synchronous replication system cannot overcome tire fu concurrently. This leads to a better 2PC performance than if
damental cost of global synchronization needed by any PGT@vould implement PGTO and is also optimistic with respect to
algorithm and would be therefore limited by the performancedatabase requirements, where possible locking would pteve
of the synchronization module. Section 8 presents some pethe full concurrency allowed by our implementation. Fosthi
formance measurements that support this argument. reason we refer to our 2PC implementation as “upper-bound
In the presentation of our model we mention that our repli-2PC”.
cation architecture assumes that each (possibly multiadipe) Since we are interested in the intrinsic performance of
transaction is deterministic and can be encapsulated in onéie algorithms. clients receive responses to their actins
action, thus removing the possibility of executing nornrmali  soon as the actions are globally ordered, without any intera
teractive transactions. This assumption can be relaxed to @#on with a database. The tests conducted measure the perfor
certain degree. We can allow, for example, a transaction tanance that updates would experience in a replicated system,
execute a deterministic procedure that is specified in thig bo during normal operation when no network events occur. A
of the transaction and that depends solely on the curretet stafollow-up work [2] evaluates a complete solution that repli
of the database. These transactions are called activatrans cates a Postgres database over local and wide area networks

tions. using the ZBCast algorithm and the method described in this
With the help of active transactions, one can mimic in- Paper.
teractive transactions where a user starts a transactiadsr All the tests were conducted with 14 replicas, each run-

some data then makes a user-level interactive decision reting on a dual processor Pentium IlI-667 with Linux con-
garding updates. Such transactions can be simulated veith tnected by a 100Mbits/second local area switch. Each message
help of two actions in our model. The first action contains theis 200 bytes long.

query part of the transaction. The second action is an active Figure 5(a) compares the maximal throughput that a sys-
action that encapsulates the updates dictated by the wser, biem of 14 servers can sustain under each of the three meth-
first checks whether the values of the data read by the firsods. We vary the number of clients that simultaneously sub-
action are still valid. If they are not valid, the second aati mit requests into the system between 1 and 28, evenly spread
is aborted, as if the transaction was aborted in the traditio between the servers as much as possible. The clients are con-
sense. Note that if one server aborts, all of the serverd abostantly injecting actions into the system, the next actromf

that (trans)action since they apply an identical deterstimi  a client being introduced immediately after the previous ac
rule to an identical state of the database, as guarantedwtby ttion from that client is completed and its result reportetht®
algorithm. client.

An extended discussion on how various semantics and Our engine achieves a maximum throughput of 1050 ac-
transaction types can be supported by a solution based on tli@ns/second once there are sufficient clients to satuhate t
ZBCast algorithm can be found in [6], while [2] presents and System, outperforming the other methods by at least a fac-
evaluates a practical prototype that provides replicdtiom  tor of 10. COReL outperforms the uppper-bound 2PC as ex-
PostgreSQL database system. pected, mainly due to the saving in disk writes reaching a
maximum of 110 actions per second as opposed to 63 actions
per second for the upper-bound 2PC. The results reflect the
impact of additional forced disk write operations requibgd
each solution. 2PC pays the highest price and the nodes are
limited by the number of forced disk writes that they can per-
In this section we evaluate the performance of the PGTO alform per second, which in a LAN setting has much higher
gorithm and compare it with two solutions that provide simi- weight than the latency and bandwidth considerations.
lar guarantees: two-phase commit (2PC) and COReL by Kei-  |n order to estimate the impact on performance of forced
dar [20]. While the 2PC comparison seems unrelated with thgyrites to disk, we used asynchronous disk writes instead of
PGTO algorithm, it is the solution adopted by most replidate forced disk writes for a set of tedtsFigure 5(b) shows that
database systems that require strict consistency and the co oyr engine tops at processing 3000 actions/second. Uneler th
parison becomes relevant from that perspective. Since it isame conditions, the upper-bound 2PC algorithm achieves
a well defined algorithm, with well understood performance400 actions/second. COReL reaches a throughput of approx-
trade-offs, 2PC also helps highlight the impact of some ofimately 100 actions/second with 28 clients, but more céient
the design choices made by our solution. In effect, 2PC regre needed in order to saturate the COReL system due to its

quires two forced disk writes and 2n unicast messages peiigher latency. With 50 clients, CORel saturates the system
action. COReL exploits group communication properties to

provide PGTO and requires one forced disk write and n mul- 7 This test is relevant for evaluating the potential perfanoea
ticast messages per action. In contrast, our algorithmmnly such algorithms would have in a database replication arctuite
quires 1/n forced disk writes and one multicast message pawrhich uses high-performance storage technology such asfisiss.

8 Performance Analysis
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300 ‘ ‘ ‘ ‘ —— [11], Phoenix [24] are among those that employ a primary
OREL -x- membership service, while Transis [3], Horus [32], Totem
250 - 1 [7], RMP [33] and Spread [5] employ a partitionable mem-
bership service. The systems also provide different delive
200 |- 1 properties among which Virtual Synchrony [10] and Extended
Virtual Synchrony [25] are of direct importance to this work
150 | | as seen in sections 3 and 5.

; These specifications provide delivery guarantees such as
wl | | Total Ordering which are maintained only with respect te sin
gle views. Fekete et al [15] specify a partitionable groumeo
4 | munication service called View Synchrony and provide an al-
gorithm that builds a Global Total Order on top of this ser-
o ‘ ‘ ‘ ‘ vice. The conceptual solution is related to ours as it bosrow
0 200 400 600 800 1000 1200 from [20] and [4], but does not cope with the "partial amne-

Load (updates/second) . . .
_ o ) sia” problem assuming that processors preserve theirstate
Fig. 6. Latency variation with load tween crashes and recoveries, and also considers a oty stat
set of participants.
In order to provide global total order we define a primary-
Niew membership on top of a partitionable-view membership
oup communication. [27] specifies a primary-membership
jroup communication based on a dynamic quorum and present
total order algorithm on top of the new specification. The
- . O authors decouple the total order from the primary-memigersh
pairs in parallel favoring the 2PC style communication. — gnecification thus separating our Exchange states by abstra
We also measured the response time a client experiencgsy them as application tasks and defining an interface girou
under different loads (Figure 6). Our engine maintains an av,yhich the application informs the group communication that

erage latency of 15ms with load increasing up t0 800 aCyng jnformation exchange is completed (the applicatiogre
tions/second and breaks at the maximum supported load Qkiars” the view).

1050 actions/second. COReL and 2PC experience latencies atomic Broadcast [17]in the context of Virtual Synchrony

of 35ms up to 80ms under loads up to 100 actions/seconth 3] emerged as a promising building block for databasé-repl
with COReL being able to sustain more throughput. cation solutions. Several algorithms were introduced81,
to implement replication solutions based on total ordering
All these approaches, however, work only in the context of
9 Related Work non-partitionable environments.
Keidar [20] uses the Extended Virtual Synchrony (EVS)
The work presented in this paper extends standard group confi25] model to propose an algorithm that supports network
munication techniques to build a new group broadcast primpartitions and merges. The algorithm requires that eadstra
itive and shows how this primitive can be applied to provide action message is end-to-end acknowledged, even when fail-
peer synchronous database replication. In this sectiorcwe aures are not present, thus increasing the latency of theprot
knowledge research that spans these areas and relates to aw.
or several aspects discussed in the present work. Kemme, Bartoli and Babaoglu[23] study the problem of
Group Communication has a long history and a numbemnline reconfiguration of a replicated system in the presenc
of systems exist that implement different specificatioB$SI  of network events, which is an important building block for

Latency (ms)

50

0

with about 200 actions/second. 2PC outperforms COReL i
this experiment because of two reasons: the fact that we u
an upper-bound 2PC as mentioned above, and the partic
lar switch that serves our local area network that is capabl
of transmitting multiple unicast messages between differe



Yair Amir, Ciprian Tutu: On the Path from Total Order to Daéalk Replication

19

a replication algorithm. They propose various useful solu-References

tions to performing the database transfer to a joining sitt a
provide a high-level description of an online reconfigurati
method based on Enriched Virtual Synchrony allowing new
replicas to join the system if they are connected with the
primary component. Our solution can be coupled with these 2.
database transfer techniques and adds the ability to akbew n
sites to join the running system without the need to be con-
nected to the primary component.

Kemme and Alonso [22] present and prove the correct- 3
ness for a family of replication protocols that supportefiff
ent application semantics. The protocols are introducea in
failure-free environment and then enhanced to supporeserv
crashes and recoveries. The model does not allow networkg,
partitions, always assuming that disconnected sites lraghed.
In their model, the replication protocols rely on exterrialw
change protocols that provide uniform reliable delivergin
der to provide consistency across all sites. Our work shows5.
that the transition from the group communication uniform
delivery notification to the strict database consistenayois
trivial, we provide a detailed algorithm for this purposealan
prove its correctness.

Finally, this work builds on [6] where we exposed the del-
icacy of implementing a persistent global total order sevi
in a network model that includes network partitions and re-
merges and allows servers to crash and recover under the’
same identifier. The current work structures the ideas pre-
sented in [6] by introducing a new ordering primitive and-sep
arating it from the database replication application arm pr g
vides the full correctness proof for the algorithm.

1.

9.

10 Conclusions

We introduced a group communication primitive called ZB- 11.

Cast that provides Persistent Global Total Ordering in &gen
environment that supports server crashes and recoveres ex

hibiting partial amnesia- identity preservation but loss of 12.

any state information that is not saved on permanent storage
Also the system supports network partitions and recoveries

and continues to make progress even under these conditions3-

We presented a complete ZBCast algorithm highlighting why
Total Order is not sufficient to provide the desired guarasite
and proving the correctness our solution.

In order to emphasize the utility of a ZBCast primitive, we

showed how it can be employed to provide fully-synchronous 5

active database replication. We presented an extensidmeof t
algorithm that supports dynamic instantiations and rernsova

of replicas and sketched its correctness proof. We finaliy-ev 16.

uated our algorithm against other solutions providing PGTO
and we show the benefits of our optimized solution that fully
exploits the group communication power.
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33.

A Extended Virtual Synchrony

The Group Communication System is assumed to support Ex-
tended Virtual Synchrony semantics as defined below. This
set of properties is largely based on the popular surveyZh [1
and the definition of related semantics in [25] and [29].

We define that some event occurred in vieat proces®
if the most recent view installed by proceskefore the event
waswv.

iprian Tutu: On the Path from Total Order to Da&slke Replication

2. Local Monotonicity

If process installs a view after installing a view’ then
its identifierid,, is greater than’’s identifierid,, .

Same View Delivery

If processe® andq both deliver a message, then they
both deliverm in the same view.

3.

4. Delivery Integrity

1) If processp delivers a message: in a view v, then
there exists a procegghat sentn in v causally before
deliveredm.
2) If procesy delivers a message in a regular view or
in the transitional view’ immediately followingv, there
exists a procesgthat sentn in v.
No Duplication
A message is sent only once. A message is delivered only
once to the same process.
Self Delivery
If processp sends a message, thenp deliversm unless
it crashes.
Transitional Set
1) Every process is part of its transitional set for a view
2) If a proces® installs a view in a previous view, then
the transitional set for the new viewsats a subset of the
intersection between the two views’ membership sets.
3) If two processep andq install the same view thenq
is included inp’s transitional set fow if and only if then
p andq have the same previous view.
4) If processeg andgq install the same view in the same
previous view, they have the same transitional sets in their
new views.
. Virtual Synchrony
Two processep andq that move togethé&rthrough two
consecutive views andv’ deliver the same set of mes-
sages in.
FIFO Delivery
If messagen is sent before messagée by the same pro-
cess in the same view, then any process that delivérs
deliversm beforem’.
10. Causal Delivery
If messagen causally precedes messagéand both are
sent in the same view, then any process that delivérs
deliversm beforem’.
11. Agreed Delivery
1) Agreed delivery maintains all causal delivery guaran-
tees.
2) If agreed messages, and later;n’ are delivered by
proces®, andm andm’ are also delivered by procegs
theng deliveredm beforem’.
3) If agreed messages, and later;n’ are delivered by
proces in view v, andm’ is delivered by procesgin
v before a transitional signal, thendeliversm. If mes-
sagesn, and lateryn’ are delivered by procegsin view
v, andm’ is delivered by processin v after a transitional
signal, theny deliversm if r, the sender ofn, belongs to
¢’s transitional set.
12. Safe Delivery
1) Safe delivery maintains all agreed delivery guarantees.
2) If processp delivers a safe message in view v be-

5.

6.

7.

8

9.

1. Self Inclusion

If process installs a viewv thenp is a member of. v

8 If processeg andg both install the same view in the same pre-
ious view, therp andq are said to move together.
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fore the transitional signal, then every process view
v deliversm unless it crashes. If procegslelivers a safe
messagen in view v after the transitional signal, then ev-
ery procesg that belongs tg’s transitional set delivers
m after the transitional signal unless it crashes.

13. Transitional Signal
1) Each process delivers exactly one transitional signal
per view.
2) If two processe® andq install the same view and
q is included inp’s transitional set fow thenp andq de-
liver the same set of agreed messages before and after the
transitional signal.

21



