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Abstract

This paper proposesseveral integrated securityarchitecture
designsfor client-servergroup communicationsystems. In an
integrated architecture, security servicesare implementedin
servers, in contrast to a layeredarchitecture where thesameser-
vicesare implementedin clients. We discussthe performance
andaccompanyingtrust issuesof each proposedarchitecture and
presentexperimentalresultsthat demonstratethesuperiorscala-
bility of an integratedarchitecture.

1 Intr oduction

Many routineactivities in modern,everydaylife involve
theInternet:shoppingfor goods(suchasbooks,cars,soft-
wareandevengroceries),administeringbankor creditcard
accountsand making �nancial transfers,participatingin
voiceor video-conferences,or simplyplayinggames.Most
suchactivities are in fact supportedby collaborative ap-
plications running over an integratedsoftware platform,
namely, a groupcommunicationsystem.

Group communicationsystems(GCSs)are essentially
application-level multicast techniquesproviding reliable
and orderedmessagedelivery, as well as a group mem-
bershipservice. GCSshave beenbuilt arounda number
of different architecturalmodels,suchas peer-to-peerli-
braries,2- or 3-level middlewarehierarchies,modularpro-
tocol stacks,andclient-server. Prior researchon suchsys-
temshastendedto favor a client-server or a hierarchical
modelin orderto obtaingoodscalability. However, secu-
rity researchfor GCSshasfocusedmainly onpeer-to-peer,
or abstractgroupmodels,by thatdiminishingthescalabil-
ity of thenon-secureclient-serversystems.

Currently, theneedfor securityin computingandcom-
municationsis widely recognized. Although not an in-
dependentservice,securityis an enablingfeaturewithout
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which the actualend-servicescannotbe trustedor relied
upon. To this end,the researchcommunityhasinvesteda
lot of effort in investigatinganddevelopingeffectiveandef-
�cient securityservices.Numerousalgorithms,protocols,
frameworks andpolicy languageshave beendevelopedto
providesecurityservicesin general,and,in agroupsetting,
in particular. However, therehasnot beenmuchresearch
into theintegrationof securitytechniquesinto GCSs,while
maintaininga reasonablelevel of performance.

This work tries to �ll this gap, by designingpractical
secureGCSsandinvestigatingissuesthatarisein thecourse
of integration.

Theminimal setof securityservicesthatshouldbepro-
videdby any GCSinclude:

� Clientauthentication: authenticateaclientwhenit re-
questsaccessto the GCS,e.g.,whenit connectsto a
GCSserver.

� Accesscontrol: checkif a given client is authorized
to accesssystemresources.Typical groupcommuni-
cation resourcesare: joining or leaving a groupand
sendingmessagesto a group.

� Groupkey management: generatea sharedgroupkey
thatcanbeusedto bootstrapothergroupservices,i.e.,
dataintegrity andcon�dentiality.

� Integrity and con�dentiality: protect the contentsof
the communicationboth from eavesdroppingaswell
asundetectedmodi�cation.

Wedistinguishamongtwo basicapproachesto integrate
security servicesinto a client-server GCS. The �rst ap-
proach(referredto asthelayeredarchitecture) placessecu-
rity servicesin a client library layeredatoptheGCSclient
library. Thesecondapproachentailshousingsome(or all)
securityservicesat the servers in order to obtain a more
scalabledesign(referredto astheintegratedarchitecture).

To put thiswork into context, webrie�y outlineourear-
lier efforts. Someof our recentresults[2] demonstratehow
authenticationandaccesscontrol for a client-server GCS
can be ef�ciently addressedin the context of a particular
GCS,calledSpread[3]. Anotherrecentwork proposesand
analyzesa layeredarchitecturefor Spread,focusingon ro-
bustnessand correctnessof group key agreement[4]. In
thepresentwork, we proposescalableandef�cient secure
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architecturesfor Spread,focusingonproviding authentica-
tion, datacon�dentiality and dataintegrity. Our speci�c
contributionsaretwo-fold:

� A high-performancesecurityarchitecturefor Spread,
undertwo well-known groupsemantics:Virtual Syn-
chrony [5] andExtendedVirtual Synchrony [6]. Both
modelssupportnetwork partitionsand merges. Our
approachentailsusing contributory group key man-
agementin a light-weight/heavy-weight[5] groupar-
chitecturesuch that the cost of key managementis
amortizedovermany groups,while eachgrouphasits
own uniquekey.

� Threevariantsof an integratedarchitecturethat trade
off encryptioncostfor complexity andgroupcommu-
nicationmodelsupport.We discusstheirperformance
andsecurityguaranteesandcomparethemto alayered
approach,demonstratingtheincreasedscalability.

The restof the paperis organizedas follows. In Sec-
tion 2 we survey notableprior work in designingsecure
GCSs. We thendescribeSpreadandthe groupcommuni-
cationsemanticsit supports.Next, we de�ne our security
goalsandproposethreevariantsof an integratedsecurity
architecture.We show the improvedscalabilityof our in-
tegratedarchitectureandprovideadiscussionin Sections5
and6. Finally, we summarizethis work anddiscusssome
potentialfutureresearchdirections.

2 RelatedWork

Researchin group communicationsystemshas been
quiteactive in thelast15-20years.Initially, highavailabil-
ity andfault tolerancewerethe main goals. This resulted
in systemslikeISIS[7], Horus[8], Transis[9], Totem[10],
andRMP[11].

With theincreaseduseof GCSsover insecureopennet-
works, someresearchinterestshifted to securingGCSs.
Recall that the core of any GCS is its membershippro-
tocol. Someof the work in securinggroup communica-
tion focusedon protectingthemembershipprotocolin the
presenceof byzantinefaults. This includessystemssuch
asRampart[12] andSecureRing[13]. Rampartbuilds its
groupmulticastover a securegroupmembershipprotocol
achievedby the meansof two-partysecurechannels.The
SecureRingsystemprotectsthe low-level ring protocolby
usingdigital signaturesto authenticateeachtransmissionof
thetokenandeachdatamessagereceived.

In additionto themembershipservice,GCSsprovidere-
liable orderedmessagedelivery within a group. To make
this secure,group members(senders)must be authenti-
catedandcon�dentiality andintegrity of client datamust
be guaranteed.Onenotableresult in this areais the Ho-
rus/Ensemblework atCornell[14, 15, 16]. In it, datacon�-
dentialityis achievedby usinga sharedgroupkey obtained

by meansof groupkey distributionprotocols,while authen-
ticationis providedby usingthepopularPGP[17] method.
Moreover, the systemallows application-dependenttrust
modelsin theform of accesscontrollists whicharetreated
asreplicateddatawithin a group.

A collaborative application can have its own spe-
ci�c security requirementsand its own security pol-
icy. The Antigonepolicy [18] framework allows �e xible
application-level groupsecuritypoliciesin a morerelaxed
modelthantheoneusuallyprovidedby GCSs.Policy �a-
vors addressedby Antigone include: re-keying, member-
shipawareness,processfailureandaccesscontrol.

Unlike the aforementionedsystems,our approachfo-
cusesontheuseof contributorykey agreementasabuilding
block for othersecurityservicesin Spread[3]. We inves-
tigatedtheinter-relationbetweenkey agreementandgroup
communicationsystemanddesignedandimplementedthe
�rst robust contributory group key agreementprotocol.
Moreover, wedesignedseveralscalableintegratedarchitec-
turesfor client-server group communicationsystemsthat
supportstrong group communicationsemantics: Virtual
Synchrony andExtendedVirtual Synchrony.

3 Spread

Thework presentedin this paperevolvedfrom integrat-
ing securityservicesinto the SpreadGCS.In this section
we provide an overview of Spread's architectureand the
groupcommunicationmodelsit supports.

3.1 Spread Architecture

Spread[3] is ageneral-purposeGCSfor wide-andlocal-
areanetworks. It providesreliableandordereddelivery of
messages(FIFO, causal,total ordering)aswell asa mem-
bershipservice.

Thesystemconsistsof aserverandaclientlibrary linked
with the application. The client andserver memberships
follow themodelof light-weightandheavy-weightgroups
[19]. This architectureamortizesthecostof expensivedis-
tributedprotocols,sincetheseprotocolsareexecutedby a
relatively smallnumberof servers,asopposedto having all
clientsparticipating. A simple join or a leave of a client
processtranslatesinto a singlemessage,insteadof a full-
�edged membershipchange.Only network partitions1 in-
cur theheavy costof a full-�edged membershipchange.

Spreadoffersamany-to-many communicationparadigm
whereany groupmembercanbe both a senderanda re-
ceiver. Although designedto supportsmall- to medium-
sizegroups,it canaccommodatea largenumberof collab-
orationsessions,eachspanningtheInternet.Spreadscales

1By anetwork partitionwemeanconnectivity changesdueto network-
ing hardware,routing,or a machinecrash.
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well with the numberof groupsusedby the application
without imposingany overheadonnetwork routers.

TheSpreadtoolkit ispublicly availableandis beingused
by several organizationsin both researchand production
settings. It supportscross-platformapplicationsand has
beenportedto several Unix platformsaswell as to Win-
dowsandJava environments.

3.2 Group Communication Services

Spreadsupportstwo well-known groupcommunication
semantics,Virtual Synchrony (VS) [5, 20] and Extended
Virtual Synchrony (EVS) [6, 21] (see[22] for a compre-
hensive survey of groupcommunicationmodels).TheVS
serviceis providedby a client library implementedon top
of theEVSsemantics.

Bothgroupsemanticsguaranteethatgroupmemberssee
the sameset of messagesbetweentwo sequentialgroup
membershipevents and that the order of messagesre-
questedby the application(suchasFIFO, Causal,or To-
tal) is preserved.They alsoguaranteethatall messagesare
deliveredin thesameview. However, thereis a majordif-
ferencein this last aspect:while VS guaranteesthat mes-
sagesaredeliveredto all recipientsin thesameview asthe
sendingapplicationthoughtit wasa memberof at thetime
it sentthe message(also known as SendingView Deliv-
ery),EVSguaranteesthatmessageswill bedeliveredin the
samegroupview to connectedmembers(alsoknown asthe
SameView Deliveryproperty).Notethat,in theEVScase,
thedeliveryview canbedifferentfrom thesendingview.

The VS serviceis easierto programand understand,
while the EVS service is more generaland has better
performance. The VS service is slower, since it re-
quiresapplication-level acknowledgmentsfor every group
change.Moreover, it requiresclosedgroupssemantics,al-
lowingonlycurrentmembersof thegroupto sendmessages
to thegroup. EVS, in contrast,allows opengroupswhere
non-memberclientscansendto a group.

Whensecuringa GCSproviding VS, it is both natural
andef�cient to usea sharedgroupkey (securelyrefreshed
uponeachmembershipchange)for datacon�dentiality. A
messageis guaranteedto be encrypted,deliveredandde-
cryptedin thesamegroupview and,hence,with thesame
currentkey. This propertydoesnot hold in EVS sincea
messagecanbesentin oneview anddeliveredin another,
andalsobecauseof theopengroupssupport.Therefore,a
naturalsolutionfor EVSis to usetwo kindsof sharedkeys:
onesharedbetweentheclient andtheserver it connectsto,
andanother– sharedamongthegroupof servers.Thefor-
mer is usedto protectclient-server communication,while
thelatter– to protectserver-servercommunication.

4 Secure Group Communication
Ar chitecture

We now de�ne our security goals, provide a brief
overview of the Spreadlayeredarchitectureand then de-
scribethenew integratedarchitectureandits variants.

4.1 Security Goals

Oneof ourmaingoalsis to protectclientdatafrom being
eavesdroppedby both passive and active adversariesthat
arenot currentmembersof the group. Insiderattacksare
not relevant for this work sincethe con�dentiality of the
datarelieson the secrecy of the groupkey, and any ma-
licious insidercanalwaysreveal the groupkey or its own
privatekey, thuscompromisingthecommunication.

The way thegroupkey is computedis essentialfor the
securityof the system. A group key agreementprotocol
should provide: Key Independence, Perfect Forward Se-
crecyandBackward/Forward Secrecy. Informally, key in-
dependencemeansthatapassiveadversarywhoknowsany
propersubsetof groupkeys cannotdiscover any futureor
previousgroupkey. ForwardSecrecy guaranteesthatapas-
siveadversarywhoknowsasubsetof old groupkeyscannot
discover subsequentgroupkeys, while Backward Secrecy
guaranteesthata passive adversarywho knows a subsetof
groupkeys cannotdiscover precedinggroupkeys. Perfect
ForwardSecrecy meansthata compromiseof a member's
long-termkey cannotleadto thecompromiseof any short-
termgroupkeys. For amoreprecisede�nition of theabove
terminology, thereaderis referredto [23], [24].

The key agreementprotocol we use in our designis
calledTree-BasedGroupDif�e-Hellman [25] (TGDH). It
provides key independenceand perfect forward secrecy;
it was also proven securewith respectto passive outside
(eavesdropping)adversaries[26]. In addition,active out-
sider attacks– consistingof injecting, deleting,delaying
andmodifyingprotocolmessages– thatdonotaimto cause
denial of serviceare preventedby the combineduse of
timestamps,uniqueprotocol messageidenti�ers, and se-
quencenumberswhich identify theparticularprotocolex-
ecution. Impersonationof groupmembersis preventedby
theuseof publickey signatures:everyprotocolmessageis
signedby its senderandveri�ed by all receivers. Attacks
aimingto causedenial-of-servicearenotconsidered.

4.2 Layered Architecture

In previouswork weproposeda layeredarchitecturefor
Spread,focusingonkey agreementrobustnessandcorrect-
ness.The result is a client library, SecureSpread[4, 27],
that provides data con�dentiality and integrity. Secure
Spreadis built ontopof theVS Spreadclient library; it uses
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Figure 1. A layered architecture for Spread

Spreadas its communicationinfrastructureand Cliques
[28] groupkey managementlibrary primitivesfor key man-
agementimplementation.To make thepresentpaperself-
containedandfacilitatethediscussionof differentarchitec-
tures in Section6, we brie�y summarizeSecureSpread.
For furtherdetails,we referto [4, 27].

Figure 1 presentsthe layeredarchitecturefor Spread.
Recallthat,theSendingView Delivery propertyof VS en-
ablestheuseof asharedview-speci�c key to encryptclient
data,sincethereceiver is guaranteedto havethesameview
asthesenderand,therefore,thesamekey. Thecoreof Se-
cureSpreadis theClient AgreementEnginethatis noti�ed
aboutgroupmembershipchangesby the GCS.Whenever
thegroupmembershipchanges,theClient AgreementEn-
gine initiatesan instanceof the groupkey agreementpro-
tocol, ensuringits correctexecution. When this protocol
terminates,asecuregroupmembershipchangeis delivered
to theapplicationandanew groupkey is readyfor use.Ap-
plicationsarenot allowed to sendany messageswhile the
key agreementprotocolis executed.

The computationof a group key is group-speci�c. A
clientcanbeamemberof multiplegroups,eachgroupman-
aging keys with its own key agreementprotocol. A Key
AgreementSelectorand an EncryptionSelectormodules
areusedto identify a group-speci�ckey managementand
encryptionalgorithms. SecureSpreadcurrently supports
� ve key managementprotocols. Oneof themimplements
centralizedkey distributionandis referredto astheCentral-
izedGroupKey Distribution(CKD). Theotherfour arekey
agreementprotocols:Burmester-Desmedt(BD) [29], Steer
et al. (STR) [25], GroupDif�e-Hellman (GDH) [24] and
Tree-BasedGroupDif�e-Hellman (TGDH) [27]. Eachof
the latter four protocolsarebasedon variousgroupexten-
sionsof the well-known (2-party)Dif �e-Hellman key ex-
change[30]. For encryption,only onealgorithm(Blow�sh
[31]) is currentlysupported.

4.3 Integrated Architecture

EarlyGCSswereimplementedaslibraries,whichmeant
that all distributed protocolswere performedbetweenall
clients.A substantialincreasein performanceandscalabil-
ity wasobtainedby applyinga client-serverarchitectureto
this model: a smallernumberof serversrun theexpensive
distributedprotocolsand,in turn,servenumerousclients.

Group key agreementprotocols are, by nature, dis-
tributedandrepresentthemostexpensivesecuritybuilding
block. Therefore,to improvetheperformanceof thesystem
in settingswith multiplegroups(or many clients)weamor-
tize thecostof key managementby placingthekey agree-
mentat theserversandhaving theserversgeneratingclient
groupkeys . This followstheintegratedarchitecturemodel
wheresecurityservicesareimplementedat theserver.

Sincethe server populationis smallerandmorestable
than that of clients, server-basedkey agreementis both
fasterand lessfrequent. Speci�cally, the servers' shared
secretkey is refreshedonly when network connectivity
changes,andnotwhensomeclientgroupchanges.This re-
sultsin fewercostlykey refreshesin contrasttoclient-based
key agreementbecausenetwork connectivity changesare
far lessfrequentthannormalclient groupchanges.Note
that the sharedserver key canbe vulnerableif it changes
very infrequentlyanda securitypolicy shouldimposead-
ditional refreshingoperations,triggered,for example,by
maximum elapsedtime betweensuccessive key changes
(time-out)or maximumvolume of dataexchanged(data-
out).

Generatingclient groupkeys is muchlesscostly in the
integratedarchitecture,since, if no changeoccursin the
serverscon�guration,thecostof generatinganew key for a
groupamountsto onekeyedMAC (HMAC [1]) operation.
Whennetwork connectivity doeschange(andso doesthe
membershipof theservers'group),thegroupkey sharedby
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Figure 2. A Three­Step Client­Ser ver architecture for Spread

theserversis refreshedusingafull-blown groupkey agree-
mentprotocol. For this, we usethe TGDH [25] protocol
becauseof its superiorperformance.

The useof encryptionfor bulk datacon�dentiality re-
sultsin decreasedsystemthroughputdueto theextra con-
sumptionof CPUresources.Regardlessof thelocationand
particularsof the key management,bulk dataencryption
canbe doneby eitherclientsor servers. In the following,
wedescribethreeintegratedarchitecturevariantsthattrade
off encryptioncostfor complexity andgroupcommunica-
tion modelsupport.We discusstheirdifferentperformance
andsecurityguaranteesandthencomparethemto the lay-
eredapproach.

4.3.1 Thr ee-StepClient-Server

We startwith anarchitecturethatprovidesEVS semantics
at theexpenseof decreased(dueto encryption)throughput.
We referto it asThree-StepClient-Server.

This architectureis basedon the client-server model
of the group communicationsystem. We distinguishbe-
tween two communicationchannels: client-server and
intra-servers. A remoteclient connectsto a server us-
ing a two-party securecommunicationprotocol, suchas
SSL/TLS[32]. If a client connectsto a server runningon
thesamemachine,thearchitectureusesIPC.In thiscase,no
dataprotectionis neededandclient-server communication
is not encrypted.The intra-server communicationchannel
isprotectedbyasharedgroupkey multicastencryptionpro-
tocol thatwedeveloped.

Figure 2 presentssuch an architecture. The Servers
AgreementEnginedetectschangesin theservergroupcon-
nectivity andfor eachconnectivity changeperformsa key
managementprotocol. In addition, time-basedor data-
basedkey refreshcanbe enforced. As mentionedabove,
weusetheTGDH [25] protocolfor key management.

Oneof thechallengeswith integratinga key agreement
protocolinto a GCSis the interactionsbetweentheformer
andthemembershipprotocol.Until themembershipproto-
col completes,thekey agreementprotocolcannotrun,since
thereis no �x edgroupof serversamongwhich to perform
key agreement.While themembershipprotocolis running,
thesetof known serversmay changeagain(referredto as
cascadedmembership), andbasiccommunicationservices
betweenthemmaybecomeunavailable.

To copewith this issue,thegroupkey is providedonly
whentheserver groupmembershipis stableandwhile the
GCS membershipprotocol is not executing. This allows
thekey agreementprotocolto run with its normalassump-
tionsoncethemembershipprotocolcompletes,yetprior to
notifying the client applicationsaboutthe change. Thus,
applicationsdo not experienceany changein semanticsor
the APIs (suchasa new key message)but do experience
anadditionaldelayduringeachservermembershipchange.
(This is in orderfor thekey agreementprotocolto execute
following thecompletionof themembershipprotocol.)

Themembershipprotocolcanbesecuredby usingpub-
lic key cryptographyto encryptand sign all membership
messages,sincethe sharedkey is not availableduring its
execution. The small numberof messagessentduring the
membershipalgorithmandtheirsmallsize,ensuresthatthe
overheadof public-privateencryptioncanbetolerated.

The Three-StepClient-Server architectureallows indi-
vidual policies for rekeying the server groupkey and the
per-clientSSLkeys,aseachis handledseparately.

Once the masterserver group key is generated,the
servers communicationis protectedby encryptionusing
a key derived from it. The default protocol to encrypt
communicationbetweenserversis Blow�sh in CBCmode;
however, the systemsupportsany encryptionalgorithmin
theOpenSSL[33] library, includingAES [34].

The total end-to-endcostof sendingan encrypteddata
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Figure 3. An Integrated VS architecture for Spread

messagefrom oneclient to another(bothareconnectedto
theSpreadserverremotely)includessix encryptionandde-
cryptionoperations:client encryptsthemessageandsends
it over SSL to the server; server decryptsit and then re-
encryptsusing the server group key; servers that receive
this messagedecryptit andthenre-encryptit againusing
SSL for the receiving client; �nally , eachreceiving client
decryptsthemessage.

Notethatthereceiving serversneedto encryptthemes-
sageseparatelyfor eachremoteclientwhoneedsto receive
it. This is potentiallya largenumbersinceeachserver can
supportabout1; 000client connections.Thus,if morethan
onereceiver is connectedremotelyon thesameserver, the
load on the server will increaselinearly with eachremote
receiver, sinceeachremotereceiverreceivesthesamemes-
sageencryptedseparatelyon its own SSLconnection.Lo-
cal receiversdonot requireclient-serverencryption.

If two clients (senderand receiver) are executing on
the samemachineasthe server that they connectto, then
the costof encryptionunderthe Three-StepClient Server
modelreducesto oneencryptionby thesendingserverand
onedecryptionby thereceiving server.

4.3.2 Integrated VS

The secondvariant,referredto asIntegratedVS, supports
the VS groupcommunicationmodeland is similar to the
layeredarchitecturein that encryptionanddecryptionare
performedby clientsonly. Theclientgroupsareclosed,i.e.,
a client needsto be a memberof a groupin orderto send
messagesto thatgroup. This designrequiresclient groups
keys. However, unlike the layeredarchitecturewherethe
key agreementwasperformedindividually by eachgroup,
in this case,groupkeys are generatedby serverswithout

involving costlykey agreementprotocols.
Figure 3 depictsthe IntegratedVS architecture. The

Servers AgreementEngine (SAE) initiates a key agree-
ment protocol betweenthe servers whenever it detectsa
changein server groupconnectivity. TheGroupKeys En-
gine(GKE) generates,for eachgroup,a sharedkey when-
evergroupmembershipchanges.In caseof anetwork con-
nectivity change,theSAE is invoked�rst, followedby the
GKE. (Thelatterrefreshesthekey for eachgroupthatsuf-
feredchangesin membershipdueto achangein servercon-
nectivity.) The new groupkey is attachedto the member-
ship noti�cation anddeliveredto the group. Client group
keysaregeneratedby theserversbasedon threevalues:

1. servergroupsharedkey K s,
2. groupname,and
3. uniquenumberthat identi�es the groupview (list of

membersata certaintime)

Thegroupkey for groupg in view i uniquelyidenti�ed
by view id(g; i ) is K g;i = H M AC (K s; gkview id(g; i )) .

The sharedserver groupkey is computedin a manner
identicalwith theoneusedby theThree-StepClient-Server
architectureand can be refreshedas needed. The client
groupkey is changedwhenever a groupevent (join, leave,
etc.) occurs. The new key is deliveredwithin the secure
membershipmessageinforming theclientsaboutthegroup
change.All clientgroupmembersreceive thesamekey for
thesamemembershipasa resultof theVS semantics.If a
key changeis requiredbecauseof the securitypolicy (not
causedby an underlyinggroup membershipchange),the
key refreshnoti�cation is deliveredasan“arti�cial” group
membershipchange.This is neededto preservetheseman-
tic guaranteesof VS that messagesencryptedby a client
with onekey will be receivedby everyonewhile they also
have thatsamekey.
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The encryptionanddecryptioncostsfor IntegratedVS
consistof oneencryptionby the senderand multiple de-
cryptions,onefor eachreceiver. The worsecaseis when
all receiversaresituatedonthesamemachine,whereas,the
bestcaseis whenall receiversarerunningon distinctma-
chines.In thelattercase,decryptiontakesplacein parallel.
Onceagain,Blow�sh is thepreferredencryptionalgorithm.

4.3.3 Optimized EVS

Out of the architecturevariantspresentedthus far, only
Three-StepClient-ServersupportstheEVSmodelandopen
groups.Asdiscussedin Section3.2,EVSis faster, thus,it is
desirableto havea secureGCSsupportingthis model.The
Three-StepClient-Server servesthis purpose,but incursa
heavy encryptionoverheadwhenclientsconnectremotely.

Onemethodto alleviatethis largenumberof encryption
operations,is to haveclientsencryptwith asharedper-view
groupkey. However, EVS doesnot guaranteethatall mes-
sagesaredeliveredto receiversin thesameview in which
they were sent. Therefore,theremight be messagesthat
groupmemberswill not be ableto decryptasthey do not
havethekey usedto encryptthatmessagein the�rst place.
Ournext architecturevariantaddressesthis issue.

In order to supportEVS semanticsandclient message
encryption,we developedanarchitecturethat relieson the
servers not only to generateclient group keys, but also
to “adjust” messagesthat arenot encryptedwith the cur-
rent group key. Figure 4 presentsthis architecture,re-
ferredto asOptimizedEVS. TheServersAgreementEngine
andGroup Keys Engineperform key managementof the
servers' sharedsecretandclient groupkeys, respectively.
Themethodof generatingclient groupkeys is thesameas
theIntegratedVS variant.Themainchangeis thatweadda
new EVS-Fix-Messagesmodule,thatdetectswhena mes-
sagefor a certaingroupis encryptedwith a key which is
no longervalid. Eachsuchmessageis decryptedandthen

re-encryptedwith thecurrentgroupkey beforedelivery to
theclients.Theclients,in turn,decryptall groupmessages
normally. TGDH is usedastheservergroupkey agreement
protocolandBlow�sh is usedfor dataencryption.

The �rst problemis addressedby having thesenderin-
cludein eachmessagea uniqueK ey id of the groupkey
thatwasusedto encryptit. This K ey id is independently
andrandomlycomputedeachtime a new key is generated
(it is alsodistributedalongwith eachnew clientgroupkey).
However, since it doesnot provide integrity, but merely
identi�es theclientgroupkey, theK ey id canberelatively
short,e. g., 32 bits. It is transportedin the un-encrypted
portionof themessageheader.

To detectmessagesencryptedwith an “old” key, the
server storeseachclient groupalongwith its K ey id. The
serveralsotagsonekey asthe“current” key for eachclient
group. The currentkey is the key that matchesthe last
membership(or key refresh)deliveredto the groupmem-
bers. Then, before delivering a messageto a client, it
checksif the K ey id on the messagematchesthat of the
currentkey. If so, the messageis immediatelydelivered.
Otherwise,the messageis decryptedwith the appropriate
stored“old” key and re-encryptedunder the currentkey.
Sincethemessagestreamdeliveredto eachclient is a reli-
ableFIFO channel,theclient eventuallyreceivesthemes-
sagein thesameview thattheserverexpectsit to.

Accumulatingold keysandK ey ids ad in�nitum is not
a viable solution. Thus,old keys have to be periodically
�ushed from by eachserver. Two differentexpirationmet-
rics canbe usedeitheraloneor in concert: time-outsand
key-outs. A time-outoccurswhenno messageencrypted
undera givenkey hasbeenreceivedfor a certainlengthof
time. A key-out takesplacewhensomepre-setmaximum
numberof keys-per-groupis exceeded.Many combinations
andvariationson thethemeareclearlypossible.

The choiceof a key expiration methodologycanaffect
the risk of a messagebeing “undecipherable”even when
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Figure 5. The cost of key agreement ­ layered architecture vs. integrated architecture

theserver, in theory, couldhavekepttherequiredkey.

5 Experimental Results

In this section we present experimental results for
the group key managementand dataencryptionbuilding
blocks.Theexperimentscover all architecturevariantsde-
scribedin Section4 measuredin a local-areanetwork envi-
ronmentandshow thesuperiorscalabilityof anintegrated,
over thatof a layered,architecture.

5.1 Group Key Management

Wenow comparethecostof establishingasharedgroup
key in a layeredarchitectureandin an integratedarchitec-
ture. For the layeredarchitecturewe chosethe mostef�-
cientkey agreementprotocolthatwehaveexperiencewith,
TGDH [35]. For the integratedarchitecturewe alsochose
TGDH asakey agreementprotocolbetweentheservers.

We usedanexperimentaltestbedconsistingof a cluster
of thirteen667 MHz PentiumIII dual-processorPCsrun-
ningLinux. EachmachinerunsaSpreadserver. Clientsare
uniformly distributedon thethirteenmachines.Therefore,
morethanoneprocesscanberunningon a singlemachine
(which is frequentin many collaborativeapplications).

For themostcommongroupchanges,join andleave,the
costof establishinga new groupkey is reducedto almost
thecostof thegroupcommunicationmembershipprotocol,
sincetheserverscancomputeanew groupkey withoutper-
formingany otherkey agreementprotocol,justoneHMAC
operationisneededpergroupchange.Theresultspresented
in Figure5(a)andFigure5(b)for theintegratedarchitecture
arefor a VS groupmembershipprotocol. This is because
the costof the VS groupmembershipprotocolis in some
sensetheworstcase:VS usesclosedgroupsandit requires
acknowledgmentsfrom eachgroupmemberbeforechang-
ing thegroupmembership.In theEVS case,thenumbers
for theintegratedarchitecturewill bemuchsmaller.

In Figure 5(c) and Figure 5(d) we presentthe cost of
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Figure 6. Scalability with number of groups

establishinga securemembershipfor mergeandpartition.
Rememberthat sucha groupevent is triggeredby a net-
work connectivity changewhichdeterminesamodi�cation
in theserverscon�gurationchange,or by aservercrash.In
this case,a new key needsto be computedby theservers,
andonly thenthegroupkeys arecomputed.In Figure5(c)
andFigure5(d)wepresentthecostof establishingasecure
groupmembershipfor a testscenariowheretheserversare
partitionedin half andthenbroughtbacktogether.

As it canbeseenin Figures5(c)and5(d) thecostof the
key managementfor the integratedarchitectureis slightly
higherthanin thecaseof join andleavebecauseof thecost
of thekey agreementprotocolperformedbetweenservers.
However, sincethenumberof serversis muchsmallerthan
thenumberof clients,theimpactof thekey agreementpro-
tocol is lesssigni�cant. Thecostof thesecuremembership
decreasesfrom about220 milliseconds,to about90 mil-
lisecondswherethesizeof thegroupafterpartition is 100
users,in caseof a mergeandfrom about680milliseconds
to about60 millisecondsfor a partition,wherethe sizeof
thegroupbeforepartitionis about100members.

Theaboveresultsarefor ascenariowhenonlyonegroup
existsin thesystem.In practice,this is not thecase.When
morethanonegroupexists in the systemanda changein
theservers' con�guration thataffectsmorethanonegroup
occurs,the layeredarchitectureperformsa key agreement
protocol for eachof the existing groupsaffected by the
change.For the integratedarchitecture,thereis only one
smallscalekey agreementperformedbetweenservers,and
thenanumberof HMAC operationsequalwith thenumber
of groupsaffectedby thechange.Figure6 shows theaver-
agecostof recomputinga sharedkey for all groups,when
morethanonegroupexists in the system. All the groups
have the samenumberof clients13. We chosethis num-
ber, becausethis is also the numberof the servers in our

con�guration. Even in this favorablesetupfor the layered
architecture(smallsizegroups),theintegratedarchitecture
scalesmuchbetterthanthe layeredarchitecturewhenthe
numberof groupsin the systemincreases.Basedon the
resultswe presentin Figure6 we estimatethat even with
a very small groupsize(13 in our case),it will take more
than4 secondsto refreshthe key for 200 groupsin a lay-
eredarchitecture,while it will take about50 timeslessto
performthesameoperationfor anintegratedarchitecture.

5.2 Data Encryption

Anotherimportantbuilding block in thearchitectureof
securegroupcommunicationis theencryptionmodule. In
Figure7 we presentthedatathroughputfor threedifferent
setups:theLayeredArchitecture,theIntegratedVS andthe
Three-StepClient-Server, in a localareanetwork. We con-
sider a scenariowhereclients connectto servers running
locally, so in the Three-StepClient-Server setup,encryp-
tion is performedonly betweenservers. As expected,the
resultsfor theIntegratedVS aresimilar with theresultsfor
theLayeredArchitecture,becausein both modelsencryp-
tion anddecryptionareperformedby theclients.

The resultsfor the Three-StepClient-Server are about
0.66 of the throughputachieved in the other two models.
The major reasonfor this decreaseis due to the fact that
both headersanddataareencryptedandthe messagede-
livery protocolemployedby our systemcannot detectif it
needsto processa messagefurtheror not,without �rst de-
crypting it. In addition,sincethe maximummessagesize
exchangedby the servers is aboutthe sizeof an Ethernet
frame(minustheUDPprotocolheader),amessageof large
sizethat getsencryptedin a client in only oneencryption
operation,translatesinto anumberof encryptionoperations
in the server. We notethat sincethe encryptionoperation
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takesplaceat the datalink layer, the servers encryptnot
only clientdata,but alsocontrolinformation,sothismodel
providesa strongerservicethantheothertwo models.

Thisexperimentonly hadonesenderandthatserverwas
thebottleneck.In caseswhereseveralserversaresending
messages,this cost will be amortizedand the throughput
will considerablyincrease(by abit lessthana factorof 2).

We did not include results for the Three-StepClient
Serverarchitecturewhenclientsconnectremotely, but from
theresultsin Figure7 we canextrapolatethat theachieved
throughputin this casewill bemuchsmaller, andtherefore
unacceptable.TheOptimizedEVSarchitecturethroughput
will besimilar to theIntegratedVS throughputif noservers
membershipoccurs,and will degradewhen membership
changesoccur, sincesomemessageswill needto be de-
cryptedandre-encryptedundernew keys. TheThree-Step
Client-Server architectureperformanceshouldbeworsein
all cases.

Note that thedrop in throughputfor all of themethods
(asseenin Figure7) at a messagesizeof around700bytes
is actuallya positive thing. Up to 700bytes,Spreadis able
to pack multiple messagesinto one network packet, thus
paying lessper packet and increasingthroughputconsid-
erably. Above 700bytes,that optimizationcannotbe em-
ployedbecauseof theEthernetmaximumpacketsize.

6 Discussion

Thelayeredandeachthenew proposedintegratedarchi-
tectureshavebene�tsandlimitations.Wecomparethemby
investigatingthefollowing aspects:trust,encryptionover-
head,key managementoverhead,impact of the compro-
miseof thesharedsecret,complexity andsupportedgroup
communicationmodel.

Table1 summarizesthearchitectureswe proposed.The
layeredarchitecturehasthe advantagethat no trust is put
into anythingoutsideof theenduser's controlwith respect

to protectingtheclient's data.Theclient needsto trust the
serverswith respectto themembershipserviceandordered
andreliabledelivery, but theseareoutsidethescopeof our
securitygoalsfor this work. The compromiseof a group
key doesnot affect thesecurityof therestof thegroupsin
thesystem,sinceeachgroupis runningitsownprotocoland
computesits sharedkey independentlyof theothergroups.
In addition,this architectureis lesscomplex andeasierto
develop, allowing us to explore the inter-relationshipbe-
tweenkey agreementandgroupcommunication2. How-
ever, this model,dueto thesecurity-strong,but expensive
key agreementprotocolsweused,haslimited scalability, to
nomorethan100membersfor thebestprotocol.

All of the integratedarchitectureswe proposedover-
comethe key managementscalabilityproblemby usinga
secretkey sharedby the servers, and thus, putting more
trustin theservers.Thisarchitectureis alsoappropriatefor
providing othersecurityservicessuchasclient authentica-
tion uponconnectionandaccesscontrol to performgroup-
speci�c operations.A securitypolicy canbeeasilycon�g-
uredandenforcedby anadministratorcontrollinga server
con�guration�le.

The Three-StepClient-Server approachdoes not use
client groupkeys, but requiresa client to sharea key with
the server it connectsto. Although it usesa lesscomplex
key managementmechanism,this approachis expensivein
encryptionanddecryptionoperationswhenclientsconnect
to servers remotely. If clients connectto servers locally,
this is the bestarchitecturesincetheoreticallyit only re-
quiresone encryption/decryptionof eachmessageand it
can easily protectnot only client data,but also the con-
trol informationexchangedby the servers,somethingthe
layeredarchitecturecannot provide. Note,thatdepending
on the implementation,evenwhenclientsconnectlocally,
morethanoneencryption/decryptionof eachmessagecan

2For example,we usedthis architectureto designrobust contributory
protocols,resilientto any sequenceof groupchanges,possiblycascading.
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Group Keys Servers Key Encryption Group Comm. Model
Secure SpreadLibrary Client None Client-Clients VS

VS Integrated Ar chitecture Server Yes Client-Clients VS
Thr ee-StepClient-Server None Yes Client-Server, Server-Server VS andEVS

Optimized EVS Server Yes Client-Clientsmostly EVS

Table 1. Secure group comm unication architectures

takeplaceat thesenderasdiscussedin Section5.2.
Both theVS IntegratedsolutionandtheOptimizedEVS

solutionuseclientgroupkeysgeneratedbyservers.Ourex-
perimentalresultsin Section5 show that the scalabilityis
groupsizeis improvedsubstantiallywith respectto thelay-
eredarchitecture.However, thesecurityof thegroupsrelies
on thesecurityof theservers' sharedkey, which is usedin
generatingthe groupkeys. If the servers' key is compro-
mised,thesecurityof all thegroupsin thesystemis com-
promised,asopposedto thelayeredmodelwherethecom-
promiseof a groupkey, doesnot affect thesecurityof the
restof thegroupsin thesystem.Theencryptionoverheadis
smallerthatof theThree-StepClient-Serverapproach.The
VS Integratedapproachhasthesameencryptionoverhead
as the layeredarchitecture.The OptimizedEVS solution
hasalmostthe sameencryptioncostasthe layeredarchi-
tecture,for the messagesnot deliveredin themembership
they weresentin, four additionalencryption/decryptionop-
erationspermessageareperformed.

Althoughprotectingthecontrolmessagesexchangedby
theserversis outof thescopeof thispaper, wenotethatthe
Three-StepClient-Server solutionalsoprovidescon�den-
tiality andintegrity for theservers' controlmessages.The
rest of the approachesare con�dentiality client-driven so
they do not. This canbe correctedby addressingthecon-
trol data�o w at theservers' level: integrity, con�dentiality
and,if needed,non-repudiationby signingthemessages.

Choosingthemostappropriatearchitecturedependson
thedesiredscalabilityandtrust guarantees.An integrated
approachscalesbetter, but thesecurityof all groupsrelies
on onekey; a layeredarchitecturescalesworse,but these-
curity of a groupis independentof thesecurityof the rest
of thegroupsandgivesmorecontrolto theclient.

7 Conclusionsand Future Work

This paperpresentedseveralsecureintegratedarchitec-
turesfor client-server GCS,discussingtheir differentper-
formanceand securityguarantees.The experimentalre-
sults we presentdemonstratethe increasedscalability of
integratedapproachesover layeredapproaches,without a
signi�cant decreasein throughputperformance.

The work presentedin this paperfocuseson strongse-
mantics(e.g. membership)andsecurityservicesthathave

a signi�cant impacton computationaloverheadandscala-
bility. Someapplicationsmightneedin factweakerservice
semantics.Weintendto explorethesecurityaspectsof sys-
temsproviding communicationto groups,but with looser
semantics.
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