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Abstract

This paper proposesseveral integrated security architectue
designsfor client-servergroup communicationsystems. In an
integrated architectul, security servicesare implementedin
serves, in contrastto a layered architectue whee the sameser
vicesare implementedn clients. We discussthe performance
andaccompanyindrustissuesof eat proposedarchitectue and
presentexperimentalresultsthat demonstate the superiorscala-
bility of anintegratedarchitectue.

1 Intr oduction

Many routineactivitiesin moderneverydaylife involve
the Internet:shoppingfor goods(suchasbooks,cars,soft-
wareandevengroceries)administeringoankor creditcard
accountsand making nancial transfers,participatingin
voiceor video-conference&r simply playinggamesMost
suchactuities are in fact supportedby collaboratie ap-
plications running over an integrated software platform,
namely agroupcommunicatiorsystem.

Group communicationsystems(GCSs)are essentially
application-leel multicast techniquesproviding reliable
and orderedmessagedelivery, as well as a group mem-
bershipservice. GCSshave beenbuilt arounda number
of differentarchitecturalmodels,suchas peerto-peerli-
braries,2- or 3-level middlewvarehierarchiesmodularpro-
tocol stacks,andclient-sener. Prior researcton suchsys-
temshastendedto favor a client-serer or a hierarchical
modelin orderto obtaingoodscalability However, secu-
rity researchior GCSshasfocusedmainly on peerto-peer
or abstracgroupmodels,by thatdiminishingthe scalabil-
ity of thenon-securelient-sener systems.

Currently the needfor securityin computingandcom-
municationsis widely recognized. Although not an in-
dependenservice,securityis an enablingfeaturewithout
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which the actualend-servicegannotbe trustedor relied
upon. To this end,the researclcommunityhasinvesteda
lot of effort in investigatinganddevelopingeffectiveandef-
cient securityservices.Numerousalgorithms,protocols,
frameaworks and policy languageshave beendevelopedto
provide securityservicesn generaland,in agroupsetting,
in particular However, therehasnot beenmuchresearch
into theintegrationof securitytechniquesnto GCSswhile
maintaininga reasonabléevel of performance.

This work triesto Il this gap, by designingpractical
securésCSsandinvestigatingssueghatarisein thecourse
of integration.

The minimal setof securityserviceghatshouldbe pro-
videdby ary GCSinclude:

Clientauthentication authenticate clientwhenit re-

questsaccesdo the GCS,e.g.,whenit connectgo a
GCSsener.

Accesscontol: checkif a given client is authorized
to accessystemresources.Typical groupcommuni-
cationresourcesare: joining or leaving a group and
sendingmessageto a group.

Group key mangiement generatea sharedgroupkey

thatcanbeusedto bootstrapthergroupservicesi.e.,

dataintegrity andcon dentiality.

Integrity and con dentiality: protectthe contentsof

the communicatiorboth from eavesdroppingas well

asundetecteanodi cation.

We distinguishamongtwo basicapproachet integrate
security servicesinto a client-serer GCS. The rst ap-
proach(referredto asthelayeredarchitecture) placessecu-
rity servicesn aclientlibrary layeredatopthe GCSclient
library. The secondapproactentailshousingsome(or all)
security servicesat the senersin orderto obtaina more
scalabladesign(referredto astheintegratedarchitectuie).

To putthiswork into context, we brie y outlineour ear
lier efforts. Someof our recentresults[2] demonstrat@ow
authenticatiorand accesscontrol for a client-sener GCS
canbe ef ciently addressedn the contet of a particular
GCS,calledSpread3]. Anotherrecentwork proposesnd
analyzesa layeredarchitecturdor Spreadfocusingon ro-
bustnessand correctnes®f group key agreemeni{4]. In
the presentwork, we proposescalableandef cient secure



architecturegor Spreadfocusingon providing authentica-

tion, datacon dentiality and dataintegrity. Our specic

contributionsaretwo-fold:
A high-performanceecurityarchitecturefor Spread,
undertwo well-known groupsemanticsVirtual Syn-
chrory [5] andExtendedVirtual Synchroly [6]. Both
modelssupportnetwork partitionsand meiges. Our
approachentails using contributory group key man-
agementin alight-weight/heay-weight[5] groupar-
chitecturesuch that the cost of key managemenis
amortizedover mary groupswhile eachgrouphasits
own uniquekey.
Threevariantsof an integratedarchitecturghattrade
off encryptioncostfor compleity andgroupcommu-
nicationmodelsupport.We discusgheir performance
andsecurityguaranteeandcomparehemto alayered
approachdemonstratingheincreasedcalability

The restof the paperis organizedasfollows. In Sec-
tion 2 we surwy notableprior work in designingsecure
GCSs. We then describeSpreadandthe group communi-
cationsemanticst supports.Next, we de ne our security
goalsand proposethreevariantsof an integratedsecurity
architecture.We show the improved scalability of our in-
tegratedarchitectureandprovide adiscussiorin Sections
and6. Finally, we summarizethis work anddiscusssome
potentialfutureresearcidirections.

2 RelatedWork

Researchin group communicationsystemshas been
quiteactive in thelast15-20years.Initially, high availabil-
ity andfault tolerancewerethe main goals. This resulted
in systemdike ISIS[7], Horus[8], Transig9], Totem[10],
andRMP [11].

With theincreasediseof GCSsoverinsecureopennet-
works, someresearchinterestshifted to securingGCSs.
Recall that the core of ary GCS is its membershippro-
tocol. Someof the work in securinggroup communica-
tion focusedon protectingthe membershigrotocolin the
presenceof byzantinefaults. This includessystemssuch
asRampart[12] and SecureRind13]. Rampartbuilds its
group multicastover a securegroup membershigprotocol
achiesed by the meansof two-party securechannels.The
SecureRingystemprotectsthe low-level ring protocol by
usingdigital signatureso authenticateachtransmissiorof
thetokenandeachdatamessageeceved.

In additionto themembershigervice GCSsprovidere-
liable orderedmessagelelivery within a group. To make
this secure,group members(senders)must be authenti-
catedand con dentiality andintegrity of client datamust
be guaranteed.One notableresultin this areais the Ho-
rus/Ensemblevork atCornell[14, 15, 16]. In it, datacon -
dentialityis achieved by usinga sharedgroupkey obtained

by meanf groupkey distribution protocols while authen-
ticationis providedby usingthe popularPGP[17] method.
Moreover, the systemallows application-dependentust
modelsin theform of accesontrollists which aretreated
asreplicateddatawithin agroup.

A collaboratve application can have its own spe-
cic security requirementsand its own security pol-
icy. The Antigone policy [18] framework allows e xible
application-leel groupsecuritypoliciesin a morerelaxed
modelthanthe oneusually providedby GCSs.Policy a-
vors addressedby Antigoneinclude: re-keying, member
shipawarenessprocesdailureandaccessontrol.

Unlike the aforementionedsystems,our approachfo-
cusentheuseof contritutorykey agreemenasabuilding
block for othersecurityservicesn Spread3]. We inves-
tigatedtheinterrelationbetweerkey agreemenandgroup
communicatiorsystemanddesignecandimplementedhe

rst robust contributory group key agreementprotocol.
Moreover, we designedseveralscalabléntegratedarchitec-
turesfor client-sener group communicationsystemsthat
supportstrong group communicationsemantics: Virtual

Synchrory andExtendedVirtual Synchroty.

3 Spread

Thework presentedn this paperevolvedfrom integrat-
ing securityservicesinto the SpreadGCS. In this section
we provide an overview of Spread architectureand the
groupcommunicatiormodelsit supports.

3.1 Spread Architecture

Spread3] is ageneral-purpos&CSfor wide-andlocal-
areanetworks. It providesreliableandordereddelivery of
messagefFIFO, causaltotal ordering)aswell asa mem-
bershipservice.

Thesystenconsistof asenerandaclientlibrary linked
with the application. The client and sener memberships
follow the modelof light-weightandheavy-weightgroups
[19]. Thisarchitectureamortizeghe costof expensve dis-
tributed protocols,sincetheseprotocolsare executedby a
relatively smallnumberof seners,asopposedo having all
clients participating. A simplejoin or a leave of a client
procesdranslatesnto a single messageinsteadof a full-
edged membershighange.Only network partitions? in-
curtheheavy costof afull- edged membershighange.

Spreadffersamary-to-mary communicatiorparadigm
whereary group membercan be both a senderand a re-
ceiver. Although designedo supportsmall- to medium-
sizegroups,it canaccommodate large numberof collab-
orationsessionseachspanninghe Internet. Spreadscales

1By anetwork partitionwe meanconnectiity changeslueto network-
ing hardware,routing,or amachinecrash.



well with the numberof groupsusedby the application
withoutimposingany overheadon network routers.

TheSpreadoolkit is publicly availableandis beingused
by several organizationsin both researchand production
settings. It supportscross-platformapplicationsand has
beenportedto sereral Unix platformsaswell asto Win-
dows andJava ervironments.

3.2 Group Communication Services

Spreadsupportawo well-known groupcommunication
semanticsVirtual Synchroty (VS) [5, 20] and Extended
Virtual Synchroly (EVS) [6, 21] (see[22] for a compre-
hensve suney of groupcommunicatiormodels). The VS
serviceis provided by a client library implementedon top
of theEVS semantics.

Both groupsemanticguarante¢hatgroupmembersee
the sameset of messagedetweentwo sequentialgroup
membershipevents and that the order of messagese-
qguestedby the application(suchas FIFO, Causal,or To-
tal) is presered. They alsoguarante¢hatall messageare
deliveredin the sameview. However, thereis a major dif-
ferencein this lastaspect:while VS guaranteeshat mes-
sagesaredeliveredto all recipientsn thesameview asthe
sendingapplicationthoughtit wasa memberof atthetime
it sentthe messagdalso known as SendingView Deliv-
ery),EVS guaranteethatmessagewill bedeliveredin the
samegroupview to connectednembergalsoknown asthe
SameView Delivery property).Notethat,in theEVS case,
thedelivery view canbedifferentfrom the sendingview.

The VS serviceis easierto programand understand,
while the EVS serviceis more generaland has better
performance. The VS serviceis slower, since it re-
quiresapplication-leel acknavledgmentdor every group
change Moreover, it requiresclosedgroupssemanticsal-
lowing only currentmember®f thegroupto sendmessages
to the group. EVS, in contrast,allows opengroupswhere
non-membeclientscansendto a group.

When securinga GCS providing VS, it is both natural
andef cient to usea sharedgroupkey (securelyrefreshed
uponeachmembershighange¥or datacon dentiality. A
messageés guaranteedo be encrypteddeliveredand de-
cryptedin the samegroupview and,hencewith the same
currentkey. This propertydoesnot hold in EVS sincea
message&anbe sentin oneview anddeliveredin anothey
andalsobecausef the opengroupssupport. Therefore a
naturalsolutionfor EVSis to usetwo kindsof sharedkeys:
onesharedetweertheclientandthe senerit connectgo,
andanother- sharedamongthe groupof seners. Thefor-
mer is usedto protectclient-sener communicationwhile
thelatter—to protectsener-senercommunication.

4 Secure Group Communication
Ar chitecture

We now de ne our security goals, provide a brief
overview of the Spreadlayeredarchitectureand then de-
scribethe new integratedarchitectureandits variants.

4.1 Security Goals

Oneof ourmaingoalsis to protectclientdatafrom being
eavesdroppediy both passve and active adwersariesthat
are not currentmembersof the group. Insiderattacksare
not relevant for this work sincethe con dentiality of the
datarelieson the secreg of the groupkey, and ary ma-
licious insidercanalwaysreveal the groupkey or its own
privatekey, thuscompromisinghe communication.

The way the groupkey is computeds essentiafor the
security of the system. A groupkey agreemenprotocol
should provide: Key IndependencePerfect Forward Se-
crecyandBadward/Forward Sececy Informally, key in-
dependencmeanghatapassie adwersarywho knows ary
propersubsebf groupkeys cannotdiscover ary future or
previousgroupkey. ForwardSecreyg guaranteethata pas-
siveadwersarywhoknowsasubsebdf old groupkeyscannot
discover subsequengroup keys, while Backward Secreg
guaranteethata passive adwersarywho knows a subsebf
groupkeys cannotdiscover precedinggroupkeys. Perfect
Forward Secrey meanshata compromiseof a members
long-termkey cannotleadto the compromiseof ary short-
termgroupkeys. For amoreprecisede nition of theabove
terminology thereadelis referredto [23], [24].

The key agreemeniprotocol we usein our designis
called Tree-Basedsroup Dif e-Hellman [25] (TGDH). It
provides key independencend perfectforward secrey;
it was also proven securewith respectto passie outside
(eavesdroppingladwersarieg26]. In addition, active out-
sider attacks— consistingof injecting, deleting, delaying
andmodifying protocolmessagesthatdonotaimto cause
denial of serviceare preventedby the combineduse of
timestamps,unique protocol messagedenti ers, and se-
guencenumberswhich identify the particularprotocol ex-
ecution. Impersonatiorof groupmemberds preventedby
theuseof public key signaturesevery protocolmessagés
signedby its senderandveri ed by all recevers. Attacks
aimingto causedenial-of-servicarenot considered.

4.2 Layered Architecture

In previouswork we proposed layeredarchitectureor
Spreadfocusingon key agreementobustnessandcorrect-
ness. Theresultis a client library, SecureSpread4, 27],
that provides data con dentiality and integrity. Secure
Spreads built ontopof theVS Spreactlientlibrary; it uses
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Spreadas its communicationinfrastructureand Cliques
[28] groupkey managemeritbrary primitivesfor key man-
agemenimplementation.To make the presentpaperself-
containecandfacilitatethediscussiorof differentarchitec-
turesin Section6, we briey summarizeSecureSpread.
For furtherdetails,we referto [4, 27].

Figure 1 presentsthe layeredarchitecturefor Spread.
Recallthat, the SendingView Delivery propertyof VS en-
ablestheuseof asharedview-speci ¢ key to encryptclient
data,sincethereceveris guaranteeto have the sameview
asthe sendernd,therefore the samekey. The coreof Se-
cureSpreads the Client Agreemeng&nginethatis noti ed
aboutgroup membershipchangeshy the GCS. Wheneer
the groupmembershighangesthe Client Agreementen-
gineinitiatesan instanceof the groupkey agreemenpro-
tocol, ensuringits correctexecution. When this protocol
terminatesa securggroupmembershigghangds delivered
totheapplicationandanew groupkey is readyfor use.Ap-
plicationsarenot allowed to sendary messagewhile the
key agreemenprotocolis executed.

The computationof a group key is group-specic. A
clientcanbeamembeiof multiplegroupsgachgroupman-
aging keys with its own key agreemenprotocol. A Key
AgreementSelectorand an Encryption Selectormodules
areusedto identify a group-speci ckey managemenand
encryptionalgorithms. SecureSpreadcurrently supports

ve key managemenprotocols. One of themimplements
centralizedkey distributionandis referredto asthe Central-
izedGroupKey Distribution (CKD). Theotherfour arekey
agreemenprotocols:BurmestetDesmed{(BD) [29], Steer
etal. (STR)[25], GroupDif e-Hellman (GDH) [24] and
Tree-Basedsroup Dif e-Hellman (TGDH) [27]. Eachof
the latterfour protocolsarebasedon variousgroup exten-
sionsof the well-known (2-party) Dif e-Hellman key ex-
changd30]. For encryption,only onealgorithm(Blow sh
[31]) is currentlysupported.

4.3 Integrated Architecture

Early GCSswereimplementedaslibraries,whichmeant
that all distributed protocolswere performedbetweenall
clients. A substantiaincreasean performancendscalabil-
ity wasobtainedby applyinga client-sener architecturego
this model: a smallernumberof senersrun the expensve
distributedprotocolsand,in turn, sene numerouglients.

Group key agreementprotocols are, by nature, dis-
tributedandrepresenthe mostexpensve securitybuilding
block. Thereforeto improvetheperformancef thesystem
in settingswith multiple groups(or mary clients)we amor
tize the costof key managemeriy placingthe key agree-
mentat the senersandhaving the senersgeneratinglient
groupkeys. Thisfollowstheintegratedarchitecturenodel
wheresecurityservicesareimplementedatthesener.

Sincethe sener populationis smallerand more stable
than that of clients, senerbasedkey agreemenis both
fasterand lessfrequent. Speci cally, the seners' shared
secretkey is refreshedonly when network connectvity
changesandnotwhensomeclientgroupchangesThisre-
sultsin fewercostlykey refreshesn contrasto client-based
key agreemenbecausenetwork connectvity changesare
far lessfrequentthan normal client group changes.Note
that the sharedsener key canbe vulnerableif it changes
very infrequentlyanda securitypolicy shouldimposead-
ditional refreshingoperations triggered,for example, by
maximum elapsedtime betweensuccessie key changes
(time-out) or maximumvolume of dataexchanged(data-
out).

Generatingclient groupkeys is muchlesscostly in the
integratedarchitecture since, if no changeoccursin the
senerscon guration,thecostof generatinganew key for a
groupamountsto onekeyed MAC (HMAC [1]) operation.
When network connectvity doeschange(and so doesthe
membershipf theseners' group),thegroupkey sharedy
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thesenersis refreshedisingafull-blown groupkey agree-
mentprotocol. For this, we usethe TGDH [25] protocol
becausef its superiomperformance.

The useof encryptionfor bulk datacon dentiality re-
sultsin decreasegystemthroughputdueto the extra con-
sumptionof CPUresourcesRegardlesof thelocationand
particularsof the key managementbulk dataencryption
canbe doneby eitherclientsor seners. In the following,
we describehreeintegratedarchitecturevariantsthattrade
off encryptioncostfor compleity andgroupcommunica-
tion modelsupport.We discusgheir differentperformance
andsecurityguaranteeandthencomparethemto thelay-
eredapproach.

4.3.1 Three-StepClient-Server

We startwith anarchitecturehat providesEVS semantics
attheexpenseof decreasefdueto encryption)throughput.
We referto it asThree-StefClient-Server

This architectureis basedon the client-sener model
of the group communicationsystem. We distinguishbe-
tween two communicationchannels: client-sener and
intra-seners. A remoteclient connectsto a sener us-
ing a two-party securecommunicationprotocol, suchas
SSL/TLS[32]. If aclientconnectgo a senerrunningon
thesameamachinethearchitecturaisedPC.In thiscaseno
dataprotectionis neededandclient-sener communication
is not encrypted.The intra-sener communicatiorchannel
is protectedby asharedyroupkey multicastencryptionpro-
tocolthatwe developed.

Figure 2 presentssuch an architecture. The Seners
AgreemengEnginedetectchangesn thesenergroupcon-
nectvity andfor eachconnectity changeperformsa key
managemenprotocol. In addition, time-basedor data-
basedkey refreshcanbe enforced. As mentionedabove,
we usethe TGDH [25] protocolfor key management.

Oneof the challengeswith integratinga key agreement
protocolinto a GCSis theinteractionsdbetweerthe former
andthemembershigprotocol.Until themembershigproto-
col completesthekey agreemenprotocolcannotrun, since
thereis no x edgroupof senersamongwhich to perform
key agreementWhile the membershigrotocolis running,
the setof known senersmay changeagain(referredto as
cascadednembeship), andbasiccommunicatiorservices
betweerthemmaybecomeunavailable.

To copewith this issue,the groupkey is provided only
whenthe sener groupmemberships stableandwhile the
GCS membershigprotocolis not executing. This allows
thekey agreemenprotocolto run with its normalassump-
tionsoncethe membershigprotocolcompletesyet prior to
notifying the client applicationsaboutthe change. Thus,
applicationsdo not experienceary changein semanticor
the APIs (suchasa newv key messagehput do experience
anadditionaldelayduringeachsener membershighange.
(Thisis in orderfor the key agreemenprotocolto execute
following the completionof the membershigprotocol.)

The membershigprotocolcanbe securedy usingpub-
lic key cryptographyto encryptand sign all membership
messagessincethe sharedkey is not available during its
execution. The smallnumberof messagesentduring the
membershilgorithmandtheir smallsize,ensureshatthe
overheadof public-privateencryptioncanbetolerated.

The Three-StepClient-Sener architectureallows indi-
vidual policiesfor rekeying the sener group key andthe
perclient SSLkeys, aseachis handledseparately

Once the mastersener group key is generated,the
seners communicationis protectedby encryptionusing
a key derived from it. The default protocol to encrypt
communicatiorbetweersenersis Blow sh in CBC mode;
however, the systemsupportsary encryptionalgorithmin
the OpenSSL33] library, including AES [34].

The total end-to-endcostof sendingan encrypteddata
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messagdérom oneclient to another(both are connectedo

the Spreadsenerremotely)includessix encryptionandde-
cryptionoperationsclient encryptsthe messagandsends
it over SSL to the sener; sener decryptsit andthenre-

encryptsusing the sener group key; senersthatreceve

this messagelecryptit andthenre-encryptit againusing
SSL for the receving client; nally, eachreceving client

decryptghemessage.

Notethatthereceving senersneedto encryptthe mes-
sageseparatelyor eachremoteclientwhoneedso recevve
it. Thisis potentiallyalarge numbersinceeachsener can
supportaboutl; 000client connectionsThus,if morethan
onerecever is connectedemotelyon the samesener, the
load on the sener will increasdinearly with eachremote
recever, sinceeachremotereceverrecevesthe samemes-
sageencryptedseparatelyn its own SSL connection.Lo-
cal receversdo not requireclient-sererencryption.

If two clients (senderand recever) are executingon
the samemachineasthe sener thatthey connectto, then
the costof encryptionunderthe Three-StepClient Sener
modelreducedo oneencryptionby the sendingsener and
onedecryptionby thereceving sener.

4.3.2 Integrated VS

The secondvariant, referredto asIntegratedVS supports
the VS group communicatiormodelandis similar to the
layeredarchitecturen that encryptionand decryptionare
performeddy clientsonly. Theclientgroupsareclosed,.e.,
a client needsto be a memberof a groupin orderto send
messaget thatgroup. This designrequiresclient groups
keys. However, unlike the layeredarchitecturewherethe
key agreementvas performedindividually by eachgroup,
in this case,group keys are generatedy seners without

involving costly key agreemenprotocols.

Figure 3 depictsthe IntegratedVS architecture. The
Seners AgreementEngine (SAE) initiates a key agree-
ment protocol betweenthe seners whenever it detectsa
changen sener groupconnectity. The GroupKeys En-
gine (GKE) generatesfor eachgroup,a sharedkey when-
evergroupmembershighangesin caseof a network con-
nectiity changethe SAE is invoked rst, followed by the
GKE. (Thelatterrefresheshekey for eachgroupthatsuf-
feredchangesn membershiglueto achangen senercon-
nectvity.) The new groupkey is attachedo the member
ship noti cation and deliveredto the group. Client group
keys aregeneratedby thesenersbasedn threevalues:

1. senergroupsharedkey K,

2. groupname,and

3. uniquenumberthatidenti es the groupview (list of
membersata certaintime)

Thegroupkey for groupg in view i uniquelyidenti ed
by view_id(g;i) isKgi = HM AC(Ks; gkview_id(g; i)).

The sharedsener groupkey is computedin a manner
identicalwith theoneusedby the Three-Steflient-Serer
architectureand can be refreshedas needed. The client
groupkey is changedvhenever a groupevent(join, leave,
etc.) occurs. The new key is deliveredwithin the secure
membershipnessaginforming the clientsaboutthegroup
changeAll clientgroupmemberseceve the samekey for
the samemembershimsa resultof the VS semanticsif a
key changeis requiredbecausef the securitypolicy (not
causedby an underlyinggroup membershipchange).the
key refreshnoti cation is deliveredasan“arti cial” group
membershighange Thisis neededo preseretheseman-
tic guarantee®f VS that messagegncryptedby a client
with onekey will berecevedby everyonewhile they also
have thatsamekey.
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The encryptionand decryptioncostsfor IntegratedvVS
consistof one encryptionby the senderand multiple de-
cryptions,onefor eachrecever. The worsecaseis when
all receversaresituatedonthesamemachinewhereasthe
bestcaseis whenall receversarerunningon distinct ma-
chines.In thelattercasedecryptiontakesplacein parallel.
OnceagainBlow sh is thepreferredencryptionalgorithm.

4.3.3 Optimized EVS

Out of the architecturevariants presentedhus far, only
Three-Ste[Client-SenersupportstheEVS modelandopen
groups.Asdiscusseth Section3.2,EVSisfasterthusiit is
desirableo have a secureGCSsupportingthis model. The
Three-SteClient-Sener senesthis purpose but incursa
heary encryptionoverheadvhenclientsconnectremotely

Onemethodto alleviatethis large numberof encryption
operationsis to have clientsencryptwith asharederview
groupkey. However, EVS doesnot guarante¢hatall mes-
sagesaredeliveredto receversin the sameview in which
they were sent. Therefore,there might be messageshat
groupmemberswill not be ableto decryptasthey do not
have thekey usedto encryptthatmessagén the rst place.
Our next architecturevariantaddressethisissue.

In orderto supportEVS semanticsand client message
encryption,we developedan architecturghatrelieson the
seners not only to generateclient group keys, but also
to “adjust” messageshat are not encryptedwith the cur
rent group key. Figure 4 presentsthis architecture,re-
ferredto asOptimizedEVS TheSenersAgreemenEngine
and Group Keys Engine perform key managemenof the
seners' sharedsecretand client group keys, respectiely.
The methodof generatingclient groupkeys is the sameas
thelntegratedvS variant. Themainchanges thatwe adda
new EVS-Fix-Messagemodule,thatdetectswvhena mes-
sagefor a certaingroupis encryptedwith a key which is
no longervalid. Eachsuchmessagés decryptedandthen

re-encryptedvith the currentgroupkey beforedelivery to
theclients. Theclients,in turn, decryptall groupmessages
normally. TGDH is usedasthe senergroupkey agreement
protocolandBlow sh is usedfor dataencryption.

The rst problemis addressetby having the sendeiin-
cludein eachmessagea uniqueK ey_id of the groupkey
thatwasusedto encryptit. ThisK ey_id is independently
andrandomlycomputedeachtime a new key is generated
(it is alsodistributedalongwith eachnew clientgroupkey).
However, sinceit doesnot provide integrity, but merely
identi es theclientgroupkey, theK ey_id canberelatively
short,e. g., 32 bits. It is transportedn the un-encrypted
portionof themessag&eader

To detectmessagegncryptedwith an “old” key, the
sener storeseachclient groupalongwith its K ey_id. The
seneralsotagsonekey asthe“current” key for eachclient
group. The currentkey is the key that matchesthe last
membershigor key refresh)deliveredto the groupmem-
bers. Then, before delivering a messageo a client, it
checksif the K ey_id on the messagenatcheghat of the
currentkey. If so,the messagés immediatelydelivered.
Otherwise,the messagés decryptedwith the appropriate
stored“old” key andre-encryptedunderthe currentkey.
Sincethe messagatreamdeliveredto eachclientis areli-
able FIFO channelthe client eventuallyreceivesthe mes-
sagein thesameview thatthe sener expectsit to.

Accumulatingold keys andK ey_ids adin nitum is not
a viable solution. Thus, old keys have to be periodically

ushed from by eachsener. Two differentexpirationmet-

rics canbe usedeitheraloneor in concert: time-outsand

key-outs. A time-outoccurswhenno messagencrypted
undera givenkey hasbeenreceiedfor a certainlengthof

time. A key-out takesplacewhensomepre-setmaximum
numberof keys-pergroupis exceededMany combinations
andvariationson thethemeareclearlypossible.

The choiceof a key expiration methodologycan affect
the risk of a messagéeing “undecipherable’even when
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Figure 5. The cost of key agreement - layered architecture vs. integrated architecture

thesener, in theory could have kepttherequiredkey.

5 Experimental Results

In this section we presentexperimental results for
the group key managemenand dataencryptionbuilding
blocks. The experimentscover all architecturevariantsde-
scribedin Sectior4 measuredh alocal-areanetwork ervi-
ronmentandshaw the superiorscalabilityof anintegrated,
overthatof alayered architecture.

5.1 Group Key Management

We now comparehe costof establishingasharedgroup
key in alayeredarchitectureandin anintegratedarchitec-
ture. For the layeredarchitectureve chosethe mostef -
cientkey agreemenprotocolthatwe have experiencewith,
TGDH [35]. For theintegratedarchitecturene alsochose
TGDH asakey agreemenprotocolbetweerthe seners.

We usedan experimentatestbedconsistingof a cluster
of thirteen667 MHz Pentiumlll dual-processoPCsrun-
ningLinux. Eachmachinerunsa Spreadsener. Clientsare
uniformly distributedon the thirteenmachines.Therefore,
morethanoneprocessanbe runningon a singlemachine
(whichis frequentin mary collaboratve applications).

For themostcommongroupchangesjoin andleave, the
costof establishinga new groupkey is reducedto almost
the costof thegroupcommunicatiormembershigprotocol,
sincethesenerscancomputeanew groupkey without per
forming ary otherkey agreemenprotocol,justoneHMAC
operationis needegergroupchange Theresultgpresented
in Figureb(a)andFigure5(b)for theintegratedarchitecture
arefor a VS groupmembershigprotocol. This is because
the costof the VS groupmembershigprotocolis in some
sensdheworstcase:VS usesclosedgroupsandit requires
acknavledgmentdrom eachgroupmembereforechang-
ing the groupmembership.In the EVS case the numbers
for theintegratedarchitecturewill bemuchsmaller

In Figure 5(c) and Figure 5(d) we presentthe cost of
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Figure 6. Scalability with number of groups

establishinga securemembershigor meige and partition.
Remembethat sucha group eventis triggeredby a net-
work connectvity changevhich determines modi cation
in thesenerscon gurationchangepr by asenercrash.In
this case,a new key needsto be computedby the seners,
andonly thenthe groupkeys arecomputed.In Figure5(c)
andFigure5(d) we presenthe costof establishinga secure
groupmembershigor atestscenariovherethe senersare
partitionedin half andthenbroughtbacktogether

As it canbeseenin Figures5(c) and5(d) the costof the
key managementfor the integratedarchitectures slightly
higherthanin the caseof join andleave becaus®f thecost
of the key agreemenprotocolperformedbetweenseners.
However, sincethenumberof senersis muchsmallerthan
thenumberof clients,theimpactof thekey agreemenpro-
tocolis lesssigni cant. The costof thesecuremembership
decrease$rom about220 milliseconds,to about90 mil-
lisecondswherethe size of the groupafter partitionis 100
users,jn caseof a memgeandfrom about680 milliseconds
to about60 millisecondsfor a partition, wherethe size of
thegroupbeforepartitionis aboutl00members.

Theaboveresultsarefor ascenariavhenonly onegroup
existsin the system.In practice thisis notthe case.When
morethanonegroupexistsin the systemanda changein
theseners' con gurationthataffectsmorethanonegroup
occurs,the layeredarchitectureperformsa key agreement
protocol for eachof the existing groupsaffected by the
change. For the integratedarchitecturethereis only one
smallscalekey agreemenperformedbetweerseners,and
thenanumberof HMA C operationsqualwith thenumber
of groupsaffectedby thechange Figure6 shovs the aver-
agecostof recomputinga shareckey for all groups,when
morethanonegroupexistsin the system. All the groups
have the samenumberof clients13. We chosethis num-
ber, becausehis is alsothe numberof the senersin our

con guration. Evenin this favorablesetupfor the layered
architecturgsmallsizegroups) theintegratedarchitecture
scalesmuch betterthanthe layeredarchitecturevhenthe
numberof groupsin the systemincreases.Basedon the
resultswe presentin Figure 6 we estimatethat even with
avery small groupsize (13 in our case),t will take more
than4 seconddo refreshthe key for 200 groupsin a lay-
eredarchitecturewhile it will take about50 timeslessto
performthe sameoperatiorfor anintegratedarchitecture.

5.2 DataEncryption

Anotherimportantbuilding block in the architectureof
securegroupcommunicationis the encryptionmodule. In
Figure7 we presenthe datathroughputfor threedifferent
setupsthelLayeredArchitecture thelntegratedvS andthe
Three-StefClient-Serer, in alocal areanetwork. We con-
sider a scenariowhere clients connectto senersrunning
locally, soin the Three-StepClient-Sener setup,encryp-
tion is performedonly betweenseners. As expected,the
resultsfor the IntegratedVv'S aresimilar with theresultsfor
the LayeredArchitecture,becausen both modelsencryp-
tion anddecryptionareperformedby theclients.

The resultsfor the Three-StepClient-Senrer are about
0.66 of the throughputachieved in the othertwo models.
The major reasonfor this decreaseas dueto the fact that
both headersand dataare encryptedand the messageale-
livery protocolemployed by our systemcannot detectif it
needgo processa messagéurtheror not, without rst de-
cryptingit. In addition, sincethe maximummessageize
exchangedby the senersis aboutthe size of an Ethernet
frame(minusthe UDP protocolheader)amessagef large
sizethat getsencryptedn a clientin only one encryption
operationtranslatesnto anumberof encryptionoperations
in the sener. We notethat sincethe encryptionoperation
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takes placeat the datalink layer, the senersencryptnot
only clientdata,but alsocontrolinformation,sothis model
providesa strongerservicethanthe othertwo models.

This experimentonly hadonesenderandthatsenerwas
the bottleneck.In caseswvhereseveral senersaresending
messageshis costwill be amortizedand the throughput
will considerablyncreasgby abit lessthanafactorof 2).

We did not include resultsfor the Three-StepClient
Senerarchitecturavhenclientsconnecremotely but from
theresultsin Figure7 we canextrapolatethatthe achieved
throughpuin this casewill be muchsmaller andtherefore
unacceptableThe OptimizedEVS architecturehroughput
will besimilarto thelntegratedVv'S throughpuif noseners
membershipoccurs,and will degradewhen membership
changesoccur sincesomemessagesvill needto be de-
cryptedandre-encryptedindernew keys. The Three-Step
Client-Serer architectureperformanceshouldbe worsein
all cases.

Note thatthe dropin throughputfor all of the methods
(asseenin Figure7) atamessagsizeof around700bytes
is actuallya positive thing. Up to 700bytes,Spreads able
to pack multiple messagento one network paclet, thus
paying less per paclet and increasingthroughputconsid-
erably Above 700 bytes,that optimizationcannotbe em-
ployedbecaus@f the Ethernetmaximumpacletsize.

6 Discussion

Thelayeredandeachthenew proposedntegratedarchi-
tecturehave bene tsandlimitations. We comparghemby
investigatingthe following aspectstrust, encryptionover-
head,key managemenbverhead,impact of the compro-
miseof the sharedsecretcompleity andsupportedgroup
communicatiormodel.

Tablel summarizeshe architecturesve proposed.The
layeredarchitecturenasthe advantagethat no trustis put
into anything outsideof the endusers controlwith respect
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to protectingthe client's data. The client needgo trustthe
senerswith respecto themembershigerviceandordered
andreliabledelivery, but theseareoutsidethe scopeof our
securitygoalsfor this work. The compromiseof a group
key doesnot affect the securityof therestof the groupsin

thesystemsinceeachgroupis runningits own protocoland
computests sharedkey independentlyf theothergroups.
In addition, this architecturds lesscomplex and easierto

develop, allowing us to explore the inter-relationshipbe-
tweenkey agreementind group communicatior?. How-

ever, this model,dueto the security-strong,but expensve
key agreemenprotocolswe used haslimited scalability to

no morethan100memberdor the bestprotocol.

All of the integratedarchitecturesve proposedover-
comethe key managemenscalability problemby usinga
secretkey sharedby the seners, and thus, putting more
trustin theseners. Thisarchitecturds alsoappropriatdor
providing othersecurityservicessuchasclient authentica-
tion uponconnectiorandaccesgontrolto performgroup-
speci ¢ operations A securitypolicy canbeeasilycon g-
uredandenforcedby anadministratorcontrolling a sener
con guration le.

The Three-StepClient-Senrer approachdoes not use
client groupkeys, but requiresa client to sharea key with
the senerit connectgo. Althoughit usesa lesscomplex
key managemenmnechanismthis approactis expensvein
encryptionanddecryptionoperationavhenclientsconnect
to senersremotely If clients connectto senerslocally,
this is the bestarchitecturesincetheoreticallyit only re-
quires one encryption/decryptiorof eachmessagend it
can easily protectnot only client data, but also the con-
trol information exchangedby the seners, somethingthe
layeredarchitecturecannot provide. Note,thatdepending
on the implementationgvenwhenclientsconnectiocally,
morethanoneencryption/decryptiof eachmessage&an

2For example,we usedthis architectureto designrobust contritutory
protocols resilientto ary sequencef groupchangespossiblycascading.



GroupKeys | SewersKey Encryption Group Comm. Model
Secuee SpreadLibrary Client None Client-Clients VS
VS Integrated Ar chitecture Sener Yes Client-Clients VS
Thr ee-StepClient-Server None Yes Client-Serer, Sener-Sener VS andEVS
Optimized EVS Sener Yes Client-Clientsmostly EVS

Table 1. Secure group comm unication architectures

take placeatthe sendeiasdiscussedn Section5.2.

Boththe VS Integratedsolutionandthe OptimizedEVS
solutionuseclientgroupkeysgeneratedby seners.Ourex-
perimentalresultsin Section5 show thatthe scalabilityis
groupsizeis improvedsubstantiallyith respecto thelay-
eredarchitectureHowever, thesecurityof thegroupsrelies
on the securityof the seners' sharedkey, which is usedin
generatinghe groupkeys. If the seners' key is compro-
mised,the securityof all the groupsin the systemis com-
promisedasopposedo the layeredmodelwherethe com-
promiseof a groupkey, doesnot affect the securityof the
restof thegroupsin thesystem.Theencryptionoverheads
smallerthatof the Three-StefClient-SenerapproachThe
VS Integratedapproachhasthe sameencryptionoverhead
asthe layeredarchitecture. The Optimized EVS solution
hasalmostthe sameencryptioncostasthe layeredarchi-
tecture,for the messagesot deliveredin the membership
they weresentin, four additionalencryption/decryptioop-
erationspermessagareperformed.

Althoughprotectingthe controlmessageexchangedy
thesenersis outof thescopeof this paperwe notethatthe
Three-SteClient-Senrer solution also providescon den-
tiality andintegrity for the seners' controlmessagesThe
restof the approachesre con dentiality client-driven so
they do not. This canbe correctedby addressinghe con-
trol data o w atthe seners'level: integrity, con dentiality
and,if needednon-repudiatiorby signingthe messages.

Choosingthe mostappropriatearchitecturedependson
the desiredscalabilityandtrust guaranteesAn integrated
approactscalesbetter but the securityof all groupsrelies
ononekey; alayeredarchitecturescalesvorse,but the se-
curity of a groupis independenbf the securityof therest
of thegroupsandgivesmorecontrolto theclient.

7 Conclusionsand Futur e Work

This paperpresentedeveral securentegratedarchitec-
turesfor client-sener GCS, discussingheir differentper
formanceand security guarantees.The experimentalre-
sults we presentdemonstratehe increasedscalability of
integratedapproachesver layeredapproacheswithout a
signi cant decreasin throughputperformance.

The work presentedn this paperfocuseson strongse-
mantics(e.g. membershipandsecurityserviceghat have
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a signi cant impacton computationabverheadandscala-
bility. Someapplicationamightneedin factwealer service
semanticsWe intendto explorethesecurityaspect®f sys-
temsproviding communicatiorto groups,but with looser
semantics.
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