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Abstract

This paper presentsthe r st hierarchical Byzantine
fault-tolerantreplicationarchitectue suitableto systems
that spanmultiple wide areasites. Thearchitecture con-
nes the effectsof any maliciousreplicato its local site
reducesmessge compleity of wide area communica-
tion, and allows read-onlyqueriesto be performedlo-
cally within a sitefor the price of additionalhardware. A
prototypeimplementatioris evaluatedover several net-
work topolagiesand is compaed with a at Byzantine
fault-tolerantapproac.

1 Intr oduction

Duringthelastfew yearstherehasbeenconsiderable
progressn thedesignof Byzantinefault-toleranteplica-
tion systems.The currentstateof the art protocolsper
form very well on small-scalesystemsthat are usually
con ned to local areanetworks. However, currentsolu-
tionsemplgy at architectureshatintroduceseverallim-
itations: Messageompleity limits their ability to scale,
andstrongconnectvity requirementfimit theiravailabil-
ity on WANSs that usually have lower bandwidth,higher
latenciesandexhibit network partitions.

This paper presentsStevard, the rst hierarchical
Byzantinefault-tolerantreplicationarchitecturesuitable
for systemghatspanmultiple wide areasites,eachcon-
sisting of several sener replicas. Stavard assumesio
trustedcomponentn the entiresystemptherthanavalid
mechanismo pre-distritute private/publickeys.

Stevard uses a Byzantine fault-tolerant protocol
within eachsite and a lightweight, benignfault-tolerant
protocolamongwide areasites. Eachsite, consistingof
several potentiallymaliciousreplicas,is corvertedinto a
single logical trustedparticipantin the wide areafault-
tolerantprotocol. Senerswithin a site run a Byzantine
agreemenprotocolto orderoperationdocally, andthey

agreeuponthecontentof ary messagéeaving thesitefor
theglobal protocol.

Guaranteein@ consistentagreementvithin a site is
not enough. The protocolneedsto eliminatethe ability
of maliciousreplicasto misrepresentlecisionghattook
placein their site. To thatend,messagebetweerseners
atdifferentsitescarryathresholdsignatureattestingthat
enoughsenersattheoriginatingsiteagreedvith thecon-
tentof themessage.

Usingthresholdsignaturesllows Stevardto save the
spaceandcomputatiorassociateavith sendingandveri-
fying multiple individual signaturesMoreover, it allows
for a practicalkey managemenschemewhere seners
needo know only asinglepublickey for eachremotesite
andnottheindividual public keys of all remoteseners.

Themainbene tsof ourarchitectureare:

1. It reduceghe messageompleity onwide areaex-
changedrom O(N 2) (N beingthe total numberof
replicasin the system)to O(S?) (S beingthe num-
ber of wide areasites),considerabljincreasingthe
systems ability to scale.

2. It con nestheeffectsof any maliciousreplicato its
local site,enablingthe useof a benignfault-tolerant
algorithmover the WAN. This improvesthe avail-
ability of the systemover WANS that are proneto
partitions,as only a majority of connectedsitesis
neededto make progress,comparedwith at least
2f + 1seners(outof 3f + 1) in at Byzantinear
chitectures.

3. It allows read-onlyqueriesto be performediocally
within a site, enablingthe systemto continueserv-
ing read-onlyrequestseven in sitesthat are parti-
tionedaway.

4. It enablesa practical key managementscheme
where public keys of speci ¢ replicasneedto be
known only within their own site.

Thesebene tscomewith aprice. If therequirements
to protectagainstany f Byzantinesenersin the system,
Stevardrequires3f + 1 senersin eachsite. However, in



return,it is ableto overcomeupto f malicioussenersin
eachsite.

Stevard's efcacy dependson using seners within
a site which are unlikely to suffer the samevulnerabil-
ities. Multi-version programming[1], whereindepen-
dently codedsoftware implementationsare run on each
sener, canyield the desireddiversity. Newer techniques
[2] canautomaticallyandinexpensvely generatevaria-
tion.

Thepaperdemonstratethatthe performancef Stewv-
ard with 3f + 1 senersin ead site is much better
even comparedvith a at Byzantinearchitecturewith a
smallersystemof 3f + 1 total senersspreadover the
samewide areatopology Thepaperfurtherdemonstrates
that Stavard exhibits performancecomparable(though
somavhatlower)with commonbenignfault-toleranfpro-
tocolson wide areanetworks.

We implementedthe Stevard systemand a DARPA
red-teamexperimenthascon rmed its practicalsurviv-
ability in the face of white-box attacks(wherethe red-
teamhascompleteknowledgeof systemdesign,access
to its sourcecode,andcontrolof f replicasin eachsite).
Accordingto therulesof engagementyhereared-team
attack succeedeanly if it stoppedprogressor caused
consisteng errors, no attackssucceeded.We have in-
cludeda detaileddescriptionof the red-teamexperiment
in [3].

The remainderof the paperis presentedas follows.
We provide backgroundn Section2. We presenbur as-
sumptionsandthe servicemodelin Section3. We de-
scribeour protocol, Stevard, in Section4. We present
experimentalresultsdemonstratinghe improved scala-
bility of Stavardon WANSs in Section5. We discus9re-
viouswork in severalrelatedresearctareadn Section6.
We summarizeour conclusionsn Section?.

2 Background

Our work requires conceptsfrom fault tolerance,
ByzantinefaulttoleranceandthresholdcryptographyTo
facilitate the presentatiorof our protocol, Stevard, we

rst provide anoverview of threerepresentatie worksin
theseareas:Paxos,BFT andRSA ThresholdSignatures.

Paxos: Paxog[4, 5] is awell-known fault-tolerantpro-
tocol that allows a set of distributed seners, exchang-
ing messagegia asynchronousommunicationto totally
orderclient requestsn the benign-fult, crash-recaery
model. Onesener, referredto astheleader, coordinates
the protocol. If the leadercrashesor becomesunreach-
able,aview changeoccurs,allowing progresdo resume
in thenew view underthereignof anew leader Paxosre-
quiresatleast2f + 1 senersto toleratef faulty seners.
Sincesenersare not Byzantine,a singlereply needsto

bedeliveredto theclient.

In the commoncase,in which a single leaderexists
andcancommunicatenith a majority of seners, Paxos
usestwo asynchronougommunicationroundsto glob-
ally orderclientupdatesin the rst round,theleaderas-
signsa sequenc@umberto a client updateandproposes
this assignmento the restof the seners. In the second
round,ary senerreceving the proposalacceptghe pro-
posalby sendingan acknavledgmentto the restof the
seners. Whena sener recevesa majority of acknavl-
edgments- indicatingthata majority of senershave ac-
ceptedheproposal-thesenerordersthecorresponding
update.

BFT: TheBFT [6] protocoladdressethe problemof
replicationin theByzantinemodelwhereanumberof the
senerscanexhibit arbitrarybehaior. Similar to Paxos,
BFT usesanelectedeaderto coordinateheprotocoland
proceedshrougha seriesof views. BFT extendsPaxos
into the Byzantineervironmentby using an additional
communicatiorroundin thecommoncaseo ensurecon-
sisteng both in and acrossviews and by constructing
strongmajoritiesin eachroundof the protocol. Specif-
ically, BFT requiresacknavledgmentdrom 2f + 1 out
of 3f + 1 senersto maskthe behaior of f Byzantine
seners. A clientmustwait for f + 1 identicalresponses
to be guaranteedhat at leastone correctsener assented
to thereturnedvalue.

In the commoncase,BFT usesthreecommunication
rounds. In the rst round,the leaderassignsa sequence
numberto a client updateand proposeghis assignment
to the restof the senersby broadcasting pre-prepae
messageln the secondround, a sener acceptghe pro-
posedassignmenby broadcastingan acknaviedgment,
prepake. Whenasenerreceves2f + 1 prepale messages
with the sameview numberandsequenc@umberasthe
pre-prepare, it begins the third roundby broadcasting
commitmessage.A sener commitsthe corresponding
updatewhenit receves2f + 1 matchingcommitmes-
sages.

Thresholddigital signatures: Thresholdcryptogra-
phy[7] distributestrustamonga groupof participantgo
protectinformation(e.g. thresholdsecretsharing[8]) or
computation(e.g.thresholddigital signature$9]).

A (k, n) thresholddigital signatureschemeallows a
setof senersto generatea digital signatureas a single
logical entity despite(k - 1) Byzantinefaults. It divides
aprivatekey into n shareseachownedby a sener, such
thatary setof k senerscanpool their sharego generate
a valid thresholdsignatureon a messagem, while ary
setof fewerthank senersis unableto doso. Eachsener
usedts key shareto generate partialsignatureonm and
sendsthe partial signatureto a combinersener, which
combineghepartial signaturesnto a thresholdsignature



onm. Thethresholdsignaturds veri ed usingthepublic
key correspondingo thedivided privatekey.

A representatie exampleof practicalthresholddigital
signatureschemesgs the RSA Shoup[9] schemewhich
allows participantdo generateéhresholdsignaturedased
on the standardRSA[1( digital signature. It provides
veri able secretsharing[11] (i.e. the ability to con rm
thata signaturesharewasgeneratedisinga valid private
key share)whichis critical in achieving robustsignature
generatiorf12] in Byzantineervironments.

3 SystemModel and Sewice Guarantees

Seners are implementedas deterministicstate ma-
chines[13]. All correctsenersbeagin in the sameinitial
stateandtransitionbetweerstatedy applyingupdatesas
they areordered.Thenext stateis completelydetermined
by the currentstateandthe next updateto be applied.

We assumea Byzantinefaultmodel. Senersareeither
correct or faulty. Correctsenersdo not crash. Faulty
senersmay behace arbitrarily. Communicatioris asyn-
chronous.Messagesanbe delayed,lost, or duplicated.
Messageshatdo arrive arenot corrupted.

Senersareorganizednto wide areasites eachhaving
auniqueidenti er. Eachsener belongsto onesite. The
network may partitioninto multiple disjoint components
eachcontainingone or more sites. During a partition,
senersfrom sitesin differentcomponentsare unableto
communicatenith eachother Componentsnay subse-
guentlyre-mege. Eachsite S; hasatleast3 (f;) + 1
seners,wheref; is themaximumnumberof senersthat
may be faulty within S;. For simplicity, we assumein
what follows that all sites may have at mostf faulty
seners.

Clientsaredistinguishedy uniqueidenti ers. Clients
sendupdatedo senerswithin theirlocal siteandreceve
responsesrom theseseners. Eachupdateis uniquely
identi ed by apairconsistingof theidenti er of theclient
thatgeneratedhe updateanda unique,monotonicallyin-
creasingogical timestamp.Clients proposeupdatesse-
guentially: a client may proposean updatewith times-
tampi + 1 only afterit recevesareplyfor anupdatewith
timestamg.

We employ digital signaturesandwe make useof a
cryptographichashfunctionto computemessageligests.
Client updatesare properly authenticatecnd protected
againsimodi cations. We assumehatall adwersariesin-
cludingfaulty seners,arecomputationallypoundedsuch

thatthey cannotsubvertthesecryptographianechanisms.

We alsousea (2f + 1, 3f + 1) thresholddigital signa-
ture scheme.Eachsite hasa public key, andeachsener
recevesasharewith the correspondingproofthatcanbe
usedtio demonstratéhevalidity of thesener's partialsig-

naturesWe assumehatthresholdsignaturesreunforge-
ablewithoutknowing 2f + 1 or moresecretshares.

Our protocolassigngylobal,monotonicallyincreasing
sequenceumbergo updatesto establisha global, total
order Below we de ne thesafetyandlivenesgroperties
of the Stewvard protocol. We saythat:

a client proposesan updatewhen the client sends
the updateto a correctsener in the local site, and
thecorrectsenerrecevesit.

a serverexecutesan updatewith sequencewumber
i whenit appliesthe updateto its statemachine.
A sener executesupdatei only after having exe-
cutedall updateswith a lower sequenceaumberin
theglobaltotal ordet

twoservesare connectedf any messagéhatis sent
betweenthemwill arrive in a boundedtime. This
boundis not known beforehandandit may change
overtime.

twositesare connectedf every correctsenerof one
siteis connectedo every correctsener of the other
site.

DEFINITION 3.1 S1 - SAFETY: If two correct serves
executethei™ update thentheseupdatesare identical.

DEFINITION 3.2 S2 - VALIDITY: Only an updatethat
wasproposedy a client maybe executed.

DEFINITION 3.3 GL1 - GLOBAL PROGRESS: If there

exists a setof a majority of sites,ead consistingof at

least2f + 1 correct,connectederves, anda timeafter

which all sitesin the setare connectedthenif a client

connectedo a site in the setproposesan update some
correctserverin somesite in the seteventuallyexecutes
theupdate

4 Protocol Description

Steward leveragesa hierarchicalarchitectureto scale
Byzantinereplicationto the high-lateng, low-bandwidth
links characteristioof WANs. It usesrelatively costly
Byzantinefault-tolerantprotocolsand thresholdsigna-
turesto con ne maliciousbehaior to local sites. Each
site thenactsasa singlelogical participantin a Paxos-
like, benignfault-tolerantprotocolrun on the wide area.
The useof this lightweight protocolreduceghe number
of messageandcommunicatiorroundsonthewide area
comparedo a at Byzantinesolution.

Sinceeachentity participatingin our protocolis a site
consistingof a set of potentially maliciousseners (in-
steadof a single trustedparticipantas Paxosassumes),
Stawvard employs several intra-site protocolsto emulate
the behaior of a correctPaxosparticipant. For exam-
ple, while the leaderin Paxoscan unilaterally assigna



sequencenumberto an update,Stevard insteadusesa
BFT-like agreementlgorithm, ASSIGN-SEQUENCE, at
the leading site to assigna sequencenumber Stew-
ardthenusesa secondntra-siteprotocol, THRESHOL D-
SIGN, to signtheresultingPaxosproposaimessage.

Onesenerin eachsite,therepresentativecoordinates
thelocal agreemenandthresholdsigningprotocols.The
representatie of the leading site coordinatesthe wide
areaagreemenprotocol. If the representatie of a site
actsmaliciously the senersof that site will electa new
representatie. If theleadingsiteis partitionedaway, the
senersin theothersiteswill electanew one.

Below we provide a descriptionof Steavard's com-
moncaseoperationtheview changeslgorithmsandthe
timers. Completepseudocodanda proof of correctness
canbefoundin [3].

41 The Common Case

Duringthecommoncaseglobalprogresss madeand
no leadingsite or site representatie electionoccurs.The
commoncaseworksasfollows:

1. A clientsendsanupdateto asenerin its local site.
This sener forwardsthe updateto the local repre-
sentatve, which forwardsthe updateto the repre-
sentatve of the leadingsite. If the client doesnot
receveareplyin time, it broadcasttheupdate.

2. The representatie of the leadingsite initiates the
ASSIGN-SEQUENCE protocolto assigna global se-
guencenumberto the update this assignmenis en-
capsulateéh aproposalmessageThesitethengen-
eratesa signatureon the constructegroposalusing
THRESHOLD-SIGN, andtherepresentatie sendghe
signedproposalto the representaties of all other
sitesfor globalordering.

3. Whenarepresentatie receivesa signedproposaljt
forwardsthis proposato thesenersin its site. Upon
receving a proposal,a sener constructsa site ac-
knowledgment(accep) andinvokes THRESHOLD-
SIGN onthis messageTherepresentatie combines
the partial signaturesand then sendsthe resulting
threshold-signedcceptto therepresentatiesof the
othersites.

4. The representatie of a site forwardsthe incoming
acceptmessagewo thelocal seners. A sener glob-
ally ordersthe updatewhenit receivesbN=2c dis-
tinct acceptmessagegwhereN is the numberof
sites)and the correspondingproposal The sener
at the client's local site that originally receved the
updatesendsa reply backto theclient.

We now highlightthedetailsof the THRESHOLD-SIGN
andASsIGN-SEQUENCE protocols.

Threshold-Sign: The THRESHOLD-SIGN intra-site
protocolgenerates (2f + 1, 3f + 1) thresholdsigna-
ture on a given messagé. Upon invoking the protocol,
a sener generates partial signatureon the messagéo
be signedanda veri cation proof that othersenerscan
useto con rm thatthepartialsignaturevascreatedising
avalid share.Both the partial signatureandthe veri ca-
tion proof are broadcastvithin the site. Uponreceving
2f+1 partial signatureson a messagea sener combines
the partial signaturesnto a thresholdsignatureon that
messagewhich is then veri ed using the site's public
key. If the signatureveri cation fails, one or more par
tial signaturesusedin the combinationwereinvalid, in
which casethe veri cation proofsprovidedwith the par
tial signaturesare usedto identify incorrectsharesithe
correspondingenersareclassi edasmalicious.Further
messagefom the corruptedsenersareignored.

Assign-SequenceThe ASSIGN-SEQUENCE intra-site
protocol consistsof threerounds,the rst two of which
are similar to the correspondingoundsof BFT. At the
endof the secondround,ary sener thathasreceved 2f
preparesandthe pre-prepar, for the sameview andse-
guencenumberinvokeSTHRESHOL D-SIGN to generate
thresholdsignatureon therepresentatie's proposal

4.2 View Changes

Several typesof failure may occurduring systemex-
ecution,suchasthe corruptionof a site representatie or
the partitioning of the leadersite. Suchfailuresrequire
delicatehandlingto presere safetyandliveness.

We use two relatively independentmechanismsto
handlefailures.First,if aprotocolcoordinator? is faulty,
the correctparticipantselecta new coordinatorusinga
protocolsimilar to the onedescribedn [6]. Secondwe
usereconciliationto constrainprotocolparticipantssuch
that safetyis presered acrossviews. Note thatthereis
alocal andglobalcomponento both mechanismseach
servinga similar functionatits level of the hierarchy

Below we provide relevant details of leader elec-
tion, intra-site reconciliation (via the CONSTRUCT-
COLLECTIVE-STATE intra-site protocol), local view
changeandglobalview change.

Leader Election: We referthereaderto [6] for ade-
tailed descriptionof the intra-siterepresentatie election
protocol. To electa leadingsite, eachsite rst runsan
intra-siteprotocolto agreeuponthe siteit will propose;
thesevotesare exchangedamongthe sitesin a manner
similarto theintra-siterepresentatie electionprotocol.

IWecouldusean(f + 1, 3f + 1) thresholdsignatureatthe costof
anadditionalprotocolround.

2Within a site, the protocol coordinatoris the local representate,
and,in the high-level protocol,the coordinatoris theleadingsite.



Construct Collective State: The CONSTRUCT-
COLLECTIVE-STATE protocolis usedasa building block
in both view changes.It senestwo primary functions:
guaranteeingufcient intra-sitereconciliationto safely
make progressfteralocal view changeandgeneratinga
messagee ecting thesite's level of knowledge whichis
usedduringa globalview change.

A site representatie invokesthe protocol by sending
asequenceumber seq to all senerswithin the site. A
senerrespondwith amessageontainingthe updatest
hasorderedand/oracknavledgedwith a highersequence
numberthanseq Therepresentatie computeghe union
of 2f + 1responsegliminatingduplicatesandusingthe
updatefrom the latestview if multiple updateshave the
samesequenc@umberandbroadcast# within the site.
Whenasenerrecevesaunionmessagef collectsmiss-
ing messagefrom the union andinvokes THRESHOL D-
SIGN ontheunion

Local View Change: Thelocal view changeprotocol
is triggeredin theleadingsite afteralocal representatie
election. The new representatie invokes CONSTRUCT-
COLLECTIVE-STATE with the sequencenumberup to
whichit hasorderedall updates.Upon completion,cor-
rectseners(includingthe new representatie) arerecon-
ciled suchthatthey canconstrairtheupdatesroposedn
the new view to presenre safety The new representatie
then invokes ASSIGN-SEQUENCE to replay all pending
updatescontainedn theunionmessage.

Global View Change: The global view changepro-
tocolis triggeredafteraleadingsite election. The repre-
sentatve of the new leading site invokes CONSTRUCT-
COLLECTIVE-STATE with the sequencenumberup to
which it hasorderedall updates. The resulting union
messagemplicitly containsthe sequenceaumberup to
which all updateshave beenorderedwithin the site cor-
rectsenersinvoke THRESHOL D-SIGN onamessageon-
taining this number and the representatie sendsthe
signedmessagdo all other site representaties. Upon
receving this messagea non-leadingsite representatie
iNnvOkeSCONSTRUCT-COL LECTIVE-STATE andsendghe
resultantunion to the representatie of the new leading
site. Senersin the leadingsite usethe union messages
from a majority of sitesto constrainthe proposalshey
will generaten the new view.

4.3 Timeouts

Stevardreliesontimeoutsto detectproblemswith the
representatiesin differentsitesor with the leadingsite.
Our protocolsdo not assumesynchronizedlocks; how-
ever, we do assumehattherateof theclocksat different
senersis reasonabllose. We believe thatthis assump-
tion is valid consideringtoday's technology Below we

provide detailsaboutthe timeoutsin our protocols.

Local representativgT1): This timeoutexpiresat a
sener of a non-leadingsite to replacethe representatie
onceno (global) progresgakes placefor that period of
time. Oncethe timeout expiresat f + 1 seners, the
local view changeprotocol takes place. T1 shouldbe
higherthan 3 timesthe WAN round-tripto allow a po-
tential global view changeprotocolto completewithout
changinghelocal representatie.

Leadingsiterepresentativé€T?2): Thistimeoutexpires
at a sener at the leadingsite to replacethe representa-
tive onceno (global) progresgakesplacefor that period
of time. T2 shouldbe large enoughto allow the rep-
resentatie to communicatewith a majority of the sites.
Speci cally, sincenot all sitesmay be lined up with cor-
rectrepresentatiesatthesameime, T2 shouldbechosen
suchthat eachsite canreplaceits representatiesuntil a
correctonewill communicatewith the leadingssite; the
site needsto have a chanceto replacef + 1 represen-
tatives within the T2 time period. Thus, we needthat
T2 > (f+2) maxT 1, wheremaxT 1 is anestimateof the
largestT1 atary site. The(f + 2) coversthe possibility
that whenthe leadersite electsa representatie, the T1
timeris alreadyrunningat othersites.

Leadingsite (T3): This timeout expires at a site to
replacethe leadingsite onceno (global) progressakes
placefor thatperiodof time. Sincewe chooser?2 to en-
surea single communicatiorroundwith every site, and
sincethe leading site needsat least3 roundsto prove
progressin the worsecase the leadingsite musthave a
chanceo elect3 correctrepresentatiesto shav progress,
beforebeingreplaced Thus,weneedT 3= (f + 3)T2.

Clienttimer (TO): This timeoutexpiresat the client,
triggeringit to broadcastts lastupdate.TO canhave an
arbitraryvalue.

Timeoutsmanagiement:Senerssendtheir timersesti-
mation (T1, T2) on global view changemessagesThe
siterepresentatie disseminatethef + 1st highestvalue
(the value for which f higheror equalvaluesexist) to
preventthefaulty senersfrom injectingwrongestimates.
Potentially timerscanbeexchangedspartof local view
changemessagesiswell. The leadingsite representa-
tive chooseshe maximumtimer of all siteswith whichit
communicateto determinel 2 (whichin turndetermines
T3). Senersestimatethe network round-tripaccording
to variousinteractionsthey have had. They canreduce
thevalueif communicatiorseemsgo improve.

5 PerformanceEvaluation

To evaluatethe performancef our hierarchicakrchi-
tectureweimplementecicompleteprototypeof our pro-
tocol including all necessarycommunicationand cryp-



tographicfunctionality. In this paperwe focusonly on
the networking and cryptographicaspectsof our proto-
colsanddo not considerdisk writes.

Testbedand Network Setup: We selectedanetwork
topology consistingof 5 wide areasitesandassumedadt
most5 Byzantinefaultsin eachsite, in orderto quan-
tify the performancef our systemin arealisticscenario.
Thisrequiresl6 replicatedsenersin eachsite.

Our experimentaltestbedconsistsof a cluster with
twenty 3.2 GHz, 64 bit Intel XeoncomputersEachcom-
puter can computea 1024 bit RSA signaturein 1.3 ms
andverify it in 0.07ms. For n=16,k=11,1024bit thresh-
old cryptographywhich we usefor theseexperimentsa
computercancomputea partialsignatureandveri cation
proofin 3.9 msandcombinethe partial signaturesn 5.6
ms. The leadersite wasdeployed on 16 machinesand
the other 4 siteswere emulatedby one computereach.
An emulatingcomputerperformedthe role of a repre-
sentatve of a completel6 sener site. Thus,our testbed
was equialentto an 80 nodesystemdistributed across
5 sites. Uponreceving a messagethe emulatingcom-
putersbusy-waitedfor thetime it took a 16 sener siteto
handlethatpaclet andreply to it, includingin-site com-
municationand computation. We determinecbusy-wait
timesfor eachtype of paclet by benchmarkingndivid-
ual protocolsonafully deployed,16 senersite. We used
the Spineqg14] messagingystemo emulateateng and
throughputconstrainton the wide arealinks.

We comparedthe performanceresultsof the above
systemwith thoseof BFT [6] onthe samenetwork setup
with ve sites,run on the samecluster Insteadof using
16 senersin eachsite, for BFT we useda total of 16
senersacrosgheentirenetwork. This allows for upto 5
Byzantinefailuresin the entirenetwork for BFT, instead
of up to 5 Byzantinefailuresin eachsite for Stevard.
SinceBFT is a at solution wherethereis no correla-
tion betweenfaults and the siteswherethey canoccur,
we believe this comparisonis fair. We distributed the
BFT senerssuchthat four sitescontain3 senerseach,
andonesitecontains4 seners.All thewrite updatesand
read-onlyqueriesn our experimentsarrieda payloadof
200bytes,representingecommonSQL statement.

Note that, qualitatively, the resultsreportedfor BFT
are not an artifact of the speci ¢ implementationwe
benchmarkd. We obtainedsimilar resultsto BFT us-
ing our BFT-lik e intra-siteagreemenprotocol, ASSIGN-
SEQUENCE, underthe sameconditions.

Bandwidth Limitation: We rst investigataheben-
e ts of the hierarchicalarchitecturen a symmetriccon-
guration with 5 sites,whereall sitesare connectedo
eachotherwith 50 milliseconddateng links (emulating
crossingthe continentalusS).

In the rst experiment,clients inject write updates.

Figure 1 shows how limiting the capacityof wide area
links effectsupdatethroughput As we increasehe num-
ber of clients, BFT's throughputincreasesat a lower
slopethan Stewvard's, mainly dueto the additionalwide
areacrossingfor eachupdate. Stevard can processup
to 84 updates/semn all bandwidthcasesat which point
it is limited by CPU usedto computethresholdsigna-
tures.At 10,5, and2.5Mbps,BFT achiezesabout58, 26,
and 6 updates/seaespectiely. In eachof thesecases,
BFT's throughputis bandwidthlimited. We alsonotice
a reductionin the throughputof BFT asthe numberof
clientsincreasesWe attributethisto acascadingncrease
in messagdoss, causedby the lack of ow control in
BFT. For the samereasonwe werenot ableto run BFT
with more than 24 clientsat 5 Mbps, and 15 clients at
2.5Mbps. We believe thataddinga clientqueuingmech-
anismwould stabilizetheperformancef BFT to its max-
imum achievedthroughput.

Figure2 shaws that Stewvard's averageupdatelatengy
slightly increaseswith the addition of clients, reaching
190msat15clientsin all bandwidthcasesAs clientup-
datesstartto be queuedJateng increasedinearly. BFT
exhibits a similar trend at 10 Mbps, wherethe average
updatelateng is 336 msat 15 clients. As the bandwidth
decreasesthe updatelateng increaseshewaily, reach-
ing 600ms at5 Mbpsand5 secondsat 2.5 Mbps, at 15
clients.

Adding Read-onlyQueries: Our hierarchicalrchi-
tectureenablegead-onlyqueriesto be answeredocally.
To demonstratéhis bene t, we conductedanexperiment
wherel0 clientssendrandommixesof read-onlyqueries
and write updates. We comparedthe performanceof
StavardandBFT with 50 ms, 10 Mbpslinks, wherenei-
ther was bandwidthlimited. Figures3 and4 shav the
averagethroughputandlatengy, respectiely, of different
mixes of queriesand updates. When clients sendonly
gueries Stavard achiezesabout2.9 ms perquery with a
throughputof over 3,400queries/secSincequeriesare
answeredocally, theirlateng is dominatedoy two RSA
signatures,one at the originating client and one at the
senersansweringhequery Dependingonthe mix ratio,
Steward performs2 to 30timesbetterthanBFT.

BFT'sread-onlyguerylateng is aboutl05ms,andits
throughputis 95 queries/sec.This is expected,asread-
only queriesn BFT needto beansweredy atleastf + 1
seners,someof whicharelocatedacrosavide arealinks.
BFT requiresatleast2f + 1 senersin eachsiteto guar
anteethatit cananswerquerieslocally. Sucha deploy-
ment, for 5 faultsand5 sites,would requireat least55
seners,which would dramaticallyincreasecommunica-
tion for updatesandreduceBFT's performance.

Wide Area Scalability: To demonstrateStevard's
scalabilityonrealnetworks,we conductedinexperiment
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thatemulateda wide areanetwork spanningseveralcon-
tinents. We selected ve siteson the Planetlabnetwork
[15], measuredhe lateny and available bandwidthbe-
tweenall sites,and emulatedthe network topology on
our cluster We ranthe experimenton our clusterbecause
Planetlabmachinedack sufcient computationapower.
The vesitesarelocatedin the US (University of Wash-
ington), Brazil (Rio Grandedo Sul), Sweden(Swedish
Instituteof ComputerScience)Korea(KAIST) andAus-
tralia (MonashUniversity). The network lateng varied
betweerb9ms(US - Korea)and289ms(Brazil - Korea).
Available bandwidthvaried between405 Kbps(Brazil -
Korea)and1.3Mbps (US - Australia).

Figure 5 shows the averagewrite updatethroughput
as we increasedthe numberof clientsin the system,
while Figure 6 shows the averageupdatelateng. Stew-
ardis ableto achieve its maximumthroughputof 84 up-
dates/seavith 27 clients. The lateny increasesrom
about200msfor 1 clientto about360 msfor 30 clients.
BFT is bandwidthlimited to about9 updates/sec.The
updatelateng is 631 msfor oneclient andincreasedo
severalsecondsvith morethan6 clients.

Comparisonwith Non-ByzantineProtocols: Since
Stewvard deploys a lightweightfault-tolerantprotocolbe-
tweenthe wide areasites,we expectit to achiese perfor
mancecomparableo existing benignfault-tolerantepli-
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cationprotocols.We comparehe performancef our hi-
erarchicalByzantinearchitecturewith that of two-phase
commitprotocols.In [16] we evaluatedthe performance
of two-phasecommit protocols[17] usinga WAN setup
acrossthe US, called CAIRN [18]. We emulatedthe
topology of the CAIRN network using the Spinesmes-
sagingsystem,and ran Stavard and BFT on top of it.
The main characteristioof the CAIRN topologyis that
EastandWestCoastsiteswereconnectedhrougha sin-
glelink of 38 msand1.86Mbps.

Figures7 and8 show the averagethroughputandla-
teng of write updatesrespectiely, of StevardandBFT
ontheCAIRN network topology Stevardachiezedabout
51 updates/sen our tests,limited mainly by the band-
width of the link betweenthe Eastand West Coastsin
CAIRN. In comparison,an upperbound of two-phase
commit protocolspresentedn [16] wasableto achieve
76 updates/sec.We believe that the differencein per
formanceis causedby the presenceof additional digi-
tal signaturesn the messagéeaderof Stavard,adding
128 bytesto the 200 byte payloadof eachupdate. BFT
achiered a maximumthroughputof 2:7 updates/seand
an updatelateng of over a second,exceptwhenthere
wasa singleclient.
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6 RelatedWork

Agreementind ConsensusAt thecoreof mary repli-
cationprotocolsis amoregeneraproblem known asthe
agreemenbr consensuproblem. A good overview of
signi cant resultsis presentedh [19]. Thestrongestault
modelthatresearchersonsideris the Byzantinemodel,
wheresomeparticipantsbehae in an arbitrary manner
If communicatioris not authenticatedndnodesare di-
rectlyconnected3f + 1 participantsandf + 1 communi-
cationroundsarerequiredto toleratef Byzantinefaults.
If authentications available,the numberof participants
canbereducedof + 2[20].

Fail StopProcessos: Previous work [21] discusses
the implementationand use of k-fail-stop processors,
whicharecomposeaf severalpotentiallyByzantinepro-
cessors. Benign fault-tolerantprotocols safely run on
top of thesefail-stop processorgvenin the presencef
Byzantinefaults. Steavardusesa similar strateyy to mask
Byzantinefaults. However, eachtrustedentity in Stew-
ard continuego functioncorrectlyunlessf + 1 or more
computersn asite arefaulty, at which point safetyis no
longerguaranteed.

ByzantineGroup Communication: Relatedwith our
work are group communicationsystemsresilient to
Byzantinefailures. Two suchsystemsare Rampart22]
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and SecureRing?23]. Although thesesystemsare ex-

tremelyrobust, they have a severeperformancecostand
requirealargenumberof uncompromisedodeso main-
tain their guaranteesBoth systemgely onfailure detec-
tors to determinewhich replicasarefaulty. An attacler
canexploit this to slow correctreplicasor the communi-
cationbetweenthemuntil enoughareexcludedfrom the
group.

Anotherintrusion-tolerangroupcommunicatiorsys-
temis ITUA [24, 25. ThelTUA system,developedby
BBN andUIUC, focuseson providing intrusion-tolerant
groupservices.Theapproachakenconsidersall partici-
pantsasequalandis ableto tolerateupto lessthanathird
of maliciousparticipants.

Replicationwith BenignFaults: The two-phasecom-
mit (2PC) protocol[17] providesserializabilityin a dis-
tributed databasesystemwhen transactionsmay span
several sites. It is commonlyusedto synchronizerans-
actionsin a replicateddatabase. Three-phaseommit
[Ske82] overcomessomeof the availability problemsof
2PC, paying the price of an additional communication
round, and therefore,additionallateng. Paxos[4] is a
veryrobustalgorithmfor benignfault-toleranteplication
andis describedn Section2.

Quorum Systemswith Byzantine Fault-Tolerance:
QuorumsystemsbtainByzantinefault toleranceby ap-



plying quorumreplicationmethods. Examplesof such
systemdncludePhalanX26, 27] andits successoFleet
[28, 29). Fleetprovidesa distributedrepositoryfor Java
objects.It relieson anobjectreplicationmechanisnthat
toleratesByzantinefailuresof seners,while supporting
benignclients. Althoughthe approactis relatively scal-
ablewith thenumberof seners,it suffersfrom the draw-
backsof at Byzantinereplicationsolutions.

Replicationwith ByzantineFault-Tolerance: The rst
practical work to solve replication while withstanding
Byzantinefailuresis the work of CastroandLiskov [6],
which is describedn Section2. Yin etal. [30] propose
separatinghe agreementomponenthatordersrequests
from the executioncomponentthat processesequests,
which allows utilization of the sameagreementompo-
nentfor mary differentreplicationtasksandreduceghe
numberof processingtoragereplicasto 2f + 1. Martin
andAlvisi [31] recentlyintroduceda two-roundByzan-
tine consensuslgorithm, which uses5f + 1 senersin
orderto overcomef faults. This approachradeslower
availability for increasedberformance. The solutionis
appealingfor local areanetworks with high connectv-
ity. While we consideredisingit within the sitesin our
architecturethe overheadof combininglargerthreshold
signatureof 4f + 1 shareswvould greatlyovercomethe
bene tsof usingonelessintra-sitecommunicatiomound.

Alternatearchitectules: An alternatehierarchicalap-
proachto scaleByzantinereplicationto WANs can be
basedon having a few trustednodesthatareassumedo
beworking undera wealer adwersarymodel. For exam-
ple, thesetrustednodesmay exhibit crashesandrecov-
eriesbut not penetrationsA Byzantinereplicationalgo-
rithm in suchan ernvironmentcanusethis knowledgein
orderto optimizeperformance.

Verissimoet al proposesucha hybrid approach32,
33], where synchronoustrusted nodesprovide strong
global timing guarantees.This inspiredthe Survivable
Spread[34] work, wherea few trustednodes(at least
oneper site) areassumedmpenetrablebut arenot syn-
chronous,may crashand recover, and may experience
network partitionsandmeirges.Thesetrustednodeswere
implementedby Boeing SecureNetwork Sener (SNS)
boxes,limited computerslesignedo beimpenetrable.

Both the hybrid approachandthe approachproposed
in this papercan scaleByzantinereplicationto WANS.
The hybrid approachmakesstrongerassumptionsyhile
our approachpays more hardware and computational
costs.

7 Conclusions

This paperpresented hierarchicalarchitecturethat
enablesefcient scalingof Byzantinereplicationto sys-

temsthat spanmultiple wide areasites,eachconsisting
of severalpotentiallymaliciousreplicas.Thearchitecture
reduceshemessageompleity onwide areaupdatesin-
creasingthe systems scalability By con ning the effect
of any maliciousreplicato its local site, the architecture
enableghe useof a benignfault-tolerantalgorithmover
theWAN, increasingsystemevailability. Furtherincrease
in availability andperformances achiesedby the ability
to procesgead-onlyquerieswithin a site.

We implementedStewvard, a fully functional proto-
type thatrealizesour architectureandevaluatedits per
formanceover several network topologies. The experi-
mentalresultsshav considerablémprovementover at
Byzantine replication algorithms, bringing the perfor
manceof Byzantinereplicationcloserto existing benign
fault-tolerantreplicationtechnique®ver WANS.
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