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Abstract

This paper presentsthe �r st hierarchical Byzantine
fault-tolerant replicationarchitecturesuitableto systems
that spanmultiplewideareasites.Thearchitecturecon-
�nes theeffectsof anymaliciousreplica to its local site,
reducesmessage complexity of wide area communica-
tion, and allows read-onlyqueriesto be performedlo-
cally within a sitefor thepriceof additionalhardware. A
prototypeimplementationis evaluatedover several net-
work topologiesand is compared with a �at Byzantine
fault-tolerantapproach.

1 Intr oduction

During thelastfew years,therehasbeenconsiderable
progressin thedesignof Byzantinefault-tolerantreplica-
tion systems.The currentstateof the art protocolsper-
form very well on small-scalesystemsthat are usually
con�ned to local areanetworks. However, currentsolu-
tionsemploy �at architecturesthatintroduceseverallim-
itations:Messagecomplexity limits their ability to scale,
andstrongconnectivity requirementslimit theiravailabil-
ity on WANs thatusuallyhave lower bandwidth,higher
latencies,andexhibit network partitions.

This paper presentsSteward, the �rst hierarchical
Byzantinefault-tolerantreplicationarchitecturesuitable
for systemsthatspanmultiple wide areasites,eachcon-
sisting of several server replicas. Steward assumesno
trustedcomponentin theentiresystem,otherthanavalid
mechanismto pre-distributeprivate/publickeys.

Steward uses a Byzantine fault-tolerant protocol
within eachsite anda lightweight, benignfault-tolerant
protocolamongwide areasites. Eachsite,consistingof
severalpotentiallymaliciousreplicas,is convertedinto a
single logical trustedparticipantin the wide areafault-
tolerantprotocol. Serverswithin a site run a Byzantine
agreementprotocolto orderoperationslocally, andthey

agreeuponthecontentof any messageleaving thesitefor
theglobalprotocol.

Guaranteeinga consistentagreementwithin a site is
not enough.The protocolneedsto eliminatethe ability
of maliciousreplicasto misrepresentdecisionsthat took
placein their site.To thatend,messagesbetweenservers
at differentsitescarrya thresholdsignatureattestingthat
enoughserversattheoriginatingsiteagreedwith thecon-
tentof themessage.

UsingthresholdsignaturesallowsStewardto save the
spaceandcomputationassociatedwith sendingandveri-
fying multiple individual signatures.Moreover, it allows
for a practical key managementschemewhereservers
needto know onlyasinglepublickey for eachremotesite
andnot theindividualpublickeysof all remoteservers.

Themainbene�tsof our architectureare:
1. It reducesthemessagecomplexity on wide areaex-

changesfrom O(N 2) (N beingthe total numberof
replicasin thesystem)to O(S2) (S beingthenum-
ber of wide areasites),considerablyincreasingthe
system'sability to scale.

2. It con�nestheeffectsof any maliciousreplicato its
local site,enablingtheuseof abenignfault-tolerant
algorithmover the WAN. This improvesthe avail-
ability of the systemover WANs that areproneto
partitions,as only a majority of connectedsitesis
neededto make progress,comparedwith at least
2f + 1 servers(out of 3f + 1) in �at Byzantinear-
chitectures.

3. It allows read-onlyqueriesto be performedlocally
within a site,enablingthesystemto continueserv-
ing read-onlyrequestseven in sitesthat are parti-
tionedaway.

4. It enablesa practical key managementscheme
where public keys of speci�c replicasneedto be
known only within their own site.

Thesebene�tscomewith aprice.If therequirementis
to protectagainstany f Byzantineserversin thesystem,
Stewardrequires3f + 1 serversin eachsite.However, in



return,it is ableto overcomeupto f maliciousserversin
eachsite.

Steward's ef�cacy dependson using servers within
a site which areunlikely to suffer the samevulnerabil-
ities. Multi-versionprogramming[1], where indepen-
dently codedsoftwareimplementationsarerun on each
server, canyield thedesireddiversity. Newer techniques
[2] canautomaticallyand inexpensively generatevaria-
tion.

Thepaperdemonstratesthattheperformanceof Stew-
ard with 3f + 1 servers in each site is much better
evencomparedwith a �at Byzantinearchitecturewith a
smallersystemof 3f + 1 total servers spreadover the
samewideareatopology. Thepaperfurtherdemonstrates
that Steward exhibits performancecomparable(though
somewhatlower)with commonbenignfault-tolerantpro-
tocolsonwideareanetworks.

We implementedthe Steward systemand a DARPA
red-teamexperimenthascon�rmed its practicalsurviv-
ability in the faceof white-boxattacks(wherethe red-
teamhascompleteknowledgeof systemdesign,access
to its sourcecode,andcontrolof f replicasin eachsite).
Accordingto therulesof engagement,wherea red-team
attacksucceededonly if it stoppedprogressor caused
consistency errors,no attackssucceeded.We have in-
cludeda detaileddescriptionof thered-teamexperiment
in [3].

The remainderof the paperis presentedas follows.
We providebackgroundin Section2. We presentour as-
sumptionsand the servicemodel in Section3. We de-
scribeour protocol,Steward, in Section4. We present
experimentalresultsdemonstratingthe improved scala-
bility of StewardonWANs in Section5. We discusspre-
viouswork in severalrelatedresearchareasin Section6.
We summarizeour conclusionsin Section7.

2 Background

Our work requires conceptsfrom fault tolerance,
Byzantinefault toleranceandthresholdcryptography. To
facilitate the presentationof our protocol, Steward, we
�rst provideanoverview of threerepresentativeworksin
theseareas:Paxos,BFT andRSAThresholdSignatures.

Paxos:Paxos[4, 5] is awell-knownfault-tolerantpro-
tocol that allows a set of distributed servers, exchang-
ingmessagesvia asynchronouscommunication,to totally
orderclient requestsin the benign-fault, crash-recovery
model.Oneserver, referredto astheleader, coordinates
the protocol. If the leadercrashesor becomesunreach-
able,a view changeoccurs,allowing progressto resume
in thenew view underthereignof anew leader. Paxosre-
quiresat least2f + 1 serversto toleratef faulty servers.
Sinceserversarenot Byzantine,a singlereply needsto

bedeliveredto theclient.
In the commoncase,in which a single leaderexists

andcancommunicatewith a majority of servers,Paxos
usestwo asynchronouscommunicationroundsto glob-
ally orderclientupdates.In the�rst round,theleaderas-
signsa sequencenumberto a client updateandproposes
this assignmentto the restof the servers. In the second
round,any server receiving theproposalacceptsthepro-
posalby sendingan acknowledgmentto the restof the
servers. Whena server receivesa majority of acknowl-
edgments– indicatingthata majority of servershave ac-
ceptedtheproposal– theserverorders thecorresponding
update.

BFT: TheBFT [6] protocoladdressestheproblemof
replicationin theByzantinemodelwhereanumberof the
serverscanexhibit arbitrarybehavior. Similar to Paxos,
BFT usesanelectedleaderto coordinatetheprotocoland
proceedsthrougha seriesof views. BFT extendsPaxos
into the Byzantineenvironmentby using an additional
communicationroundin thecommoncaseto ensurecon-
sistency both in and acrossviews and by constructing
strongmajoritiesin eachroundof the protocol. Specif-
ically, BFT requiresacknowledgmentsfrom 2f + 1 out
of 3f + 1 serversto maskthe behavior of f Byzantine
servers.A client mustwait for f + 1 identicalresponses
to beguaranteedthatat leastonecorrectserver assented
to thereturnedvalue.

In the commoncase,BFT usesthreecommunication
rounds. In the �rst round,the leaderassignsa sequence
numberto a client updateandproposesthis assignment
to the restof the serversby broadcastinga pre-prepare
message.In the secondround,a server acceptsthe pro-
posedassignmentby broadcastingan acknowledgment,
prepare. Whenaserverreceives2f + 1 preparemessages
with thesameview numberandsequencenumberasthe
pre-prepare, it begins the third roundby broadcastinga
commitmessage.A server commitsthe corresponding
updatewhen it receives2f + 1 matchingcommitmes-
sages.

Thr esholddigital signatures: Thresholdcryptogra-
phy [7] distributestrustamonga groupof participantsto
protectinformation(e.g. thresholdsecretsharing[8]) or
computation(e.g.thresholddigital signatures[9]).

A (k, n) thresholddigital signatureschemeallows a
setof servers to generatea digital signatureasa single
logical entity despite(k - 1) Byzantinefaults. It divides
a privatekey into n shares,eachownedby a server, such
thatany setof k serverscanpool their sharesto generate
a valid thresholdsignatureon a message,m, while any
setof fewer thank serversis unableto doso.Eachserver
usesits key shareto generateapartialsignatureonm and
sendsthe partial signatureto a combinerserver, which
combinesthepartialsignaturesinto a thresholdsignature



onm. Thethresholdsignatureis veri�ed usingthepublic
key correspondingto thedividedprivatekey.

A representativeexampleof practicalthresholddigital
signatureschemesis theRSA Shoup[9] scheme,which
allowsparticipantsto generatethresholdsignaturesbased
on the standardRSA[10] digital signature. It provides
veri�able secretsharing[11] (i.e. the ability to con�rm
thata signaturesharewasgeneratedusinga valid private
key share),which is critical in achieving robustsignature
generation[12] in Byzantineenvironments.

3 SystemModel and Service Guarantees

Servers are implementedas deterministicstatema-
chines[13]. All correctserversbegin in thesameinitial
stateandtransitionbetweenstatesby applyingupdatesas
they areordered.Thenext stateis completelydetermined
by thecurrentstateandthenext updateto beapplied.

WeassumeaByzantinefaultmodel.Serversareeither
correct or faulty. Correctservers do not crash. Faulty
serversmaybehave arbitrarily. Communicationis asyn-
chronous.Messagescanbe delayed,lost, or duplicated.
Messagesthatdoarrivearenot corrupted.

Serversareorganizedinto wideareasites, eachhaving
a uniqueidenti�er. Eachserver belongsto onesite. The
network maypartitioninto multipledisjoint components,
eachcontainingone or more sites. During a partition,
serversfrom sitesin differentcomponentsareunableto
communicatewith eachother. Componentsmay subse-
quentlyre-merge. Eachsite Si hasat least3 � (f i ) + 1
servers,wheref i is themaximumnumberof serversthat
may be faulty within Si . For simplicity, we assumein
what follows that all sites may have at most f faulty
servers.

Clientsaredistinguishedby uniqueidenti�ers. Clients
sendupdatesto serverswithin their local siteandreceive
responsesfrom theseservers. Eachupdateis uniquely
identi�ed by apairconsistingof theidenti�er of theclient
thatgeneratedtheupdateandaunique,monotonicallyin-
creasinglogical timestamp.Clientsproposeupdatesse-
quentially: a client may proposean updatewith times-
tampi + 1 only afterit receivesareplyfor anupdatewith
timestampi .

We employ digital signatures,andwe make useof a
cryptographichashfunctionto computemessagedigests.
Client updatesare properlyauthenticatedandprotected
againstmodi�cations.Weassumethatall adversaries,in-
cludingfaultyservers,arecomputationallyboundedsuch
thatthey cannotsubvertthesecryptographicmechanisms.
We alsousea (2f + 1, 3f + 1) thresholddigital signa-
turescheme.Eachsitehasa public key, andeachserver
receivesa sharewith thecorrespondingproof thatcanbe
usedto demonstratethevalidity of theserver'spartialsig-

natures.Weassumethatthresholdsignaturesareunforge-
ablewithout knowing 2f + 1 or moresecretshares.

Ourprotocolassignsglobal,monotonicallyincreasing
sequencenumbersto updates,to establisha global, total
order. Below wede�ne thesafetyandlivenessproperties
of theStewardprotocol.We saythat:

� a client proposesan updatewhen the client sends
the updateto a correctserver in the local site, and
thecorrectserver receivesit.

� a serverexecutesan updatewith sequencenumber
i when it appliesthe updateto its statemachine.
A server executesupdatei only after having exe-
cutedall updateswith a lower sequencenumberin
theglobaltotalorder.

� twoserversareconnectedif any messagethatis sent
betweenthemwill arrive in a boundedtime. This
boundis not known beforehand,andit maychange
over time.

� twositesareconnectedif everycorrectserverof one
siteis connectedto everycorrectserver of theother
site.

DEFINITION 3.1 S1 - SAFETY: If two correct servers
executethei th update, thentheseupdatesare identical.

DEFINITION 3.2 S2 - VALIDITY: Only an updatethat
wasproposedbya client maybeexecuted.

DEFINITION 3.3 GL1 - GLOBAL PROGRESS: If there
exists a setof a majority of sites,each consistingof at
least2f + 1 correct,connectedservers,anda timeafter
which all sitesin the setare connected,then if a client
connectedto a site in the setproposesan update, some
correctserverin somesite in theseteventuallyexecutes
theupdate.

4 ProtocolDescription

Steward leveragesa hierarchicalarchitectureto scale
Byzantinereplicationto thehigh-latency, low-bandwidth
links characteristicof WANs. It usesrelatively costly
Byzantinefault-tolerantprotocolsand thresholdsigna-
turesto con�ne maliciousbehavior to local sites. Each
site thenactsasa single logical participantin a Paxos-
like, benignfault-tolerantprotocolrun on thewide area.
Theuseof this lightweightprotocolreducesthenumber
of messagesandcommunicationroundson thewidearea
comparedto a �at Byzantinesolution.

Sinceeachentityparticipatingin ourprotocolis a site
consistingof a set of potentially maliciousservers (in-
steadof a single trustedparticipantasPaxosassumes),
Steward employs several intra-siteprotocolsto emulate
the behavior of a correctPaxosparticipant. For exam-
ple, while the leaderin Paxoscan unilaterally assigna



sequencenumberto an update,Steward insteadusesa
BFT-like agreementalgorithm, ASSIGN-SEQUENCE, at
the leading site to assigna sequencenumber. Stew-
ard thenusesa secondintra-siteprotocol,THRESHOLD-
SIGN, to signtheresultingPaxosproposalmessage.

Oneserver in eachsite,therepresentative, coordinates
thelocalagreementandthresholdsigningprotocols.The
representative of the leading site coordinatesthe wide
areaagreementprotocol. If the representative of a site
actsmaliciously, theserversof that site will electa new
representative. If theleadingsiteis partitionedaway, the
serversin theothersiteswill electa new one.

Below we provide a descriptionof Steward's com-
moncaseoperation,theview changesalgorithms,andthe
timers.Completepseudocodeanda proof of correctness
canbefoundin [3].

4.1 The Common Case

Duringthecommoncase,globalprogressis made,and
no leadingsiteor siterepresentativeelectionoccurs.The
commoncaseworksasfollows:

1. A client sendsanupdateto a server in its local site.
This server forwardsthe updateto the local repre-
sentative, which forwardsthe updateto the repre-
sentative of the leadingsite. If the client doesnot
receivea reply in time, it broadcaststheupdate.

2. The representative of the leadingsite initiates the
ASSIGN-SEQUENCE protocolto assigna global se-
quencenumberto theupdate;this assignmentis en-
capsulatedin aproposalmessage.Thesitethengen-
eratesa signatureon theconstructedproposalusing
THRESHOLD-SIGN, andtherepresentativesendsthe
signedproposalto the representatives of all other
sitesfor globalordering.

3. Whena representativereceivesa signedproposal,it
forwardsthisproposalto theserversin its site.Upon
receiving a proposal,a server constructsa site ac-
knowledgment(accept) and invokes THRESHOLD-
SIGN on this message.Therepresentativecombines
the partial signaturesand then sendsthe resulting
threshold-signedacceptto therepresentativesof the
othersites.

4. The representative of a site forwardsthe incoming
acceptmessagesto thelocal servers.A serverglob-
ally ordersthe updatewhenit receivesbN=2c dis-
tinct acceptmessages(whereN is the numberof
sites)and the correspondingproposal. The server
at the client's local site that originally received the
updatesendsa replybackto theclient.

Wenow highlightthedetailsof theTHRESHOLD-SIGN

andASSIGN-SEQUENCE protocols.

Thr eshold-Sign: The THRESHOLD-SIGN intra-site
protocolgeneratesa (2f + 1, 3f + 1) thresholdsigna-
ture on a given message1. Upon invoking the protocol,
a server generatesa partial signatureon the messageto
be signedanda veri�cation proof that otherserverscan
useto con�rm thatthepartialsignaturewascreatedusing
a valid share.Both thepartialsignatureandtheveri�ca-
tion proof arebroadcastwithin thesite. Upon receiving
2f+1 partial signatureson a message,a server combines
the partial signaturesinto a thresholdsignatureon that
message,which is then veri�ed using the site's public
key. If the signatureveri�cation fails, oneor morepar-
tial signaturesusedin the combinationwere invalid, in
which casetheveri�cation proofsprovidedwith thepar-
tial signaturesareusedto identify incorrectshares;the
correspondingserversareclassi�edasmalicious.Further
messagesfrom thecorruptedserversareignored.

Assign-Sequence:TheASSIGN-SEQUENCE intra-site
protocolconsistsof threerounds,the �rst two of which
aresimilar to the correspondingroundsof BFT. At the
endof thesecondround,any server thathasreceived2f
preparesandthepre-prepare, for thesameview andse-
quencenumber, invokesTHRESHOLD-SIGN to generatea
thresholdsignatureon therepresentative'sproposal.

4.2 View Changes

Several typesof failuremay occurduringsystemex-
ecution,suchasthecorruptionof a siterepresentativeor
the partitioningof the leadersite. Suchfailuresrequire
delicatehandlingto preservesafetyandliveness.

We use two relatively independentmechanismsto
handlefailures.First, if aprotocolcoordinator2 is faulty,
the correctparticipantselecta new coordinatorusinga
protocolsimilar to theonedescribedin [6]. Second,we
usereconciliationto constrainprotocolparticipantssuch
that safetyis preserved acrossviews. Note that thereis
a local andglobalcomponentto bothmechanisms,each
servinga similar functionat its level of thehierarchy.

Below we provide relevant details of leader elec-
tion, intra-site reconciliation (via the CONSTRUCT-
COLLECTIVE-STATE intra-site protocol), local view
change,andglobalview change.

Leader Election: We refer thereaderto [6] for a de-
taileddescriptionof the intra-siterepresentative election
protocol. To electa leadingsite, eachsite �rst runsan
intra-siteprotocolto agreeuponthesite it will propose;
thesevotesareexchangedamongthe sitesin a manner
similar to theintra-siterepresentativeelectionprotocol.

1Wecouldusean(f + 1, 3f + 1) thresholdsignatureat thecostof
anadditionalprotocolround.

2Within a site, the protocolcoordinatoris the local representative,
and,in thehigh-level protocol,thecoordinatoris theleadingsite.



Construct Collective State: The CONSTRUCT-
COLLECTIVE-STATE protocolis usedasa building block
in both view changes.It servestwo primary functions:
guaranteeingsuf�cient intra-sitereconciliationto safely
makeprogressaftera localview changeandgeneratinga
messagere�ecting thesite's level of knowledge,which is
usedduringa globalview change.

A site representative invokestheprotocolby sending
a sequencenumber, seq, to all serverswithin thesite. A
server respondswith a messagecontainingtheupdatesit
hasorderedand/oracknowledgedwith ahighersequence
numberthanseq. Therepresentativecomputestheunion
of 2f + 1 responses,eliminatingduplicatesandusingthe
updatefrom the latestview if multiple updateshave the
samesequencenumber, andbroadcastsit within thesite.
Whenaserver receivesaunionmessage,it collectsmiss-
ing messagesfrom the union andinvokesTHRESHOLD-
SIGN on theunion.

Local View Change: Thelocal view changeprotocol
is triggeredin theleadingsiteaftera local representative
election. The new representative invokes CONSTRUCT-
COLLECTIVE-STATE with the sequencenumberup to
which it hasorderedall updates.Uponcompletion,cor-
rectservers(includingthenew representative)arerecon-
ciledsuchthatthey canconstraintheupdatesproposedin
thenew view to preserve safety. Thenew representative
then invokes ASSIGN-SEQUENCE to replay all pending
updatescontainedin theunionmessage.

Global View Change: The global view changepro-
tocol is triggeredaftera leadingsiteelection.Therepre-
sentative of the new leadingsite invokes CONSTRUCT-
COLLECTIVE-STATE with the sequencenumberup to
which it has orderedall updates. The resultingunion
messageimplicitly containsthe sequencenumberup to
which all updateshave beenorderedwithin thesite; cor-
rectserversinvokeTHRESHOLD-SIGN onamessagecon-
taining this number, and the representative sendsthe
signedmessageto all other site representatives. Upon
receiving this message,a non-leadingsite representative
invokesCONSTRUCT-COLLECTIVE-STATE andsendsthe
resultantunion to the representative of the new leading
site. Serversin the leadingsite usethe union messages
from a majority of sitesto constrainthe proposalsthey
will generatein thenew view.

4.3 Timeouts

Stewardreliesontimeoutsto detectproblemswith the
representativesin differentsitesor with the leadingsite.
Our protocolsdo not assumesynchronizedclocks;how-
ever, we doassumethattherateof theclocksat different
serversis reasonablyclose.We believe thatthis assump-
tion is valid consideringtoday's technology. Below we

providedetailsaboutthetimeoutsin our protocols.
Local representative(T1): This timeoutexpiresat a

server of a non-leadingsite to replacethe representative
onceno (global) progresstakesplacefor that periodof
time. Once the timeout expires at f + 1 servers, the
local view changeprotocol takes place. T1 shouldbe
higher than3 times the WAN round-trip to allow a po-
tential global view changeprotocolto completewithout
changingthelocal representative.

Leadingsiterepresentative(T2): This timeoutexpires
at a server at the leadingsite to replacethe representa-
tive onceno (global)progresstakesplacefor thatperiod
of time. T2 shouldbe large enoughto allow the rep-
resentative to communicatewith a majority of the sites.
Speci�cally, sincenot all sitesmaybelined up with cor-
rectrepresentativesatthesametime,T2 shouldbechosen
suchthateachsite canreplaceits representativesuntil a
correctonewill communicatewith the leadingssite; the
site needsto have a chanceto replacef + 1 represen-
tatives within the T2 time period. Thus, we needthat
T2 > (f+2)� maxT 1, wheremaxT 1 is anestimateof the
largestT1 at any site. The(f + 2) coversthepossibility
that whenthe leadersite electsa representative, the T1
timer is alreadyrunningat othersites.

Leadingsite (T3): This timeout expires at a site to
replacethe leadingsite onceno (global) progresstakes
placefor thatperiodof time. Sincewe chooseT2 to en-
surea singlecommunicationroundwith every site, and
since the leadingsite needsat least3 roundsto prove
progress,in theworsecase,the leadingsitemusthave a
chanceto elect3 correctrepresentativesto show progress,
beforebeingreplaced.Thus,we needT3 = (f + 3)T2.

Client timer (T0): This timeoutexpiresat the client,
triggeringit to broadcastits lastupdate.T0 canhave an
arbitraryvalue.

Timeoutsmanagement:Serverssendtheir timersesti-
mation(T1, T2) on global view changemessages.The
siterepresentativedisseminatesthef + 1st highestvalue
(the value for which f higher or equalvaluesexist) to
preventthefaultyserversfrom injectingwrongestimates.
Potentially, timerscanbeexchangedaspartof localview
changemessagesas well. The leadingsite representa-
tivechoosesthemaximumtimerof all siteswith which it
communicatesto determineT2 (whichin turndetermines
T3). Serversestimatethe network round-tripaccording
to variousinteractionsthey have had. They can reduce
thevalueif communicationseemsto improve.

5 PerformanceEvaluation

To evaluatetheperformanceof our hierarchicalarchi-
tecture,weimplementedacompleteprototypeof ourpro-
tocol including all necessarycommunicationand cryp-



tographicfunctionality. In this paperwe focusonly on
the networking andcryptographicaspectsof our proto-
colsanddonot considerdiskwrites.

Testbedand Network Setup: Weselectedanetwork
topologyconsistingof 5 wide areasitesandassumedat
most 5 Byzantinefaults in eachsite, in order to quan-
tify theperformanceof oursystemin a realisticscenario.
This requires16replicatedserversin eachsite.

Our experimentaltestbedconsistsof a cluster with
twenty3.2GHz,64bit Intel Xeoncomputers.Eachcom-
putercancomputea 1024bit RSA signaturein 1.3 ms
andverify it in 0.07ms.For n=16,k=11,1024bit thresh-
old cryptographywhich we usefor theseexperiments,a
computercancomputeapartialsignatureandveri�cation
proof in 3.9msandcombinethepartialsignaturesin 5.6
ms. The leadersite wasdeployed on 16 machines,and
the other 4 siteswere emulatedby onecomputereach.
An emulatingcomputerperformedthe role of a repre-
sentative of a complete16 server site. Thus,our testbed
wasequivalent to an 80 nodesystemdistributedacross
5 sites. Upon receiving a message,the emulatingcom-
putersbusy-waitedfor thetime it took a 16 server siteto
handlethatpacket andreply to it, includingin-sitecom-
municationandcomputation.We determinedbusy-wait
timesfor eachtype of packet by benchmarkingindivid-
ualprotocolsonafully deployed,16serversite.Weused
theSpines[14] messagingsystemto emulatelatency and
throughputconstraintson thewidearealinks.

We comparedthe performanceresultsof the above
systemwith thoseof BFT [6] on thesamenetwork setup
with � ve sites,run on thesamecluster. Insteadof using
16 servers in eachsite, for BFT we useda total of 16
serversacrosstheentirenetwork. This allows for up to 5
Byzantinefailuresin theentirenetwork for BFT, instead
of up to 5 Byzantinefailures in eachsite for Steward.
SinceBFT is a �at solution wherethereis no correla-
tion betweenfaultsand the siteswherethey canoccur,
we believe this comparisonis fair. We distributed the
BFT serverssuchthat four sitescontain3 serverseach,
andonesitecontains4 servers.All thewrite updatesand
read-onlyqueriesin ourexperimentscarriedapayloadof
200bytes,representinga commonSQL statement.

Note that, qualitatively, the resultsreportedfor BFT
are not an artifact of the speci�c implementationwe
benchmarked. We obtainedsimilar resultsto BFT us-
ing our BFT-like intra-siteagreementprotocol,ASSIGN-
SEQUENCE, underthesameconditions.

Bandwidth Limitation: We �rst investigatetheben-
e�ts of thehierarchicalarchitecturein a symmetriccon-
�guration with 5 sites,whereall sitesare connectedto
eachotherwith 50 millisecondslatency links (emulating
crossingthecontinentalUS).

In the �rst experiment,clients inject write updates.

Figure1 shows how limiting the capacityof wide area
links effectsupdatethroughput.As weincreasethenum-
ber of clients, BFT's throughputincreasesat a lower
slopethanSteward's, mainly dueto the additionalwide
areacrossingfor eachupdate. Steward can processup
to 84 updates/secin all bandwidthcases,at which point
it is limited by CPU usedto computethresholdsigna-
tures.At 10,5,and2.5Mbps,BFT achievesabout58,26,
and6 updates/sec,respectively. In eachof thesecases,
BFT's throughputis bandwidthlimited. We alsonotice
a reductionin the throughputof BFT as the numberof
clientsincreases.Weattributethisto acascadingincrease
in messageloss, causedby the lack of �o w control in
BFT. For thesamereason,we werenot ableto run BFT
with more than 24 clients at 5 Mbps, and15 clientsat
2.5Mbps.Webelievethataddingaclientqueuingmech-
anismwouldstabilizetheperformanceof BFT to its max-
imum achievedthroughput.

Figure2 shows thatSteward's averageupdatelatency
slightly increaseswith the addition of clients, reaching
190msat15clientsin all bandwidthcases.As clientup-
datesstartto bequeued,latency increaseslinearly. BFT
exhibits a similar trend at 10 Mbps, wherethe average
updatelatency is 336msat 15 clients.As thebandwidth
decreases,the updatelatency increasesheavily, reach-
ing 600ms at 5 Mbpsand5 secondsat 2.5 Mbps,at 15
clients.

Adding Read-onlyQueries: Our hierarchicalarchi-
tectureenablesread-onlyqueriesto beansweredlocally.
To demonstratethis bene�t, weconductedanexperiment
where10clientssendrandommixesof read-onlyqueries
and write updates. We comparedthe performanceof
StewardandBFT with 50 ms,10Mbpslinks, wherenei-
ther wasbandwidthlimited. Figures3 and 4 show the
averagethroughputandlatency, respectively, of different
mixesof queriesand updates. When clients sendonly
queries,Stewardachievesabout2.9msperquery, with a
throughputof over 3,400queries/sec.Sincequeriesare
answeredlocally, their latency is dominatedby two RSA
signatures,one at the originating client and one at the
serversansweringthequery. Dependingonthemix ratio,
Stewardperforms2 to 30 timesbetterthanBFT.

BFT'sread-onlyquerylatency is about105ms,andits
throughputis 95 queries/sec.This is expected,asread-
only queriesin BFT needto beansweredby at leastf + 1
servers,someof whicharelocatedacrosswidearealinks.
BFT requiresat least2f + 1 serversin eachsiteto guar-
anteethat it cananswerquerieslocally. Sucha deploy-
ment, for 5 faultsand5 sites,would requireat least55
servers,which would dramaticallyincreasecommunica-
tion for updatesandreduceBFT'sperformance.

Wide Ar ea Scalability: To demonstrateSteward's
scalabilityonrealnetworks,weconductedanexperiment
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thatemulateda wide areanetwork spanningseveralcon-
tinents. We selected� ve siteson the Planetlabnetwork
[15], measuredthe latency andavailablebandwidthbe-
tweenall sites,and emulatedthe network topology on
ourcluster. Werantheexperimentonourclusterbecause
Planetlabmachineslack suf�cient computationalpower.
The� ve sitesarelocatedin theUS (Universityof Wash-
ington), Brazil (Rio Grandedo Sul), Sweden(Swedish
Instituteof ComputerScience),Korea(KAIST) andAus-
tralia (MonashUniversity). The network latency varied
between59ms(US- Korea)and289ms(Brazil - Korea).
Availablebandwidthvariedbetween405 Kbps(Brazil -
Korea)and1.3Mbps(US - Australia).

Figure5 shows the averagewrite updatethroughput
as we increasedthe numberof clients in the system,
while Figure6 shows theaverageupdatelatency. Stew-
ard is ableto achieve its maximumthroughputof 84 up-
dates/secwith 27 clients. The latency increasesfrom
about200msfor 1 client to about360msfor 30 clients.
BFT is bandwidthlimited to about9 updates/sec.The
updatelatency is 631 ms for oneclient andincreasesto
severalsecondswith morethan6 clients.

Comparison with Non-ByzantineProtocols: Since
Stewarddeploys a lightweightfault-tolerantprotocolbe-
tweenthewide areasites,we expectit to achieveperfor-
mancecomparableto existingbenignfault-tolerantrepli-

cationprotocols.We comparetheperformanceof our hi-
erarchicalByzantinearchitecturewith thatof two-phase
commitprotocols.In [16] we evaluatedtheperformance
of two-phasecommitprotocols[17] usinga WAN setup
acrossthe US, called CAIRN [18]. We emulatedthe
topologyof the CAIRN network using the Spinesmes-
sagingsystem,and ran Steward and BFT on top of it.
The main characteristicof the CAIRN topology is that
EastandWestCoastsiteswereconnectedthrougha sin-
gle link of 38msand1.86Mbps.

Figures7 and8 show the averagethroughputandla-
tency of write updates,respectively, of StewardandBFT
ontheCAIRN network topology. Stewardachievedabout
51 updates/secin our tests,limited mainly by the band-
width of the link betweenthe Eastand West Coastsin
CAIRN. In comparison,an upperboundof two-phase
commit protocolspresentedin [16] wasableto achieve
76 updates/sec.We believe that the differencein per-
formanceis causedby the presenceof additionaldigi-
tal signaturesin themessageheadersof Steward,adding
128 bytesto the 200 byte payloadof eachupdate.BFT
achieveda maximumthroughputof 2:7 updates/secand
an updatelatency of over a second,except when there
wasa singleclient.
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6 RelatedWork

AgreementandConsensus:At thecoreof many repli-
cationprotocolsis amoregeneralproblem,known asthe
agreementor consensusproblem. A good overview of
signi�cant resultsis presentedin [19]. Thestrongestfault
modelthat researchersconsideris theByzantinemodel,
wheresomeparticipantsbehave in an arbitrarymanner.
If communicationis not authenticatedandnodesaredi-
rectlyconnected,3f + 1 participantsandf + 1 communi-
cationroundsarerequiredto toleratef Byzantinefaults.
If authenticationis available,thenumberof participants
canbereducedto f + 2 [20].

Fail StopProcessors: Previous work [21] discusses
the implementationand use of k-fail-stop processors,
whicharecomposedof severalpotentiallyByzantinepro-
cessors. Benign fault-tolerantprotocolssafely run on
top of thesefail-stopprocessorseven in the presenceof
Byzantinefaults.Stewardusesasimilar strategy to mask
Byzantinefaults. However, eachtrustedentity in Stew-
ardcontinuesto functioncorrectlyunlessf + 1 or more
computersin a sitearefaulty, at which point safetyis no
longerguaranteed.

ByzantineGroup Communication:Relatedwith our
work are group communicationsystemsresilient to
Byzantinefailures. Two suchsystemsareRampart[22]

and SecureRing[23]. Although thesesystemsare ex-
tremelyrobust, they have a severeperformancecostand
requirealargenumberof uncompromisednodesto main-
tain their guarantees.Both systemsrely on failuredetec-
tors to determinewhich replicasarefaulty. An attacker
canexploit this to slow correctreplicasor thecommuni-
cationbetweenthemuntil enoughareexcludedfrom the
group.

Anotherintrusion-tolerantgroupcommunicationsys-
tem is ITUA [24, 25]. The ITUA system,developedby
BBN andUIUC, focuseson providing intrusion-tolerant
groupservices.Theapproachtakenconsidersall partici-
pantsasequalandis ableto tolerateupto lessthanathird
of maliciousparticipants.

Replicationwith BenignFaults: The two-phasecom-
mit (2PC)protocol[17] providesserializabilityin a dis-
tributed databasesystemwhen transactionsmay span
several sites. It is commonlyusedto synchronizetrans-
actionsin a replicateddatabase. Three-phasecommit
[Ske82]overcomessomeof theavailability problemsof
2PC, paying the price of an additionalcommunication
round,and therefore,additionallatency. Paxos[4] is a
veryrobustalgorithmfor benignfault-tolerantreplication
andis describedin Section2.

Quorum Systemswith Byzantine Fault-Tolerance:
QuorumsystemsobtainByzantinefault toleranceby ap-



plying quorumreplicationmethods. Examplesof such
systemsincludePhalanx[26, 27] andits successorFleet
[28, 29]. Fleetprovidesa distributedrepositoryfor Java
objects.It relieson anobjectreplicationmechanismthat
toleratesByzantinefailuresof servers,while supporting
benignclients. Although theapproachis relatively scal-
ablewith thenumberof servers,it suffersfrom thedraw-
backsof �at Byzantinereplicationsolutions.

Replicationwith ByzantineFault-Tolerance:The�rst
practical work to solve replication while withstanding
Byzantinefailuresis thework of CastroandLiskov [6],
which is describedin Section2. Yin et al. [30] propose
separatingtheagreementcomponentthatordersrequests
from the executioncomponentthat processesrequests,
which allows utilization of the sameagreementcompo-
nentfor many differentreplicationtasksandreducesthe
numberof processingstoragereplicasto 2f + 1. Martin
andAlvisi [31] recentlyintroduceda two-roundByzan-
tine consensusalgorithm,which uses5f + 1 serversin
orderto overcomef faults. This approachtradeslower
availability for increasedperformance.The solution is
appealingfor local areanetworks with high connectiv-
ity. While we consideredusingit within thesitesin our
architecture,theoverheadof combininglarger threshold
signaturesof 4f + 1 shareswould greatlyovercomethe
bene�tsof usingonelessintra-sitecommunicationround.

Alternatearchitectures: An alternatehierarchicalap-
proachto scaleByzantinereplicationto WANs can be
basedon having a few trustednodesthatareassumedto
beworking undera weaker adversarymodel. For exam-
ple, thesetrustednodesmay exhibit crashesandrecov-
eriesbut not penetrations.A Byzantinereplicationalgo-
rithm in suchanenvironmentcanusethis knowledgein
orderto optimizeperformance.

Verissimoet al proposesucha hybrid approach[32,
33], where synchronous,trustednodesprovide strong
global timing guarantees.This inspiredthe Survivable
Spread[34] work, wherea few trustednodes(at least
onepersite)areassumedimpenetrable,but arenot syn-
chronous,may crashand recover, and may experience
network partitionsandmerges.Thesetrustednodeswere
implementedby Boeing SecureNetwork Server (SNS)
boxes,limited computersdesignedto beimpenetrable.

Both thehybrid approachandtheapproachproposed
in this papercanscaleByzantinereplicationto WANs.
Thehybrid approachmakesstrongerassumptions,while
our approachpays more hardware and computational
costs.

7 Conclusions

This paperpresenteda hierarchicalarchitecturethat
enablesef�cient scalingof Byzantinereplicationto sys-

temsthat spanmultiple wide areasites,eachconsisting
of severalpotentiallymaliciousreplicas.Thearchitecture
reducesthemessagecomplexity onwideareaupdates,in-
creasingthesystem's scalability. By con�ning theeffect
of any maliciousreplicato its local site, thearchitecture
enablestheuseof a benignfault-tolerantalgorithmover
theWAN, increasingsystemavailability. Furtherincrease
in availability andperformanceis achievedby theability
to processread-onlyquerieswithin a site.

We implementedSteward, a fully functional proto-
type that realizesour architecture,andevaluatedits per-
formanceover several network topologies. The experi-
mentalresultsshow considerableimprovementover �at
Byzantine replication algorithms, bringing the perfor-
manceof Byzantinereplicationcloserto existing benign
fault-tolerantreplicationtechniquesoverWANs.
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