














belongs to an existing connection established through a dif-
ferent Internet gateway.

We classify UDP traffic on a port number basis
as connection-less and connection-oriented, and choose
connection-oriented as the default protocol. Connection-
less UDP traffic is forwarded directly after receiving it from
the mesh network, on the current shortest path. DNS and
NTP traffic falls into this category.

Upon receiving a new connection-oriented UDP packet
that has an Internet destination, an Internet gateway relays
that packet to its destination, and also forwards it to the mul-
ticast group that all Internet gateways join (as opposed to
the TCP case, where the access point only sends packets to
the multicast group). If the UDP packet belongs to a con-
nection that was already established, the Internet gateway
that is the original owner of the connection also relays the
packet to the destination, and sends a response to the Inter-
net gateway multicast group. After receiving the response,
the initial gateway will forward subsequent packets directly
to the original gateway, and will no longer relay UDP pack-
ets of that connection (with the same source and destination
addresses and ports) to the Internet. If a response does not
arrive within a certain timeout (in our implementation 500
milliseconds), the Internet gateway will claim ownership of
the UDP connection, will stop forwarding packets of that
connection to the IGMG group, and will continue to relay
packets to the Internet.

4.3. Discussion

Due to handoff and/or metric fluctuations, there is a pos-
sibility that packets coming from a mobile client and be-
longing to the same flow alternate between two Internet
gateways. This may lead to more than one gateways claim-
ing the ownership of the connection. We encounter such
case in TCP when a client retransmits a SYN connection
request, and this request is routed through a different Inter-
net gateway. In UDP, such case may occur when two dif-
ferent Internet gateways start forwarding client packets for
the same connection at about the same time. A plausible
solution for TCP is to delay ownership decision until a full
three-way TCP handshake is seen by the Internet gateway.
For UDP, when there is more than one ownership request
in parallel, the gateways decide the rightful owner of the
connection based on feedback traffic from the end-host or
lowest IP address.

Also note that, in general, our inter-domain handoff pro-
tocol can be applied in less sophisticated architectures. For
example, all Internet gateways can be pre-configured with
the complete set of Internet gateways that will participate
in the inter-domain handoff. However, route optimizations
provided by the overlay network, both in the wired and
wireless network, will not be available, and some other
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Figure4: TheHybrid Wired-Wireless Testbed.

mechanism must be devised to ensure fast seamless handoff
for mobile clients at the intra-domain level.

5. Experimental results

We implemented our protocols within the firmware of
Linksys WRT54G wireless routers. A third party firmware
(OpenWRT [1]) was installed in the Linksys routers to pro-
vide us with a Linux environment suitable for running our
prototype. Other than adding our system executables, no
other changes were made to the firmware.

We deployed our system on 16 Linksys WRT54G wire-
less routers across several floors in three buildings. Each of
the routers is equipped with one radio configured in ad-hoc
mode. Three of the routers were connected to the Inter-
net. Transmit power of the access points was set to 50mW .
We used two Windows XP laptop computers with a Broad-
com 802.11g Mini-PCI card in ad-hoc mode as the mobile
clients. No software other than the benchmarking programs
was installed on the laptop computers.

The topology of the wireless testbed used in our exper-
iments is shown in Figure 4. The topology consists of one
main island with two Internet gateways, and another smaller
island with one gateway. The islands are disconnected due
to a large open grass area between the buildings. However,
a mobile client located between the two islands can reach
both networks. Each of the Internet gateways is part of a
different domain on the campus network and within 6 hops
of each other through the wired network. Unless otherwise
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Figure5: P2P test. Latency of packetsreceived at Client A.
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Figure7: P2P Test. Lost packetsat Client A.

specified, the topology between the access points was static
during the experiments. Each access point box has an iden-
tifier (box-id). The box-id of Internet gateways ends with
digit 1 (Boxes 11, 21, and 31). The closest Internet gate-
way of mesh nodes is given by the prefix of the access point
box-id (i.e. Box 23 uses Box 21 as its Internet gateway).

Experiments consist of walking with a mobile client
from the 3¢ floor of a building located in the main island to
a hallway in the second floor, followed by going down to the
ground floor. Then, while walking outside on an open grass
area we end up reaching the second island. This movement
results in a few access point handoffs and at least three In-
ternet gateway handoffs. A mobile client will be referred to
as Client and the Linux box from the Internet as Sky. In all
experiments we send a full-duplex (two-way) VoIP traffic.
The VoIP traffic consisted of 160 byte packets sent every
20 ms at a rate of 64 Kbps, for 5 minutes. We focus our ex-
periments on VOIP as a representative application that poses
severe latency requirements.

Peer-to-peer UDP test: During this experiment two mo-
bile clients walk in opposite directions from different build-
ings towards the original position of the other mobile client.
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Figure6: P2P Test. Latency of packetsreceived at Client B.
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Figure 8: P2P test. Lost packetsat Client B.

Routing decisions are based on the path that decreases the
number of wireless hops between the clients in the hybrid
wired-wireless overlay network. Figures 5 - 8 present the
results of this experiment.

In each graph, the access point that serves the mobile
client is shown on the right vertical axis. The current access
point is represented with a continuous dotted line. Hori-
zontal plateaus of the dotted line represent stable periods
in which the access point serves the client, while vertical
jumps between plateaus represent handoffs between access
points. For example, Figure 5 shows a transition from Box
13 to Box 24 around packet humber 6000.

In this experiment, Client A started from the island which
forwards traffic through the Internet gateways 11 and 21
while Client B started from the other island, which forwards
traffic through gateway 31. Figures 5 and 6 show the one-
way latency of packets as they are received at each client.
The initial latency represents 4 wireless hops plus 1 wired
hop. This is because there is one wireless hop between each
client and its access point, and both access points are one
wireless hop away from their corresponding gateway.

First note that, at around packet 4000, Client B handoff



Lost: 50; Duplicate: 327;

GWho

Latency (ms)

a
3
T

.

s
kS

Box ID

L L L L L
6000 8000 10000 12000 14000

SEQ number
Figure9: Inter-domain test. Client isreceiver. Latency.
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Figure 11: Inter-domain test. Sky isreceiver. Loss.

to access point 24, which makes Clients A and B reside in
the same island. After this handoff, Clients A and B con-
tinue to use the wired network through the closest gateway
to minimize the wireless usage. That is, if the clients were
to only send through the wireless network, they would use
5 wireless hops instead of 4 and the wire. The latency de-
creases shortly after packet 6000 when Client A handoff to
Box 24. At that point, both clients send and receive data
through the same access point. Latency continues to change
depending on the client’s access point and the number of
wireless hops between them. Just before packet 14000, the
latency goes back to the latency at the beginning of the
test since both clients are again four wireless hops plus one
wired hop away from each other.

Overall, 84 packets were lost in one direction and 92 in
the other. Figures 7 and 8 present the packets lost at the
two clients. Loss is represented as cumulative number of
losses over the last 25 packets. For example, Figure 8 shows
the highest cumulative loss around packet 2000, where 15
consecutive packets were lost. As the wireless medium is
shared, a sudden loss may be triggered by a number of fac-
tors including external wireless communication or interfer-
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Figure 10: Inter-domain test. Sky isreceiver. Latency.
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Figure 12: Inter-domain test. Sky isthereceiver. Duplicates.

ence from our own wireless network. In most real time ap-
plications, the effect of a relatively small number of packets
being lost can be compensated with no interruption in ser-
vice or significant quality degradation.

Connection Oriented UDP test: This test is done be-
tween a single mobile laptop, Client, and the Internet con-
nected machine, Sky. Figures 9 and 10 show the one-way
packet latency for packets received at Client and Sky, re-
spectively. The horizontal lines marked GW HOseparate the
graph into three areas defined by the Internet gateway for-
warding the mobile client’s packets to and from the Inter-
net. An inter-domain handoff happens when the dotted line,
showing the current access point serving the client, crosses
one of the horizontal line.

Both latency graphs show a jump of around 4 ms after
the first Internet gateway handoff. This is due to forwarding
packets between gateways through the wired overlay net-
work. We also note that occasionally, some of the packets
have a higher latency just before a handoff (e.g., around
sequence number 9000). This is due to 802.11 retrans-
missions, and is expected to happen when a mobile client
moves away from its current access point. After the hand-



off, a better connected access point starts serving the client
and the packet latency decreases.

Figure 11 shows the packets lost at Sky. We can see that
losses occurred in bursts of less than 5 packets. The number
of packets that arrived after more than 100 ms was 18 in the
stream from Sky to Client and 92 in the stream from Client
to Sky (which are considered lost in VoIP). Considering the
total number of packets (15000 in each direction), very few
packets were lost or delayed.

In Figure 12 we show the duplicate packets received by
Sky. These duplicates are caused by inter-domain handoffs.
There were only 3 duplicate packets on the stream in the
entire experiment, and they occurred during the first Inter-
net gateway handoff. Since Box 21 was not aware initially
whether the packets belong to a new or an already existing
connection, it sent the traffic both to the IGMG group and
to the final destination (as explained in Section 4.2). Be-
cause Box 11 already had a connection established for that
stream in its NAT entries, it forwarded the packets to the In-
ternet destination, and at the same time, it notified the other
gateways that it is the owner of the connection, by sending
an acknowledgment to the IGMG group. As soon as Box
21 received an ownership acknowledgment from Box 11,
it stopped relaying packets to Sky and start forwarding the
packets to Box 11. Note that after the notification, all gate-
ways learned about the ownership of that connection. This
is the reason there are no duplicates in the second gateway
handoff, from Box 21 to Box 31 that occurs before packet
12000.

TCP test: Our TCP tests show similar results to those
presented on the previous UDP test. Also, connections did
not break when moving around the mesh. However, the la-
tency of packets tended to be higher for some packets. For
example, the number of packets that arrived after 100 ms
was 2 to 3 times higher for similar experiments. The main
reason is that TCP delays packets that arrive out of order
(mainly due to lost packets in the wireless) until it recovers
the losses and can deliver the packets in order.

Mesh Gateway Failuretest: Itis interesting to see what
happens when the Internet gateway used by a TCP connec-
tion suddenly fails. If that Internet gateway is the owner
of the connection, then we expect that the connection will
break. However, if the Internet gateway is not the original
owner of the connection, but rather the one closer to the mo-
bile client that forwards packets to the owner Internet gate-
way, we expect the mesh network to discover the failure and
adjust the routing such that the data packets will reach the
owner gateway.

In this experiment we started a TCP connection between
Client and Sky and then moved the client in the vicinity
of a different Internet gateway, forcing a gateway handoff
to occur. Then we unplugged the power of the current In-
ternet gateway. Figure 13 presents the evolution of a TCP
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Figure13: Inter-domain TCP fail-over test. Sky isthereceiver.

flow where the X axis shows the time and the Y axis shows
the packet sequence number. The graph starts after the first
handoff from the original gateway. The graph shows about
8 seconds of disconnection required for the mesh network
to detect the failure and adjust its routing. After that, it takes
a few more seconds for TCP to catch up with the original
rate. The network reacting to the failure in a timely manner
prevented the disconnection of the TCP connection, over-
coming the current Internet gateway crash.

Transmission Overhead: In this experiment we quan-
tify the transmission overhead on the wireless and wired
network when several mobile clients send and receive data.
We performed experiments with varying number of clients,
from 1 to 4, moving randomly inside the network. The cost
for maintaining the topology, determined by the link state
routing algorithm, was about 300 bps per mesh neighbor,
independent on the traffic or the number of clients. An-
other component of the overhead is the cost of maintain-
ing two multicast groups per client. The membership of
these groups changes as the clients move and different ac-
cess points join or leave the groups. The overhead generated
by managing multicast groups depends only on the number
of clients and is independent on the amount of traffic and/or
flows in the network. In our topology this traffic amounts
to about 500 bps at each access point per moving client.
The traffic generated for managing the clients consists of
Control Group traffic for access points coordination (about
3.7 Kbps per client when all clients were in the same vicin-
ity), and the overhead generated for probing the link qual-
ity with the clients, which depends on the technique used
(about 3.5 Kbps per client if DHCP requests are sent every
2 seconds, or negligible if RSSI is used but requires access
points to support 802.11 monitor mode or driver support).
Note that client management traffic exists only in the vicin-
ity of the client and is not dependent on the amount of data
traffic.

Internet gateways generate some overhead traffic on the
wired network during the inter-domain handoff. Data pack-



ets are multicasted over the wired network to all other In-
ternet gateways until the owner of the connection responds.
In our tests, this process took between 10 ms and 80 ms.
Note that data packets are forwarded in parallel to the end-
host and their latency is much less. After the first handoff
of a connection takes place, all Internet gateways are in-
formed about the owner of that connection, and therefore
new data packets are sent directly to the connection owner.
As opposed to the wireless intra-domain overhead, which is
only dependent on the number of clients, the inter-domain
overhead is directly proportional to the number of connec-
tions each client has. However, the traffic generated by the
inter-domain handoff is small, and uses only the wired con-
nectivity.

6. Conclusion

In this paper we presented an architecture and an inter-
domain routing protocol for multi-homed wireless mesh
networks that provide uninterrupted connectivity and fast
handoff. Our approach uses an overlay mechanism to in-
tegrate wireless and wired connectivity. We showed how
overlay multicast groups are used to coordinate decisions
between Internet connected access points to seamlessly
transfer connections as the mabile clients move. The pro-
tocol optimizes the use of the wireless medium by short-
cutting wireless hops through wired connections, paying a
very low overhead during handoffs. We demonstrated the
efficiency of our protocols through live experiments using
an actual complete and available system, showing that the
inter-domain handoffs occur instantaneously for both TCP
and UDP connections.
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